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σϣϦϥϦϮϩϦ

1.1. ϐϱϩϸϩϮы ϰϯяϣϬϦϮϩя ϫϮϩϤϩ
σ ϰϯϲϬϦϥϮϦϦ ϣϱϦϭя ϰϱϡϣϩϳϦϬϽϲϳϣϡ ϭϮϯϤϩ϶ ϲϳϱϡϮ ϲϳϱϦϭяϳϲя ϴϮϩϸϳϯϧϩϳϽ ϡϮϯϮϩϭϮϯϲϳϽ, ϯϰϱϡϣϥϼϣϡяϲϽ
«ϢϦϨϯϰϡϲϮϯϲϳϽϿ ϤϱϡϧϥϡϮ». ϏϥϮϡϫϯ ϥϡϮϮϯϦ ϲϳϱϦϭϬϦϮϩϦ ϮϡϰϱϡϣϬϦϮϯ ϮϦ Ϯϡ ϴϣϦϬϩϸϦϮϩϦ ϢϦϨϯϰϡϲϮϯϲϳϩ,
ϯϮϯ ϮϡϰϱϡϣϬϦϮϯ ϳϯϬϽϫϯ Ϯϡ ϴϲϩϬϦϮϩϦ ϫϯϮϳϱϯϬя. ϘϩϮϯϣϮϩϫϡϭ ϮϴϧϮϡ ϴϣϦϱϦϮϮϯϲϳϽ ϣ ϳϯϭ, ϸϳϯ Ϯϡ ϲϬϦϥϴ-
ϿϺϩϪ ϥϦϮϽ ϯϮϩ ϮϦ ϰϯϳϦϱяϿϳ ϲϣϯϦϤϯ ϫϱϦϲϬϡ, ϸϳϯ ϣϼ ϰϱϯϤϯϬϯϲϴϦϳϦ Ϩϡ Ϯϩ϶ Ϯϡ ϲϬϦϥϴϿϺϩ϶ ϣϼϢϯϱϡ϶, ϸϳϯ
ϣϼ ϮϦ ϴϨϮϡϦϳϦ ϯϢ ϩ϶ Ϭϧϩ, ϸϳϯ ϣϼ ϮϦ ϣϼϪϥϦϳϦ Ϯϡ ϴϬϩϷϼ, ϮϦϥϯϣϯϬϽϮϼϦ ϩ϶ ϰϱϯϩϨϣϯϬϯϭ, ϸϳϯ ϯϮϩ ϰϱϯ-
ϥϯϬϧϡϳ ϳϡϫϧϦ ϣϯϱϯϣϡϳϽ ϥϦϮϽϤϩ ϩϨ ϢϿϥϧϦϳϡ ϩ ϢϱϡϳϽ ϣϨяϳϫϩ. ϏϮϩ ϩϺϴϳ ϲϰϯϲϯϢ ϫϯϮϳϱϯϬя. τϯϲϴϥϡϱϲϳϣϡ,
ϮϡϨϼϣϡϿϺϩϦ ϲϦϢя ϥϦϭϯϫϱϡϳϩϸϦϲϫϩϭϩ, ϲϳϡϮϯϣяϳϲя ϡϣϳϯϱϩϳϡϱϮϼϭϩ. ώϯ ϰϱϡϣϩϳϦϬϽϲϳϣϡ, ϣϭϦϹϩϣϡϿϺϩϦ-
ϲя ϣ ϬϩϸϮϴϿ ϧϩϨϮϽ, ϮϦ яϣϬяϿϳϲя ϦϥϩϮϲϳϣϦϮϮϯϪ ϰϱϩϸϩϮϯϪ ϧϡϧϥϼ ϡϮϯϮϩϭϮϯϲϳϩ. ψϡ ϣϡϭϩ ϭϯϧϦϳ ϳϡϫϧϦ
ϲϬϦϥϩϳϽ ϣϡϹ ϱϡϢϯϳϯϥϡϳϦϬϽ, ϶ϯϨяϩϮ ϶ϯϳ-ϲϰϯϳϡ ϣ ϬϿϢϩϭϯϪ ϫϡϵϦϹϫϦ, ϡϥϭϩϮϩϲϳϱϡϷϩя ϣϡϹϦϤϯ ϴϸϦϢϮϯϤϯ
ϨϡϣϦϥϦϮϩя. ύϡϱϫϦϳϯϬϯϤϩ ϲϬϦϥяϳ Ϩϡ ϣϡϭϩ, ϸϳϯϢϼ ϰϯϫϡϨϡϳϽ ϣϡϭ ϢϯϬϦϦ ϳϡϱϤϦϳϩϱϯϣϡϮϮϴϿ ϱϦϫϬϡϭϴ. ϏϱϤϡ-
ϮϩϨϡϷϩϩ, ϢϯϱϿϺϩϦϲя ϲ ϰϩϱϡϳϲϳϣϯϭ, ϲϬϦϥяϳ Ϩϡ ϣϡϭϩ, ϸϳϯϢϼ ϯϳϲϴϥϩϳϽ ϴ ϣϡϲ ϥϦϮϽϤϩ Ϩϡ ϥϣϦ ϲϫϡϸϡϮϮϼϦ
ϫϯϭϰϯϨϩϷϩϩ ϴϧϦ ϴϭϦϱϹϦϤϯ ϰϦϣϷϡ. ω ϦϲϬϩ ϣϡϲ ϣϲϦ Ͼϳϯ ϮϦ ϴϲϳϱϡϩϣϡϦϳ, ϳϯ ϥϡϮϮϡя ϫϮϩϤϡ ϥϬя ϣϡϲ.

1.2. ϒϣяϨь ϲ ϡϣϳϯϱϯϭ
σϼ ϭϯϧϦϳϦ ϲϯϯϢϺϩϳϽ ϯϢ ϯϹϩϢϫϡ϶ ϩϬϩ ϲϣяϨϡϳϽϲя ϲϯ ϭϮϯϪ ϰϯ ϩϮϼϭ ϰϱϩϸϩϮϡϭ ϲ ϰϯϭϯϺϽϿ ϾϬϦϫϳϱϯϮ-
ϮϯϪ ϰϯϸϳϼ anonhandbook@tormail.org ϩϬϩ ϯϳϰϱϡϣϩϣ ϲϣϯϩ ϩϨϭϦϮϦϮϩя ϣ ϱϦϰϯϨϩϳϯϱϩϪ https://gitorious.
org/anonymous-handbook. ϓϡϫϧϦ ϥϯϲϳϴϰϦϮ ϲϡϪϳ http://anonhandbook.org, ϦϤϯ ϨϦϱϫϡϬϯ ϣ I2P http:
//anonhandbook.i2p ϩ ϣ Tor — http://oxgzwiiypou6udlp.onion.
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ώϦϯϢ϶ϯϥϩϭϯϲϳь ϡϮϯϮϩϭϮϯϲϳϩ ϣ ϲϯϣϱϦϭϦϮϮϯϭ
ϭϩϱϦ

2.1. ϐϱϦϲϬϦϥϯϣϡϮϩя

2.1.1. ϏϢыϸϮыϦ Ϭюϥϩ

ϐϯϰϡϥϡϮϩϦ ϥϡϮϮы϶ ϯ ϰϬϡϳϦϧϡ϶ «ϑϯϲϐϩϬϴ» ϣ ϱϴϫϩ ϡϫϳϩϣϩϲϳϡϭ ϥϣϩϧϦϮϩя «ώϡϹϩ»

ϑϯϲϐϩϬ — ϮϦϫϯϭϭϦϱϸϦϲϫϩϪ ϰϱϯϦϫϳ «ϕϯϮϥϡ ϢϯϱϽϢϼ ϲ ϫϯϱϱϴϰϷϩϦϪ», ϨϡϮϩϭϡϿϺϩϪϲя ϭϯϮϩϳϯϱϩϮϤϯϭ
ϤϯϲϴϥϡϱϲϳϣϦϮϮϼ϶ Ϩϡϫϴϰϯϫ ϲ ϷϦϬϽϿ ϴϲϳϡϮϯϣϬϦϮϩя ϵϡϫϳϯϣ ϫϯϱϱϴϰϷϩϩ. ϕϩϮϡϮϲϩϱϴϦϳϲя Ϩϡ ϲϸϦϳ ϥϯϢϱϯ-
ϣϯϬϽϮϼ϶ ϰϯϧϦϱϳϣϯϣϡϮϩϪ.
υϣϩϧϦϮϩϦ «ώϡϹϩ» — ϰϱϯϫϱϦϭϬϦϣϲϫϯϦ ϭϯϬϯϥϦϧϮϯϦ ϥϣϩϧϦϮϩϦ.
σ ϡϰϱϦϬϦ ϩ ϭϡϦ 2011 Ϥϯϥϡ ϯϳ ϩϭϦϮϩ ϮϦϫϯϳϯϱϼ϶ ϮϯϣϯϲϳϮϼ϶ ϩϨϥϡϮϩϪ ϮϦϩϨϣϦϲϳϮϼϭϩ ϬϩϷϡϭϩ ϢϼϬϩ ϲϯ-
ϣϦϱϹϦϮϼ ϨϣϯϮϫϩ ϬϿϥяϭ, ϫϯϳϯϱϼϦ ϯϳϰϱϡϣϬяϬϩ ϰϯϧϦϱϳϣϯϣϡϮϩя ϰϱϯϦϫϳϴ «ϑϯϲϐϩϬ»[12]. ϐϦϱϦϣϯϥϼ ϯϲϴ-
ϺϦϲϳϣϬяϬϩϲϽ Ϯϡ ϫϯϹϦϬϦϫ ϣ ϲϩϲϳϦϭϦ ϠϮϥϦϫϲ.υϦϮϽϤϩ. ϐϱϦϥϲϳϡϣϩϳϦϬϩ ϠϮϥϦϫϲϡ ϯϳϭϦϳϩϬϩ, ϸϳϯ ϥϡϮϮϼϦ
ϰϯ ϲϯϳϮϦ ϸϦϬϯϣϦϫ, ϰϦϱϦϣϯϥϩϣϹϩ϶ ϥϦϮϽϤϩ Ϯϡ ϲϸϦϳ ϑϯϲϐϩϬϡ ϯϮϩ ϥϦϪϲϳϣϩϳϦϬϽϮϯ ϰϱϦϥϯϲϳϡϣϬяϬϩ ϕϒς
ϑϕ[13]. ϐϯϨϧϦ ϢϼϬϯ ϣϼяϲϮϦϮϯ, ϸϳϯ ϨϣϯϮϫϩ ϯϲϴϺϦϲϳϣϬяϬϡ ϫϯϭϩϲϲϡϱ ϥϣϩϧϦϮϩя «ώϡϹϩ» ϟϬϩя υϩ϶ϳяϱ[14].
σ ϕϒς ϯϳϫϡϨϡϬϩϲϽ ϫϯϭϭϦϮϳϩϱϯϣϡϳϽ ϳϯ, ϫϡϫ ϥϡϮϮϼϦ, ϰϱϦϥϯϲϳϡϣϬϦϮϮϼϦ ϩϭ, ϰϯϬϴϸϩϬϩ ϳϱϦϳϽϩ ϬϩϷϡ[14].

υϦϬϯ σϩϳϯϬьϥϡ ϕϩϬϩϰϰϯϣϡ

σϩϳϯϬϽϥ ϕϩϬϩϰϰϯϣ ϰϯϲϳϡϣϩϬ «ϬϡϪϫ» ϰϯϥ ϫϡϥϱϯϭ ϩϨ ϵϩϬϽϭϡ «ρϭϦϱϩϫϡϮϲϫϡя ϩϲϳϯϱϩя ωϫϲ», ϮϦ Ϩϡ-
ϰϱϦϺϦϮϮϯϤϯ Ϯϩ ϣ ϯϥϮϯϪ ϲϳϱϡϮϦ. ϐϱϯϫϴϱϡϳϴϱϡ ϴϲϭϯϳϱϦϬϡ ϣ Ͼϳϯϭ ϲϬϴϸϡϪ ϱϡϲϰϱϯϲϳϱϡϮϦϮϩя ϮϡϷϩϲϳϲϫϯϪ
ϲϩϭϣϯϬϩϫϩ[15]. 24 ϡϣϤϴϲϳϡ 2012 Ϥϯϥϡ ϯϮ ϢϼϬ ϰϱϩϤϯϣϯϱϦϮ ϫ Ϲϳϱϡϵϴ ϣ 1000 ϱϴϢϬϦϪ ϰϯ ϲϳϡϳϽϦ 20.3 ϋϯρϐ
ϑϕ («ϐϱϯϰϡϤϡϮϥϡ ϩ ϰϴϢϬϩϸϮϯϦ ϥϦϭϯϮϲϳϱϩϱϯϣϡϮϩϦ ϮϡϷϩϲϳϲϫϯϪ ϡϳϱϩϢϴϳϩϫϩ ϩϬϩ ϲϩϭϣϯϬϩϫϩ») ϢϦϨ ϰϱϡϣϡ
ϯϢϧϡϬϯϣϡϮϩя[16].

2.1.2. χϴϱϮϡϬϩϲϳы

ϐϯ ϴϱϯϣϮϿ ϲϣϯϢϯϥϼ ϰϱϦϲϲϼ, ϲϯϤϬϡϲϮϯ ϯϳϸϦϳϴ Freedom House 2012 Ϥϯϥϡ, ϑϯϲϲϩя Ϯϡ϶ϯϥϩϳϲя Ϯϡ 172 ϭϦ-
ϲϳϦ ϩϨ 197 ϲϳϱϡϮ[17], ϡ ϰϯ ϥϡϮϮϼϭ «ϑϦϰϯϱϳϦϱϯϣ ϢϦϨ ϤϱϡϮϩϷ» — Ϯϡ 142 ϩϨ 179[18]. ϒ 1993 ϰϯ 2009 Ϥϯϥ
ϣ ϑϯϲϲϩϩ ϢϼϬϯ ϴϢϩϳϯ 176 ϧϴϱϮϡϬϩϲϳϯϣ[19], ϡ ϲ 1998 Ϥϯϥϡ ϢϼϬϯ ϲϯϣϦϱϹϦϮϯ 871 ϮϡϰϡϥϦϮϩϦ Ϯϡ ϧϴϱϮϡ-
Ϭϩϲϳϯϣ ϩ ϱϦϥϡϫϷϩϩ[20].

ωϨϢϩϦϮϩϦ ύϩ϶ϡϩϬϡ ςϦϫϦϳϯϣϡ

ύϩ϶ϡϩϬ ςϦϫϦϳϯϣ — ϧϴϱϮϡϬϩϲϳ, ϯϢϬϡϥϡϳϦϬϽ ϰϱϦϭϩϩ Press Freedom Award[21], ϰϱϦϭϩϩ ϰϱϡϣϩϳϦϬϽϲϳϣϡ
ϑϕ ϣ ϯϢϬϡϲϳϩ ϰϦϸϡϳϮϼ϶ ϒύω[22], ϴϸϱϦϥϩϳϦϬϽ ϩ ϤϬϡϣϮϼϪ ϱϦϥϡϫϳϯϱ ϤϡϨϦϳϼ «ϖϩϭϫϩϮϲϫϡя ϰϱϡϣϥϡ», ϣ
ϫϯϳϯϱϯϪ ϰϴϢϬϩϫϯϣϡϬϩϲϽ ϲϳϡϳϽϩ ϲ ϫϱϩϳϩϫϯϪ ϣ ϡϥϱϦϲ ϶ϩϭϫϩϮϲϫϯϪ ϡϥϭϩϮϩϲϳϱϡϷϩϩ. 24 ϭϡя 2007 Ϥϯϥϡ ϢϼϬϡ

7



8 τόρσρ 2. ώφϏςϖϏυωύϏϒϓЬ ρώϏώωύώϏϒϓω σ ϒϏσϑφύφώώϏύ ύωϑφ

ϲϯϧϧϦϮϡ ϦϤϯ ϭϡϹϩϮϡ[23], ϡ 13 ϮϯяϢϱя 2008 Ϥϯϥϡ ϯϮ ϢϼϬ ϩϨϢϩϳ ϮϦϩϨϣϦϲϳϮϼϭϩ[24], ϰϯϲϬϦ ϸϦϤϯ ϥϯϬϤϯϦ
ϣϱϦϭя Ϯϡ϶ϯϥϩϬϲя ϣ ϢϯϬϽϮϩϷϦ ϩ ϰϯϬϴϸϩϬ ϩϮϣϡϬϩϥϮϯϲϳϽ 1-Ϫ Ϥϱϴϰϰϼ[25]. υϦϬϯ ϥϯ ϲϩ϶ ϰϯϱ ϮϦ ϱϡϲϫϱϼϳϯ.

ώϡϰϡϥϦϮϩя Ϯϡ ϏϬϦϤϡ ϋϡϹϩϮϡ

ϏϬϦϤ ϋϡϹϩϮ — ϱϯϲϲϩϪϲϫϩϪ ϰϯϬϩϸϦϲϫϩϪ ϧϴϱϮϡϬϩϲϳ, ϮϦϯϥϮϯϫϱϡϳϮϯ ϰϯϥϣϦϱϤϡϣϹϩϪϲя ϮϡϰϡϥϦϮϩяϭ. ώϡϩ-
ϢϯϬϽϹϩϪ ϱϦϨϯϮϡϮϲ ϰϯϬϴϸϩϬϯ ϮϡϰϡϥϦϮϩϦ Ϯϡ ϮϦϤϯ 6 ϮϯяϢϱя 2010 Ϥϯϥϡ. υϣϯϦ ϮϦϩϨϣϦϲϳϮϼ϶ ϰϯϥϧϩϥϡϬϩ ϦϤϯ
ϯϫϯϬϯ ϦϤϯ ϥϯϭϡ, ϣ ϫϯϳϯϱϯϭ ϯϮ ϲϮϩϭϡϬ ϫϣϡϱϳϩϱϴ. ύϦϲϳϯ ϲϣϯϦϤϯ ϰϱϯϧϩϣϡϮϩя ϯϮ ϥϦϱϧϡϬ ϣ ϳϡϪϮϦ. ϏϥϩϮ
ϩϨ ϮϡϰϡϥϡϣϹϩ϶ ϥϦϱϧϡϬ ϋϡϹϩϮϡ, ϣϳϯϱϯϪ ϮϡϸϡϬ ϮϡϮϯϲϩϳϽ ϴϥϡϱϼ ϧϦϬϦϨϮϼϭ ϰϱϴϳϯϭ, ϫϯϳϯϱϼϪ ϯϮ ϰϱяϳϡϬ
ϣ ϢϴϫϦϳϦ[26]. ωϨϢϩϦϮϩϦ ϰϱϯϥϯϬϧϡϬϯϲϽ ϰϯϬϳϯϱϼ ϭϩϮϴϳϼ, Ϩϡ Ͼϳϯ ϣϱϦϭя ϢϼϬϯ ϮϡϮϦϲϦϮϯ 56 ϴϥϡϱϯϣ[27].
χϴϱϮϡϬϩϲϳϡ ϥϯϲϳϡϣϩϬϩ ϣ ϢϯϬϽϮϩϷϴ, ϤϥϦ ϢϼϬϩ ϥϩϡϤϮϯϲϳϩϱϯϣϡϮϼ ϰϦϱϦϬϯϭϼ ϮϩϧϮϩ϶ ϫϯϮϦϸϮϯϲϳϦϪ, Ϭϩ-
ϷϦϣϯϤϯ ϲϫϦϬϦϳϡ ϩ ϸϦϱϦϰϮϯ-ϭϯϨϤϯϣϡя ϳϱϡϣϭϡ[28]. ώϦϲϭϯϳϱя Ϯϡ ϹϩϱϯϫϩϪ ϯϢϺϦϲϳϣϦϮϮϼϪ ϱϦϨϯϮϡϮϲ ϩ ϰϯ-
ϱϴϸϦϮϩϦ ϰϱϦϨϩϥϦϮϳϡ ϑϯϲϲϩϩ υϭϩϳϱϩя ύϦϥϣϦϥϦϣϡ ϯ ϣϨяϳϩϩ ϥϦϬϡ ϰϯϥ ϯϲϯϢϼϪ ϫϯϮϳϱϯϬϽ[29], ϯϮϯ ϥϯ ϲϩ϶
ϰϯϱ ϮϦ ϱϡϲϫϱϼϳϯ.

ϔϢϩϪϲϳϣϯ ρϮϮы ϐϯϬϩϳϫϯϣϲϫϯϪ

ρϮϮϡ ϐϯϬϩϳϫϯϣϲϫϡя — ϱϯϲϲϩϪϲϫϡя ϧϴϱϮϡϬϩϲϳϫϡ ϩ ϰϱϡϣϯϨϡϺϩϳϮϩϷϡ. ςϼϬϡ ϨϡϲϳϱϦϬϦϮϡ ϯϫϯϬϯ Ϭϩϵϳϡ
ϲϣϯϦϤϯ ϥϯϭϡ 7 ϯϫϳяϢϱя 2006 Ϥϯϥϡ[30]. 19 ϵϦϣϱϡϬя 2009 Ϥϯϥϡ ϲϴϥ ϰϱϩϲяϧϮϼ϶ ϯϰϱϡϣϥϡϬ ϰϯϥϯϨϱϦϣϡϦϭϼ϶
ωϢϱϡϤϩϭϡ ϩ υϧϡϢϱϡϩϬϡ ύϡ϶ϭϴϥϯϣϼ϶, ϒϦϱϤϦя ϖϡϥϧϩϫϴϱϢϡϮϯϣϡ ϩ ϐϡϣϬϡ ϑяϤϴϨϯϣϡ[31], ϯϥϮϡϫϯ ϣϲϫϯϱϦ
σϦϱ϶ϯϣϮϼϪ ϲϴϥ ϑϕ ϯϳϭϦϮϩϬ Ͼϳϯϳ ϯϰϱϡϣϥϡϳϦϬϽϮϼϪ ϰϱϩϤϯϣϯϱ ϩ ϯϳϰϱϡϣϩϬ ϥϦϬϯ Ϯϡ ϮϯϣϯϦ ϱϡϲϲϭϯϳϱϦϮϩϦ[32,
33]. σ ϡϣϤϴϲϳϦ 2008 Ϥϯϥϡ ϢϼϬ ϨϡϥϦϱϧϡϮ υϭϩϳϱϩϪ ϐϡϣϬϿϸϦϮϫϯϣ[34]. σ ϭϡϱϳϦ 2012 Ϥϯϥϡ ϯϮ ϨϡяϣϩϬ, ϸϳϯ
ϲϬϦϧϫϴ Ϩϡ ϐϯϬϩϳϫϯϣϲϫϯϪ ϨϡϫϡϨϡϬ όϯϭ-ρϬϩ τϡϪϳϴϫϡϦϣ, ϰϯϬϴϸϩϣϹϩϪ ϯϳ ρ϶ϭϦϥϡ ψϡϫϡϦϣϡ ϨϡϫϡϨ, ϫϯϳϯϱϼϪ
яϫϯϢϼ ϢϼϬ ϴϥϯϢϦϮ ςϦϱϦϨϯϣϲϫϯϭϴ[35]. ϒϬϦϥϲϳϣϩϦ ϰϯ ϥϦϬϴ ϣϲϦ ϦϺϦ ϰϱϯϥϯϬϧϡϦϳϲя.

ϔϢϩϪϲϳϣϯ ύϡϤϯϭϦϥϡ φϣϬϯϦϣϡ

ύϡϤϯϭϦϥ φϣϬϯϦϣ — ϧϴϱϮϡϬϩϲϳ, ϰϱϡϣϯϨϡϺϩϳϮϩϫ, ϲϯϨϥϡϳϦϬϽ ϲϡϪϳϡ ωϮϤϴϹϦϳϩя.Ru. ςϼϬ ϴϢϩϳ ϣϼϲϳϱϦ-
Ϭϯϭ ϣ ϤϯϬϯϣϴ 31 ϡϣϤϴϲϳϡ 2008 Ϥϯϥϡ. ϐϯ ϯϵϩϷϩϡϬϽϮϯϪ ϣϦϱϲϩϩ, φϣϬϯϦϣ ϰϼϳϡϬϲя ϯϳϯϢϱϡϳϽ ϡϣϳϯϭϡϳ ϴ ϲϯ-
ϳϱϴϥϮϩϫϡ, ϲϩϥϦϣϹϦϤϯ ϱяϥϯϭ ϲ Ϯϩϭ, ϰϯϲϬϦ ϸϦϤϯ ϭϩϬϩϷϩϯϮϦϱ, Ϯϡ϶ϯϥϩϣϹϩϪϲя ϱяϥϯϭ ϲ ϣϯϥϩϳϦϬϦϭ, ϣϼ-
϶ϣϡϳϩϬ ϰϩϲϳϯϬϦϳ ϩ ϮϡϷϦϬϩϬ ϦϤϯ Ϯϡ φϣϬϯϦϣϡ. σϼϲϳϱϦϬ, ϰϯ ϴϳϣϦϱϧϥϦϮϩяϭ ϭϩϬϩϷϩϯϮϦϱϯϣ, ϰϱϯϩϨϯϹϦϬ
ϲϬϴϸϡϪϮϯ[36]. ϐϯ ϥϡϮϮϼϭ ϱϦϥϡϫϷϩϩ ϰϯϱϳϡϬϡ ωϮϤϴϹϦϳϩя.Ru, φϣϬϯϦϣ ϰϱϩϬϦϳϦϬ ϣ ϯϥϮϯϭ ϲϡϭϯϬϦϳϦ ϲ
ϰϱϦϨϩϥϦϮϳϯϭ ϱϦϲϰϴϢϬϩϫϩ ωϮϤϴϹϦϳϩя ύϴϱϡϳϯϭ ψяϨϩϫϯϣϼϭ. ϐϯϲϬϦ ϳϯϤϯ, ϫϡϫ ϰϱϦϨϩϥϦϮϳ ϴϦ϶ϡϬ, φϣϬϯϦϣϡ
ϯϫϱϴϧϩϬϩ ϲϯϳϱϴϥϮϩϫϩ ϯ϶ϱϡϮϼ ϭϩϮϩϲϳϱϡ ϣϮϴϳϱϦϮϮϩ϶ ϥϦϬ ωϮϤϴϹϦϳϩϩ, ϲϩϬϯϪ ϰϯϲϡϥϩϬϩ ϦϤϯ ϣ ϭϡϹϩϮϴ
ϩ ϴϣϦϨϬϩ. ϐϯ ϥϯϱϯϤϦ ϯϮϩ ϣϼϲϳϱϦϬϩϬϩ Ϧϭϴ ϣ ϤϯϬϯϣϴ ϩ ϣϼϢϱϯϲϩϬϩ ϩϨ ϭϡϹϩϮϼ[37].

ϔϢϩϪϲϳϣϯ ϐϯϬϡ ϖϬϦϢϮϩϫϯϣϡ

ϐϯϬ ϖϬϦϢϮϩϫϯϣ — ϰϴϢϬϩϷϩϲϳ, ϧϴϱϮϡϬϩϲϳ, ϤϬϡϣϮϼϪ ϱϦϥϡϫϳϯϱ ϱϴϲϲϫϯяϨϼϸϮϯϪ ϱϦϥϡϫϷϩϩ ϧϴϱϮϡϬϡ Forbes.
9 ϩϿϬя 2004 Ϥϯϥϡ ϢϼϬ ϨϡϲϳϱϦϬϦϮ ϯϫϯϬϯ ϯϵϩϲϡ ϱϯϲϲϩϪϲϫϯϤϯ ϯϳϥϦϬϦϮϩя Forbes ϣ ύϯϲϫϣϦ[38]. υϦϬϯ ϳϡϫ
ϩ ϮϦ ϢϼϬϯ ϱϡϲϫϱϼϳϯ.

2.1.3. ςϬϯϤϦϱы

ϒ 2008 ϰϯ 2012 Ϥϯϥ ϰϱϡϣϯϨϡϺϩϳϮϯϪ ϯϱϤϡϮϩϨϡϷϩϦϪ «ρϤϯϱϡ» ϢϼϬϯ ϨϡϵϩϫϲϩϱϯϣϡϮϯ 72 ϰϯϰϼϳϫϩ ϣϣϦϥϦϮϩя
ϱϦϤϴϬϩϱϯϣϡϮϩя ωϮϳϦϱϮϦϳϡ, 16 ϮϡϰϡϥϦϮϩϪ Ϯϡ ϢϬϯϤϦϱϯϣ, 160 ϴϤϯϬϯϣϮϼ϶ ϰϱϦϲϬϦϥϯϣϡϮϩϪ, 56 ϤϱϡϧϥϡϮϲϫϯ-
ϰϱϡϣϯϣϼ϶ ϲϡϮϫϷϩϪ, 386 ϵϡϫϳϯϣ ϡϥϭϩϮϩϲϳϱϡϳϩϣϮϯϤϯ ϥϡϣϬϦϮϩя, 848 ϲϬϴϸϡϦϣ ϯϤϱϡϮϩϸϦϮϩя ϥϯϲϳϴϰϡ, 124
ϲϬϴϸϡя ϷϦϮϨϴϱϼ[39, 40, 41]. ϐϯ ϴϱϯϣϮϿ ϲϣϯϢϯϥϼ ϲϬϯϣϡ ϣ ωϮϳϦϱϮϦϳϦ ϣ 2012 Ϥϯϥϴ ϑϯϲϲϩя ϨϡϮϩϭϡϬϡ 30
ϭϦϲϳϯ ϩϨ 47[42].
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υϦϬϯ ϒϡϣϣы ϓϦϱϦϮϳьϦϣϡ

ϒϡϣϣϡ ϓϦϱϦϮϳϽϦϣ — ϢϬϯϤϦϱ ϩϨ ϒϼϫϳϼϣϫϡϱϡ, ϵϩϤϴϱϡϮϳ ϰϦϱϣϯϤϯ ϴϤϯϬϯϣϮϯϤϯ ϥϦϬϡ ϣ ϑϯϲϲϩϩ, ϣϯϨϢϴϧϥϦϮϮϯ-
Ϥϯ Ϩϡ ϫϯϭϭϦϮϳϡϱϩϪ ϣ ϢϬϯϤϦ. ϋϯϭϭϦϮϳϡϱϩϪ ϢϼϬ ϯϲϳϡϣϬϦϮ 15 ϵϦϣϱϡϬя 2007 Ϥϯϥϡ ϫ Ϩϡϰϩϲϩ, ϰϯϣϦϲϳϣϴϿϺϦϪ
ϯϢ ϩϨϻяϳϩϩ ϧϦϲϳϫϩ϶ ϥϩϲϫϯϣ ϫϯϭϰϽϿϳϦϱϯϣ, ϰϱϩϮϡϥϬϦϧϡϺϩ϶ ϱϦϥϡϫϷϩϩ ϤϡϨϦϳϼ «ωϲϫϱϡ» ϲϯϳϱϴϥϮϩϫϡϭϩ
ϯϳϥϦϬϡ «ϋ»[43]. ϓϦϫϲϳ ϫϯϭϭϦϮϳϡϱϩя, ϯϲϳϡϣϬϦϮϮϯϤϯ ϢϬϯϤϦϱϯϭ[44]:

ϮϦϮϡϣϩϧϴ ϭϦϮϳϯϣ ϲϷϴϫϯϮϡ϶. ϮϦ ϲϯϤϬϡϲϦϮ ϲ ϳϦϨϩϲϯϭ ”ϴ ϭϩϬϩϷϩϯϮϦϱϯϣ ϯϲϳϡϬϲя ϭϦϮϳϡϬϩ-
ϳϦϳ ϱϦϰϱϦϲϲϩϣϮϯϪ ϥϴϢϩϮϫϩ ϣ ϱϴϫϡ϶ ϣϬϡϲϳϽϩϭϴϺϩ϶”, ϣϯ-ϰϦϱϣϼ϶, ϴ ϭϦϮϳϯϣ, ϣϯ-ϣϳϯϱϼ϶, ϮϦ
ϯϲϳϡϬϲя. ϯϮ ϰϱϯϲϳϯ-Ϯϡϰϱϯϲϳϯ ϮϦϩϲϫϯϱϦϮϩϭ. ϭϴϲϯϱ - ϩ ϣ ϡϵϱϩϫϦ ϭϴϲϯϱ. ϫϳϯ ϩϥϦϳ ϣ ϭϦϮϳϼ
- ϢϼϥϬϯ, Ϥϯϰϯϳϡ - ϲϡϭϼϦ ϳϴϰϼϦ, ϮϦϯϢϱϡϨϯϣϡϮϮϼϦ ϰϱϦϥϲϳϡϣϩϳϦϬϩ ϧϩϣ(ϯϳϮ)ϯϤϯ ϭϩϱϡ. ϢϼϬϯ
Ϣϼ ϶ϯϱϯϹϯ, ϦϲϬϩ Ϣ ϣ ϷϦϮϳϱϦ ϫϡϧϥϯϤϯ Ϥϯϱϯϥϡ ϱϯϲϲϩϩ, Ϯϡ ϤϬϡϣϮϯϪ ϰϬϯϺϡϥϩ (ϣ ϲϼϫϳϼϣϫϡϱϦ
- ϰϱяϭ ϣ ϷϦϮϳϱϦ ϲϳϦϵϡϮϯϣϲϫϯϪ, ϤϥϦ ϦϬϫϡ ϲϳϯϩϳ- ϸϳϯϢ ϣϲϦϭ ϣϩϥϮϯ ϢϼϬϯ) ϲϳϯяϬϡ ϰϦϸϽ, ϫϡϫ ϣ
ϯϲϣϦϮϷϩϭϦ, ϤϥϦ ϷϦϱϦϭϯϮϩϡϬϽϮϯ, ϦϧϦϥϮϦϣϮϯ, ϡ ϬϴϸϹϦ ϥϣϡϧϥϼ ϣ ϲϴϳϫϩ (ϣ ϰϯϬϥϦϮϽ ϩ ϰϯϬϮϯϸϽ
ϮϡϰϱϩϭϦϱ) - ϲϧϩϤϡϬϩ Ϣϼ ϰϯ ϮϦϣϦϱϮϯϭϴ ϭϦϮϳϴ, Ϯϡϱϯϥ, ϸϳϯϢ ϲϧϩϤϡϬ, Ͼϳϯ ϢϼϬ Ϣϼ ϰϦϱϣϼϪ ϹϡϤ
ϫ ϯϸϩϺϦϮϩϿ ϯϢϺϦϲϳϣϡ ϯϳ ϭϦϮϳϯϣϲϫϯ-ϤϯϰϯϳϲϫϯϪ ϤϱяϨϩ

7 ϩϿϬя 2008 Ϥϯϥϡ ϓϦϱϦϮϳϽϦϣ ϰϯϬϴϸϩϬ Ϥϯϥ ϴϲϬϯϣϮϯ[45]. 12 ϩϿϬя 2011 Ϥϯϥϡ ϯϮ ϰϯϬϴϸϩϬ ϰϯϬϩϳϩϸϦϲϫϯϦ
ϴϢϦϧϩϺϦ ϣ ϞϲϳϯϮϩϩ[46].

υϦϬϯ ωϱϦϫϡ ύϴϱϳϡϨϩϮϡ

ωϱϦϫ ύϴϱϳϡϨϩϮ — ϧϴϱϮϡϬϩϲϳ, ϢϬϯϤϦϱ, ϡϣϳϯϱ ϫϮϩϤϩ «ύϩϮϳϩϭϦϱ ϙϡϪϭϩϦϣ: ϰϯϲϬϦϥϮϩϪ ϰϱϦϨϩϥϦϮϳ ϓϡ-
ϳϡϱϲϳϡϮϡ» ϩ ϰϯϬϩϳϩϸϦϲϫϩϪ ϡϫϳϩϣϩϲϳ. 12 ϲϦϮϳяϢϱя 2008 Ϥϯϥϡ ϯϮ ϱϡϨϭϦϲϳϩϬ ϣ ϲϣϯϦϭ ϢϬϯϤϦ ϩϮϵϯϱϭϡϷϩϿ
ϯ ϳϯϭ, ϸϳϯ ϰϱϦϨϩϥϦϮϳ ϑϦϲϰϴϢϬϩϫϩ ϓϡϳϡϱϲϳϡϮ, ύϩϮϳϩϭϦϱ ϙϡϪϭϩϦϣ, ϲϫϯϮϸϡϬϲя. ϓϦϫϲϳ ϱϡϨϭϦϺϦϮϮϯϤϯ
ϰϯϲϳϡ ϣϼϤϬяϥϦϬ ϳϡϫ[47]:

ϐϱϩϹϬϡ ϲϳϱϡϹϮϡя ϣϦϲϳϽ...
...Ϯϡ 72-ϯϭ Ϥϯϥϴ ϧϩϨϮϩ, ϣϯ ϣϱϦϭя ϯϳϥϼ϶ϡ ϣ ϓϴϱϷϩϩ (ϣ ϋϦϭϦϱϦ) ϲϫϯϱϯϰϯϲϳϩϧϮϯ ϲϫϯϮϸϡϬϲя
ύϩϮϳϩϭϦϱ ϙϡϱϩϰϯϣϩϸ ϙϡϪϭϩϦϣ. ϘϦϲϳϮϯ Ϥϯϣϯϱя – ϮϦ ϣϦϱϩϳϲя. ϓϯϸϮϦϦ, ϮϦ ϶ϯϸϦϳϲя ϣϦϱϩϳϽ.
ϐϯϳϯϭϴ ϸϳϯ, ϦϲϬϩ Ͼϳϯ ϰϱϡϣϥϡ, ϳϯ ϮϡϸϮϦϳϲя ϳϡϫϡя ϲϣϡϱϡ, ϳϡϫϡя ϮϦϹϴϳϯϸϮϡя ϢϯϱϽϢϡ Ϩϡ ϳϯ, ϸϳϯ-
Ϣϼ ϨϡϮяϳϽ ϯϲϣϯϢϯϥϩϣϹϦϦϲя ϫϱϦϲϬϯ, ϸϳϯ ϸϴϢϼ ϴ ϶ϯϬϯϰϯϣ Ϣϴϥϴϳ ϳϱϦϺϡϳϽ ϩ ϣϥϯϬϽ ϩ ϰϯϰϦϱϦϫ.
ω ϩϭϦϮϮϯ ϩϨ-Ϩϡ ϰϯϥϯϢϮϼ϶ ϰϦϱϲϰϦϫϳϩϣ, ϢϬϩϧϡϪϹϦϦ ϯϫϱϴϧϦϮϩϦ ύϩϮϳϩϭϦϱϡ ϙϡϱϩϰϯϣϩϸϡ
ϰϯϰϼϳϡϦϳϲя ϲϫϱϼϳϽ Ͼϳϴ ϩϮϵϯϱϭϡϷϩϿ. ϘϳϯϢϼ ϴϲϰϦϳϽ ϰϦϱϦϤϱϴϰϰϩϱϯϣϡϳϽϲя (ϣϰϬϯϳϽ ϥϯ ϲϫϯ-
ϱϯϰϯϲϳϩϧϮϯϪ ϾϣϡϫϴϡϷϩϩ ϩϨ ϲϳϱϡϮϼ). ωϭϦϮϮϯ ϰϯϾϳϯϭϴ ϯϵϩϷϩϡϬϽϮϡя ϩϮϵϯϱϭϡϷϩя, ϥϴϭϡϿ,
ϢϴϥϦϳ ϮϦ ϱϡϮϽϹϦ ϸϦϭ ϸϦϱϦϨ ϮϦϥϦϬϿ

ύϴϱϳϡϨϩϮ ϢϼϬ ϮϦ ϰϦϱϣϼϭ ϸϦϬϯϣϦϫϯϭ, ϱϡϨϭϦϲϳϩϣϹϩϭ ϩϮϵϯϱϭϡϷϩϿ ϯ ϲϭϦϱϳϩ ϰϱϦϨϩϥϦϮϳϡ. ώϡϰϱϩϭϦϱ,
Ϩϡ ϥϣϡ ϸϡϲϡ ϥϯ ϦϤϯ ϰϯϲϳϡ, ϰϯяϣϩϬϲя ϰϯϲϳ ϣ ϲϯϯϢϺϦϲϳϣϦ kazan ϲ ϣϯϰϱϯϲϯϭ ϯϢ ϩϲϳϩϮϮϯϲϳϩ ϲϬϴ϶ϯϣ ϯ ϲϭϦϱ-
ϳϩ ϙϡϪϭϩϦϣϡ[48]. ϐϱϦϲϲ-ϲϬϴϧϢϡ ϙϡϪϭϩϦϣϡ Ϣϼϲϳϱϯ ϯϰϱϯϣϦϱϤϬϡ ϲϬϴ϶ϩ ϯ ϲϭϦϱϳϩ ϰϱϦϨϩϥϦϮϳϡ[49]. 10
ϥϦϫϡϢϱя 2008 Ϯϡ ϢϬϯϤϦϱϡ ϢϼϬϯ ϨϡϣϦϥϦϮϯ ϴϤϯϬϯϣϮϯϦ ϥϦϬϯ ϰϯ ϯϢϣϩϮϦϮϩϿ ϣ ϫϬϦϣϦϳϦ ϩ ϮϡϱϴϹϦϮϩϩ ϮϦϰϱϩ-
ϫϯϲϮϯϣϦϮϮϯϲϳϩ ϸϡϲϳϮϯϪ ϧϩϨϮϩ[50]. 29 ϥϦϫϡϢϱя 2009 Ϥϯϥϡ Ϯϡ ϮϦϤϯ ϮϡϰϡϬϩ ϮϦϩϨϣϦϲϳϮϼϦ ϩ ϩϨϢϩϬϩ[51].
ϒϡϭ ύϴϱϳϡϨϩϮ ϲϸϩϳϡϦϳ ϮϡϰϡϥϦϮϩϦ Ϯϡ ϮϦϤϯ ϰϯϬϩϳϩϸϦϲϫϩϭ[52]. 26 ϮϯяϢϱя 2009 Ϥϯϥϡ ωϱϦϫϡ ύϴϱϳϡϨϩϮϡ
ϰϱϩϨϮϡϬϩ ϣϩϮϯϣϮϼϭ ϣ ϫϬϦϣϦϳϦ ϩ ϣϯϨϢϴϧϥϦϮϩϦ ϲϯϷϩϡϬϽϮϯϪ ϮϦϮϡϣϩϲϳϩ ϬϩϢϯ ϣϱϡϧϥϼ ϫ ϯϰϱϦϥϦϬϦϮϮϯϪ
ϲϯϷϩϡϬϽϮϯϪ ϤϱϴϰϰϦ (ϰϱϦϥϲϳϡϣϩϳϦϬяϭ ϣϬϡϲϳϩ[53]) ϲ ϴϤϱϯϨϯϪ ϰϱϩϭϦϮϦϮϩя ϮϡϲϩϬϩя (ϣ ϦϤϯ ϢϬϯϤϦ, ϫϮϩϤϦ ϩ
ϤϡϨϦϳϡ϶) ϩ ϮϡϨϮϡϸϩϬϩ ϮϡϫϡϨϡϮϩϦ ϣ ϣϩϥϦ 1 Ϥϯϥϡ ϩ 9 ϭϦϲяϷϦϣ ϬϩϹϦϮϩя ϲϣϯϢϯϥϼ ϲ ϯϳϢϼϣϡϮϩϦϭ ϮϡϫϡϨϡϮϩя
ϣ ϫϯϬϯϮϩϩ-ϰϯϲϦϬϦϮϩϩ[54]. 31 яϮϣϡϱя 2011 Ϥϯϥϡ ϢϼϬϯ ϴϥϯϣϬϦϳϣϯϱϦϮϯ ϨϡяϣϬϦϮϩϦ ϯϢ ϴϲϬϯϣϮϯ-ϥϯϲϱϯϸϮϯϭ
ϯϲϣϯϢϯϧϥϦϮϩϩ ύϴϱϳϡϨϩϮϡ[55].

υϦϬϯ υϭϩϳϱϩя ШϩϰϩϬϯϣϡ

υϭϩϳϱϩϪ ϙϩϰϩϬϯϣ — ϢϬϯϤϦϱ, ϱϡϨϭϦϲϳϩϣϹϩϪ ϣ ϲϣϯϦϭ ϢϬϯϤϦ ϲϡϳϩϱϩϸϦϲϫϩϪ ϥϩϡϬϯϤ ϭϦϧϥϴ ϤϴϢϦϱϮϡϳϯ-
ϱϯϭ ϋϦϭϦϱϯϣϲϫϯϪ ϯϢϬϡϲϳϩ ρϭϡϮϯϭ ϓϴϬϦϦϣϼϭ ϩ ϦϤϯ ϧϦϮϯϪ[56]. ϒϴϥ ϰϱϩϤϯϣϯϱϩϬ υϭϩϳϱϩя ϙϩϰϩϬϯϣϡ
ϫ 11 ϭϦϲяϷϡϭ ϩϲϰϱϡϣϩϳϦϬϽϮϼ϶ ϱϡϢϯϳ ϲ ϴϥϦϱϧϡϮϩϦϭ 10% ϣ ϰϯϬϽϨϴ Ϥϯϲϴϥϡϱϲϳϣϡ ϰϯ ϲϳϡϳϽϦ 319 ϔϋ ϑϕ
(ϏϲϫϯϱϢϬϦϮϩϦ ϰϱϦϥϲϳϡϣϩϳϦϬя ϣϬϡϲϳϩ)[57].
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ϏϢϺϩϦ ϰϱϡϣϩϬϡ ϡϮϯϮϩϭϮϯϲϳϩ

3.1. ώϦϱϡϲϫϱыϳϩϦ ϩϮϵϯϱϭϡϷϩϩ
υϡϧϦ ϦϲϬϩ ϩϮϵϯϱϭϡϷϩя ϫϡϧϦϳϲя ϣϡϭ ϮϦϨϮϡϸϩϭϯϪ ϩ ϣϼ ϲϸϩϳϡϦϳϦ, ϸϳϯ ϰϯ ϮϦϪ ϢϴϥϦϳ ϲϬϯϧϮϯ ϴϲϳϡϮϯϣϩϳϽ
ϣϡϹϴ ϬϩϸϮϯϲϳϽ, ϮϦ ϱϡϲϫϱϼϣϡϪϳϦ ϦϦ. ωϮϵϯϱϭϡϷϩя ϯϢ ϯϥϮϯϭ ϬϩϹϽ ϰϯϬϦ ϰϯϨϣϯϬяϦϳ ϲϯϫϱϡϳϩϳϽ ϸϩϲϬϯ ϣϡ-
ϱϩϡϮϳϯϣ ϰϱϩϭϦϱϮϯ ϣ ϥϣϡ ϱϡϨϡ. ϋϯϭϢϩϮϩϱϴя ϩϨϣϦϲϳϮϴϿ ϩϮϵϯϱϭϡϷϩϿ, ϬϦϤϫϯ ϭϯϧϮϯ ϯϰϱϦϥϦϬϩϳϽ ϫϯϮ-
ϫϱϦϳϮϯϤϯ ϸϦϬϯϣϦϫϡ. ώϦ ϱϡϲϰϱϯϲϳϱϡϮяϪϳϦϲϽ Ϯϩ ϯ ϲϣϯϦϭ ϱϯϥϦ ϨϡϮяϳϩϪ, Ϯϩ ϯ ϭϴϨϼϫϡϬϽϮϼ϶ ϣϫϴϲϡ϶, Ϯϩ ϳϦϭ
ϢϯϬϦϦ ϯ ϭϦϲϳϦ ϧϩϳϦϬϽϲϳϣϡ ϩ ϣϯϨϱϡϲϳϦ, ϦϲϬϩ ϶ϯϳϩϳϦ ϯϲϳϡϳϽϲя ϡϮϯϮϩϭϮϼϭ. ωϨϢϦϤϡϪϳϦ ϬϩϹϮϩ϶ ϣϯϰϱϯϲϯϣ.

3.2. όϯϧϮϡя ϩϮϵϯϱϭϡϷϩя
υϬя ϳϯϤϯ, ϸϳϯϢϼ ϣϯϲϰϱϦϰяϳϲϳϣϯϣϡϳϽ ϰϱϯϷϦϲϲϴ ϴϲϳϡϮϯϣϬϦϮϩя ϣϡϹϦϪ ϱϦϡϬϽϮϯϪ ϬϩϸϮϯϲϳϩ ϣϼ ϭϯϧϦϳϦ ϲϰϦ-
ϷϩϡϬϽϮϯ ϥϡϣϡϳϽ ϬϯϧϮϴϿ ϩϮϵϯϱϭϡϷϩϿ. ώϡϰϱϩϭϦϱ, ϣϼ ϭϯϧϦϳϦ ϲϫϡϨϡϳϽ, ϸϳϯ ϣϼ ϩϨ ϒϡϱϡϳϯϣϡ, ϧϩϣя ϣ
ϑϯϲϳϯϣϦ-Ϯϡ-υϯϮϴ. ϐϯϲϫϯϬϽϫϴ ϳϯϳ, ϫϳϯ ϶ϯϸϦϳ ϴϲϳϡϮϯϣϩϳϽ ϣϡϹϴ ϬϩϸϮϯϲϳϽ, ϮϦ ϨϮϡϦϳ, ϤϥϦ ϰϱϡϣϥϡ, ϡ ϤϥϦ
ϬϯϧϽ, ϳϯ ϣϡϹϡ ϬϯϧϽ ϲϩϬϽϮϯ ϴϲϬϯϧϮяϦϳ Ϧϭϴ Ϩϡϥϡϸϴ. ϐϱϩϥϴϭϡϪϳϦ ϣϩϱϳϴϡϬϽϮϯϤϯ ϰϦϱϲϯϮϡϧϡ ϲ ϣϼϥϴϭϡϮ-
Ϯϼϭϩ ϥϡϮϮϼϭϩ, ϯϳ ϩϭϦϮϩ ϫϯϳϯϱϯϤϯ ϣϼ ϢϴϥϦϳϦ ϣϼϲϳϴϰϡϳϽ.

3.3. όϩϮϤϣϩϲϳϩϸϦϲϫϩϪ ϡϮϡϬϩϨ
ϋϡϧϥϼϪ ϸϦϬϯϣϦϫ ϩϭϦϦϳ ϲϯϢϲϳϣϦϮϮϼϪ ϩϥϩϯϬϦϫϳ — ϲϯϣϯϫϴϰϮϯϲϳϽ ϱϦϸϦϣϼ϶ ϯϲϯϢϦϮϮϯϲϳϦϪ, ϲϣϯϪϲϳϣϦϮ-
Ϯϼ϶ ϳϯϬϽϫϯ Ϧϭϴ. ϐϯϾϳϯϭϴ ϥϡϧϦ ϦϲϬϩ ϣϼ ϮϦ ϴϫϡϨϼϣϡϦϳϦ ϣ ϳϦϫϲϳϦ ϬϩϸϮϯϪ ϩϮϵϯϱϭϡϷϩϩ, ϯϲϳϡϦϳϲя ϣϯϨ-
ϭϯϧϮϼϭ ϴϲϳϡϮϯϣϬϦϮϩϦ ϣϡϹϦϪ ϬϩϸϮϯϲϳϩ. υϯϰϴϺϦϮϮϼϦ ϣ ϳϦϫϲϳϦ ϯϹϩϢϫϩ, ϲϬϦϮϤ, ϱϦϥϫϯϩϲϰϯϬϽϨϴϦϭϼϦ
ϲϬϯϣϡ ϩ ϭϮϯϤϡя ϥϱϴϤϡя ϩϮϵϯϱϭϡϷϩя ϭϯϧϦϳ ϰϯϭϯϸϽ ϣ ϴϲϳϡϮϯϣϬϦϮϩϩ ϬϩϸϮϯϲϳϩ ϡϣϳϯϱϡ ϲ ϰϯϭϯϺϽϿ ϬϩϮϤ-
ϣϩϲϳϩϸϦϲϫϯϤϯ ϡϮϡϬϩϨϡ. ϐϱϩ ϲϯϲϳϡϣϬϦϮϩϩ ϳϦϫϲϳϯϣ, ϡϣϳϯϱϲϳϣϯ ϫϯϳϯϱϼ϶ ϣϼ ϶ϯϳϩϳϦ ϲϯ϶ϱϡϮϩϳϽ ϣ ϲϦϫϱϦϳϦ,
ϩϲϰϯϬϽϨϴϪϳϦ ϲϳϩϬϽ, ϯϳϬϩϸϮϼϪ ϯϳ ϲϳϩϬя, ϫϯϳϯϱϼϭ ϣϼ ϰϯϬϽϨϴϦϳϦϲϽ ϣ ϱϦϡϬϽϮϯϪ ϧϩϨϮϩ.
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ρϮϯϮϩϭϮϯϲϳь ϣ ωϮϳϦϱϮϦϳϦ

! ώϦ ϲϳϯϩϳ ϨϡϢϼϣϡϳϽ, ϸϳϯ ϲϬϦϥϴϿϺϩϦ ϭϦϳϯϥϼ ϮϦϯϢ϶ϯϥϩϭϯ ϩϲϰϯϬϽϨϯϣϡϳϽ, ϰϯ ϣϯϨϭϯϧϮϯϲϳϩ, ϲϯϣϭϦϲϳϮϯ
ϥϱϴϤ ϲ ϥϱϴϤϯϭ ϩ ϲ ϭϦϳϯϥϡϭϩ, ϰϦϱϦϸϩϲϬϦϮϮϼϭϩ ϣ ϰϱϦϥϼϥϴϺϦϪ ϤϬϡϣϦ.

4.1. ϐϱϯϫϲϩ

! ώϦ ϨϡϢϼϣϡϪϳϦ, ϸϳϯ ϶ϯϨяϦϣϡ ϰϱϯϫϲϩ-ϲϦϱϣϦϱϯϣ ϩ ϡϮϯϮϩϭϡϪϨϦϱϯϣ ϣϩϥяϳ ϳϱϡϵϩϫ ϮϦϹϩϵϱϯϣϡϮϮϼϭ.

! ώϦϫϯϳϯϱϼϦ ϰϱϯϫϲϩ-ϲϦϱϣϦϱϡ ϰϦϱϦϥϡϿϳ ϨϡϤϯϬϯϣϯϫ X-Forwarded-For ϲ ϱϦϡϬϽϮϼϭ IP-ϡϥϱϦϲϯϭ ϫϬϩϦϮϳϡ.

ϐϱϯϫϲϩ-ϲϦϱϣϦϱ — ϲϦϱϣϦϱ, ϫϯϳϯϱϼϪ ϰϯϨϣϯϬяϦϳ ϰϱϯϰϴϲϫϡϳϽ ϸϦϱϦϨ ϲϦϢя ϰϯϬϽϨϯϣϡϳϦϬϽϲϫϩϪ ϳϱϡϵϩϫ.
υϬя ϩϲϰϯϬϽϨϯϣϡϮϩя ϰϱϯϫϲϩ ϰϱϯϲϳϯ ϨϡϥϡϪϳϦ ϦϤϯ ϡϥϱϦϲ ϣ ϮϡϲϳϱϯϪϫϡ϶ ϢϱϡϴϨϦϱϡ ϩ ϥϱϴϤϩ϶ ϰϱϩϬϯϧϦϮϩϪ,
ϳϱϡϵϩϫ ϫϯϳϯϱϼ϶ ϣϼ ϶ϯϳϩϳϦ ϰϱϯϰϴϲϫϡϳϽ ϸϦϱϦϨ ϰϱϯϫϲϩ.

4.1.1. ϒϰϩϲϫϩ ϯϳϫϱыϳы϶ ϰϱϯϫϲϩ
1. http://xroxy.com

2. https://hidemyass.com/proxy-list

3. http://freeproxy.ch

4. http://proxylists.net

5. http://nntime.com

4.2. σϦϢ-ϰϱϯϫϲϩ
σϦϢ-ϰϱϯϫϲϩ) — ϣϦϢ-ϲϳϱϡϮϩϷϡ, ϫϯϳϯϱϡя ϰϯϨϣϯϬяϦϳ ϰϯϬϽϨϯϣϡϳϦϬϿ ϰϯϬϴϸϩϳϽ ϫϯϮϳϦϮϳ ϲ ϨϡϥϡϮϮϯϤϯ ϡϥϱϦϲϡ
ϸϦϱϦϨ ϲϦϢя.
υϬя ϩϲϰϯϬϽϨϯϣϡϮϩя ϣϦϢ-ϰϱϯϫϲϩ, ϰϦϱϦϪϥϩϳϦ Ϯϡ ϦϤϯ ϲϳϱϡϮϩϷϴ ϩ ϣϣϦϥϩϳϦ ϡϥϱϦϲ ϲϡϪϳϡ, ϫϯϳϯϱϼϪ ϣϼ ϶ϯϳϦϳϦ
ϰϯϲϦϳϩϳϽ.

4.2.1. ώϦϫϯϳϯϱыϦ ϣϦϢ-ϰϱϯϫϲϩ
1. https://hidemyass.com

2. http://anonymouse.org
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3. http://hide.pl

4. http://hideme.ru

5. http://guardster.com/free/

4.3. VPN
! ώϦ ϨϡϢϼϣϡϪϳϦ, ϸϳϯ ϶ϯϨяϩϮ VPN-ϲϦϱϣϩϲϡ ϣϩϥϩϳ ϳϱϡϵϩϫ ϮϦϹϩϵϱϯϣϡϮϮϼϭ.

VPN — ϳϦ϶ϮϯϬϯϤϩя, ϰϯϨϣϯϬяϿϺϡя ϲϯϨϥϡϣϡϳϽ ϲϦϳϩ ϰϯϣϦϱ϶ ϲϴϺϦϲϳϣϴϿϺϦϤϯ ωϮϳϦϱϮϦϳ-ϰϯϥϫϬϿϸϦϮϩя.
ωϨ-Ϩϡ ϣϼϲϯϫϯϪ ϲϫϯϱϯϲϳϩ ϱϡϢϯϳϼ, ϰϱϯϲϳϯϳϼ ϮϡϲϳϱϯϪϫϩ ϩ ϹϩϵϱϯϣϡϮϩя ϳϱϡϵϩϫϡ ϯϳ ϫϬϩϦϮϳϡ ϥϯ VPN-
ϰϱϯϣϡϪϥϦϱϡ ϸϡϲϳϯ ϩϲϰϯϬϽϨϴϦϳϲя ϫϡϫ ϲϱϦϥϲϳϣϯ ϲϯϫϱϼϳϩя ϱϦϡϬϽϮϯϤϯ IP-ϡϥϱϦϲϡ ϰϱϩ ϥϯϲϳϴϰϦ ϣ ωϮϳϦϱϮϦϳ.
VPN-ϰϱϯϣϡϪϥϦϱϼ ϯϢϼϸϮϯ ϰϱϦϥϯϲϳϡϣϬяϿϳ ϲϣϯϩ ϴϲϬϴϤϩ Ϯϡ ϰϬϡϳϮϯϪ ϯϲϮϯϣϦ.

4.3.1. ώϦϫϯϳϯϱыϦ VPN-ϰϱϯϣϡϪϥϦϱы
1. https://ipredator.se

2. https://kebrum.com

3. https://relakks.com

4. https://vpntunnel.se

5. http://ivacy.com

4.4. SSH-ϳϴϮϮϦϬϩ
SSH — ϰϱϯϳϯϫϯϬ, ϲϯϨϥϡϮϮϼϪ ϥϬя ϢϦϨϯϰϡϲϮϯϪ ϰϦϱϦϥϡϸϩ ϥϡϮϮϼ϶. Ϙϡϲϳϯ ϩϲϰϯϬϽϨϴϦϳϲя ϥϬя ϴϥϡϬϦϮϮϯϤϯ
ϴϰϱϡϣϬϦϮϩя ϥϱϴϤϩϭϩ ϫϯϭϰϽϿϳϦϱϡϭϩ, Ϯϯ ϭϯϧϦϳ ϩϲϰϯϬϽϨϯϣϡϳϽϲя ϩ ϥϬя ϲϯϨϥϡϮϩя ϳϴϮϮϦϬϦϪ.
SSH-ϳϴϮϮϦϬь — ϳϴϮϮϦϬϽ, ϲϯϨϥϡϮϮϼϪ ϲ ϰϯϭϯϺϽϿ SSH-ϲϯϦϥϩϮϦϮϩя ϩ ϩϲϰϯϬϽϨϴϦϭϼϪ ϥϬя ϰϦϱϦϥϡϸϩ ϥϡϮ-
Ϯϼ϶. ϒϴϺϦϲϳϣϴϿϳ ϯϱϤϡϮϩϨϡϷϩϩ, ϰϱϦϥϯϲϳϡϣϬяϿϺϩϦ SSH-ϳϴϮϮϦϬϩϱϯϣϡϮϩϦ Ϯϡ ϰϬϡϳϮϯϪ ϯϲϮϯϣϦ.

4.4.1. ωϲϰϯϬьϨϯϣϡϮϩϦ

ssh −D loca l hos t : po r t login@address

port — ϰϯϱϳ, ϳϱϡϵϩϫ Ϯϡ ϫϯϳϯϱϼϪ ϢϴϥϦϳ ϰϱϯϰϴϲϫϡϳϽϲя ϸϦϱϦϨ SSH-ϳϴϮϮϦϬϽ.
login — ϣϡϹ ϬϯϤϩϮ Ϯϡ ϴϥϡϬϦϮϮϯϭ ϲϦϱϣϦϱϦ.
address — ϡϥϱϦϲ ϴϥϡϬϦϮϮϯϤϯ ϲϦϱϣϦϱϡ.
ϐϯϲϬϦ ϾϳϯϤϯ ϴϲϳϡϮϯϣϩϳϦ ϣ ϰϱϩϬϯϧϦϮϩя϶, ϳϱϡϵϩϫ ϫϯϳϯϱϼ϶ ϣϼ ϶ϯϳϩϳϦ ϳϴϮϮϦϬϩϱϯϣϡϳϽ, ϮϡϰϱϩϭϦϱ, ϣ Ϣϱϡ-
ϴϨϦϱϦ, ϡϥϱϦϲ SOCKS-ϰϱϯϫϲϩ localhost ϲ ϰϯϱϳϯϭ, ϫϯϳϯϱϼϪ ϣϼ ϴϫϡϨϡϬϩ ϣ ϰϱϦϥϼϥϴϺϦϭ ϹϡϤϦ.

4.4.2. ώϦϫϯϳϯϱыϦ ϰϱϯϣϡϪϥϦϱы SSH-ϳϴϮϮϦϬϦϪ
1. https://tunnelr.com

2. http://torvpn.com

3. http://vpnsecure.me

4. http://guardster.com

5. http://anonyproz.com

http://hide.pl
http://hideme.ru
http://guardster.com/free/
https://ipredator.se
https://kebrum.com
https://relakks.com
https://vpntunnel.se
http://ivacy.com
https://tunnelr.com
http://torvpn.com
http://vpnsecure.me
http://guardster.com
http://anonyproz.com
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4.5. ώϡϲϳϱϯϪϫϡ ϢϱϡϴϨϦϱϡ

! ςϱϡϴϨϦϱ ϰϦϱϦϥϡϦϳ ϯϤϱϯϭϮϯϦ ϫϯϬϩϸϦϲϳϣϯ ϩϮϵϯϱϭϡϷϩϩ. ϐϯ ϯϳϥϦϬϽϮϯϲϳϩ Ͼϳϡ ϩϮϵϯϱϭϡϷϩя ϮϦ ϰϱϦϥ-
ϲϳϡϣϬяϦϳ ϮϩϫϡϫϯϤϯ ϩϮϳϦϱϦϲϡ, Ϯϯ ϲϯϢϱϡϮϮϡя ϣϭϦϲϳϦ ϯϮϡ ϭϯϧϦϳ ϰϯϨϣϯϬϩϳϽ ϰϱϡϫϳϩϸϦϲϫϩ ϲϯ 100% ϣϦ-
ϱϯяϳϮϯϲϳϽϿ ϴϲϳϡϮϯϣϩϳϽ ϣϡϹϴ ϬϩϸϮϯϲϳϽ.

4.5.1. ώϡϲϳϱϯϪϫϡ ϢϱϡϴϨϦϱϡ Firefox

υϬя ϩϨϭϦϮϦϮϩя ϮϡϲϳϱϯϦϫ ϭϯϧϮϯ ϩϲϰϯϬϽϨϯϣϡϳϽ ϲϰϦϷϩϡϬϽϮϴϿ ϲϳϱϡϮϩϷϴ about:config ϩϬϩ ϥϯϢϡϣϬяϳϽ ϩ϶
ϮϡϰϱяϭϴϿ ϣ ϵϡϪϬ ϮϡϲϳϱϯϦϫ prefs.js, Ϯϡ϶ϯϥяϺϩϪϲя ϣ ϰϡϰϫϦ ϰϱϯϵϩϬя. ώϦϫϯϳϯϱϼϦ ϰϯϬϦϨϮϼϦ ϮϡϲϳϱϯϪϫϩ
ϥϯϲϳϴϰϮϼ ϸϦϱϦϨ ϲϳϡϮϥϡϱϳϮϯϦ ϭϦϮϿ ϮϡϲϳϱϯϦϫ

ϐϱϦϥϰϯϸϩϳϡϦϭыϦ яϨыϫϩ

σ ϭϦϮϿ «ώϡϲϳϱϯϪϫϩ» →«ϒϯϥϦϱϧϩϭϯϦ» →«ϠϨϼϫϩ» ϴϥϡϬϩϳϦ ϩϨ ϲϰϩϲϫϡ ϣϲϦ яϨϼϫϩ, ϫϱϯϭϦ ϡϮϤϬϩϪϲϫϯϤϯ.
ϐϯϱяϥϯϫ ϥϯϬϧϦϮ ϢϼϳϽ en-us, ϨϡϳϦϭ en. ώϦϲϭϯϳϱя Ϯϡ ϳϯ, ϸϳϯ ϭϮϯϤϩϦ ϲϡϪϳϼ Ϣϴϥϴϳ ϳϦϰϦϱϽ ϩϲϰϯϬϽϨϯϣϡϳϽ
ϰϯ ϴϭϯϬϸϡϮϩϿ ϡϮϤϬϩϪϲϫϩϪ яϨϼϫ, Ͼϳϯ ϰϯϣϼϲϩϳ ϣϡϹϴ ϡϮϯϮϩϭϮϯϲϳϽ, ϳϡϫ ϣϡϹ ϢϱϡϴϨϦϱ ϲϳϡϮϦϳ ϭϦϮϦϦ ϴϮϩ-
ϫϡϬϽϮϼϭ.

Шϱϩϵϳы

ϐϯ ϴϭϯϬϸϡϮϩϿ Firefox ϰϦϱϦϥϡϦϳ ϲϰϩϲϯϫ ϴϲϳϡϮϯϣϬϦϮϮϼ϶ Ϲϱϩϵϳϯϣ. Ϟϳϯ ϭϯϧϦϳ ϰϯϣϼϲϩϳϽ ϴϮϩϫϡϬϽϮϯϲϳϽ
ϣϡϹϦϤϯ ϢϱϡϴϨϦϱϡ, ϸϳϯ ϯϳϱϩϷϡϳϦϬϽϮϯ ϲϫϡϧϦϳϲя Ϯϡ ϡϮϯϮϩϭϮϯϲϳϩ. υϬя ϯϳϫϬϿϸϦϮϩя ϾϳϯϤϯ ϣ about:config
ϮϴϧϮϯ ϰϯϭϦϮяϳϽ ϨϮϡϸϦϮϩϦ browser.display.use_document_fonts Ϯϡ 0.

Local storage

ϐϯ ϴϭϯϬϸϡϮϩϿ ϣ Firefox ϣϫϬϿϸϦϮ Local storage ϩ ϢϱϡϴϨϦϱϴ ϰϱϩϲϣϯϦϮ ϴϮϩϫϡϬϽϮϼϪ ID. ϓϡϫϧϦ ϲϳϱϡ-
ϮϩϷϼ ϭϯϤϴϳ ϨϡϰϩϲϼϣϡϳϽ ϣ ϮϦϤϯ ϲϣϯϿ ϩϮϵϯϱϭϡϷϩϿ. ϏϳϫϬϿϸϩϳϽ Local storage ϭϯϧϮϯ ϩϨϭϦϮϦϮϩϦϭ ϣ
about:config ϨϮϡϸϦϮϩя dom.storage.enabled Ϯϡ false.

ϋϦϹ

υϬя ϳϯϤϯ, ϸϳϯϢϼ ϲϫϱϼϳϽ ϵϡϫϳ ϰϯϣϳϯϱϮϯϤϯ ϰϯϲϦϺϦϮϩя ϲϳϱϡϮϩϷϼ, ϮϦϯϢ϶ϯϥϩϭϯ ϯϳϫϬϿϸϩϳϽ ϫϦϹ. ωϨϭϦ-
ϮϩϳϦ ϣ about:config ϨϮϡϸϦϮϩя browser.cache.disk.enable ϩ browser.cache.memory.enable Ϯϡ false.

DNS-Ϩϡϰϱϯϲы ϸϦϱϦϨ SOCKS5 ϰϱϯϫϲϩ

ϐϯ ϴϭϯϬϸϡϮϩϿ Firefox ϥϦϬϡϦϳ DNS-Ϩϡϰϱϯϲϼ ϣ ϯϢ϶ϯϥ SOCKS5-ϰϱϯϫϲϩ (ϮϡϰϱϩϭϦϱ, ϰϱϩ ϩϲϰϯϬϽϨϯϣϡ-
Ϯϩϩ Tor), ϸϳϯ ϭϯϧϦϳ ϰϯϭϯϸϽ ϴϲϳϡϮϯϣϩϳϽ ϰϱϯϣϡϪϥϦϱϴ, ϫϡϫϩϦ ϲϡϪϳϼ ϣϼ ϰϯϲϦϺϡϬϩ. ωϨϭϦϮϩϳϦ ϨϮϡϸϦϮϩϦ
network.proxy.socks_remote_dns Ϯϡ true.

ϐϦϱϦϥϡϸϡ ϩϮϵϯϱϭϡϷϩϩ ϯ ϰϯϲϦϺϦϮϮы϶ ϲϡϪϳϡ϶

ϔϲϳϡϮϯϣϩϳϦ ϨϮϡϸϦϮϩϦ browser.safebrowsing.enabled ϣ false ϩ browser.safebrowsing.malware.enabled ϣ
false ϥϬя ϳϫϬϿϸϦϮϩя ϰϦϱϦϥϡϸϩ ϩϮϵϯϱϭϡϷϩϩ ϯ ϰϯϲϦϺϡϦϭϼ϶ ϣϦϢ-ϲϡϪϳϡ϶ (ϲϩϲϳϦϭϡ ϥϬя ϢϯϱϽϢϼ ϲ ϵϩϹϩϮ-
Ϥϯϭ).
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ϐϯϥϭϦϮϡ User Agent

ψϡϭϦϮϩϳϽ ϨϮϡϸϦϮϩϦ User Agent ϭϯϧϮϯ ϩ ϢϦϨ ϱϡϲϹϩϱϦϮϩϪ. υϬя ϾϳϯϤϯ ϲϴϺϦϲϳϣϴϦϳ ϰϡϱϡϭϦϳϱ general.useragent.override,
ϴϲϳϡϮϯϣϩϳϦ ϦϤϯ ϨϮϡϸϦϮϩϦ, ϮϡϰϱϩϭϦϱ, ϣ «Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.9.1.7)
Gecko/200091221 Firefox/3.5.7». φϲϬϩ ϣϼϲϳϡϣϩϳϽ ϮϡϩϢϯϬϦϦ ϱϡϲϰϱϯϲϳϱϡϮёϮϮϯϦ ϨϮϡϸϦϮϩϦ, ϳϯ Ͼϳϯ ϰϯϭϯ-
ϧϦϳ ϲϮϩϨϩϳϽ ϴϮϩϫϡϬϽϮϯϲϳϽ ϰϯϬϽϨϯϣϡϳϦϬя.

ψϡϰϱϦϳ Cookie ϥϬя ϲϳϯϱϯϮϮϩ϶ ϲϡϪϳϯϣ

ϔϲϳϡϮϯϣϩϳϦ ϨϮϡϸϦϮϩϦ network.cookie.cookieBehavior ϣ 1 ϥϬя ϨϡϰϱϦϳϡ Cookies ϥϬя ϲϳϯϱϯϮϮϩ϶ ϲϡϪϳϯϣ.

ψϡϰϱϦϳ Ϯϡ ϰϦϱϦϥϡϸϴ ϨϡϤϯϬϯϣϫϡ HTTP referer

ϔϲϳϡϮϯϣϩϳϦ ϨϮϡϸϦϮϩϦ item network.http.sendRefererHeader ϣ 0 ϥϬя ϯϳϫϬϿϸϦϮϩя ϰϦϱϦϥϡϸϩ ϨϡϤϯϬϯϣϫϡ
HTTP referer ϥϬя ϯϢϼϸϮϯϤϯ ϲϯϦϥϩϮϦϮϩя, ϩ ϨϮϡϸϦϮϩϦ network.http.sendSecureXSiteReferrer ϣ 0 ϥϬя ϯϳ-
ϫϬϿϸϦϮϩя ϰϦϱϦϥϡϸϩ ϥϬя ϨϡϹϩϵϱϯϣϡϮϮϯϤϯ ϲϯϦϥϩϮϦϮϩя.

ϏϳϫϬюϸϦϮϩϦ Java

υϬя ϯϳϫϬϿϸϦϮϩя Java ϴϲϳϡϮϯϣϩϳϦ ϨϮϡϸϦϮϩϦ security.enable_java ϣ false.

4.5.2. υϯϰϯϬϮϦϮϩя

HTTPS Everywhere

HTTPS Everywhere — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϯϣ Firefox ϩ Chrome/Chromium, ϰϦϱϦϡϥϱϦϲϴϿϺϦϦ Ϯϡ
HTTPS ϣϦϱϲϩϿ ϲϡϪϳϡ, ϦϲϬϩ ϯϮϡ ϥϯϲϳϴϰϮϡ. Ϟϳϯ ϰϯϨϣϯϬяϦϳ ϨϡϺϩϳϩϳϽϲя ϯϳ ϰϦϱϦ϶ϣϡϳϡ ϰϦϱϦϥϡϣϡϦϭϼ϶ ϥϡϮ-
Ϯϼ϶, Ϯϯ ϮϦ ϰϯϨϣϯϬяϦϳ ϲϫϱϼϳϽ ϲϡϭ ϵϡϫϳ ϰϯϲϦϺϦϮϩя ϣϦϢϲϡϪϳϡ. ϒϫϡϸϡϳϽ ϥϯϰϯϬϮϦϮϩϦ ϭϯϧϮϯ ϳϴϳ https:
//eff.org/https-everywhere.

BetterPrivacy

BetterPrivacy — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϡ Firefox, ϰϯϨϣϯϬяϿϺϦϦ ϴϥϡϬяϳϽ ϵϬϦϹ-ϫϴϫϩ (Local Shared
Objects). Ϟϳϯ ϮϦϢϯϬϽϹϩϦ ϫϴϲϫϩ ϥϡϮϮϼ϶, ϫϯϳϯϱϼϦ Adobe Flash ϭϯϧϦϳ ϲϯ϶ϱϡϮяϳϽ Ϯϡ ϫϯϭϰϽϿϳϦϱϡ϶. ϒϲϼϬ-
ϫϡ: https://addons.mozilla.org/firefox/addon/betterprivacy/.

Ghostery

Ghostery — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϯϣ Firefox, Safari, Chrome/Chromium, Opera ϩ Internet Explorer,
ϰϯϨϣϯϬяϿϺϦϦ ϢϬϯϫϩϱϯϣϡϳϽ ϲϫϱϩϰϳϼ, ϮϦϣϩϥϩϭϼϦ ϩϨϯϢϱϡϧϦϮϩя ϩ ϰϱϯϸϩϦ ϭϦϳϯϥϼ, ϩϲϰϯϬϽϨϴϦϭϼϦ ϭϮϯ-
Ϥϩϭϩ ϫϯϭϰϡϮϩяϭϩ ϥϬя ϲϬϦϧϫϩ Ϩϡ ϰϯϬϽϨϯϣϡϳϦϬяϭϩ. ϑϡϢϯϳϡϦϳ ϩ ϲ LSO, ϭϯϧϦϳ ϨϡϭϦϮϩϳϽ BetterPrivacy.
ϒϡϪϳ: https://www.ghostery.com.

TrackerBlock

TrackerBlock — ϥϯϰϯϬϮϦϮϩϦ, ϡϮϡϬϯϤϩϸϮϯϦ ϰϯ ϵϴϮϫϷϩϯϮϡϬϽϮϯϲϳϩ Ghostery, ϥϯϲϳϴϰϮϯϦ ϥϬя ϢϱϡϴϨϦϱϯϣ
Firefox, Chrome/Chromium ϩ Internet Explorer. ϒϡϪϳ: http://privacychoice.org/trackerblock.

Beef Taco

Beef Taco — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϡ Firefox, ϰϯϨϣϯϬяϿϺϦϦ ϢϬϯϫϩϱϯϣϡϳϽ ϫϴϫϩ ϱϦϲϴϱϲϯϣ, ϹϰϩϯϮяϺϩ϶
Ϩϡ ϰϯϬϽϨϯϣϡϳϦϬяϭϩ. ϒϡϪϳ: http://jmhobbs.github.com/beef-taco/.

https://eff.org/https-everywhere
https://eff.org/https-everywhere
https://addons.mozilla.org/firefox/addon/betterprivacy/
https://www.ghostery.com
http://privacychoice.org/trackerblock
http://jmhobbs.github.com/beef-taco/
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User Agent Switcher

User Agent Switcher — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϡ Firefox, ϰϯϨϣϯϬяϿϺϦϦ ϭϦϮяϳϽ ϨϡϤϯϬϯϣϯϫ User-Agent,
ϰϦϱϦϥϡϣϡϦϭϼϪ ϢϱϡϴϨϦϱϯϭ. ϒϡϪϳ:http://chrispederick.com/work/user-agent-switcher/. σϼ ϭϯϧϦϳϦ ϲϫϡ-
ϸϡϳϽ ϥϯϰϯϬϮϩϳϦϬϽϮϼϪ ϲϰϩϲϯϫ User-Agent ϨϥϦϲϽ http://techpatterns.com/forums/about304.html ϩ ϩϭ-
ϰϯϱϳϩϱϯϣϡϳϽ ϦϤϯ ϣ ϥϯϰϯϬϮϦϮϩϦ.

Smart Referer

Smart Referer — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϡ Firefox, ϫϯϳϯϱϯϦ ϰϯϨϣϯϬяϦϳ ϯϳϰϱϡϣϬяϳϽ ϡϥϱϦϲ ϰϱϦϥϼϥϴϺϦϪ
ϲϳϱϡϮϩϷϼ ϳϯϬϽϫϯ ϦϲϬϩ ϯϮϡ Ϯϡ϶ϯϥϩϳϲя Ϯϡ Ͼϳϯϭ ϧϦ ϥϯϭϦϮϦ. ϒϫϡϸϡϳϽ: https://addons.mozilla.org/firefox/
addon/smart-referer/.

TrackMeNot

TrackMeNot — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϯϣ Firefox ϩ Chrome/Chromium, ϥϦϬϡϿϺϦϦ ϰϦϱϦϯϥϩϸϦϲϫϩϦ ϰϯ-
ϩϲϫϯϣϼϦ Ϩϡϰϱϯϲϼ ϫ ϰϯϰϴϬяϱϮϼϭ ϰϯϩϲϫϯϣϼϭ ϲϩϲϳϦϭϡϭ ϲ ϷϦϬϽϿ ϯϢϦϨϬϩϸϩϳϽ ϬϯϤϩ. ϒϡϭϩ Ϩϡϰϱϯϲϼ яϣϬя-
Ͽϳϲя ϲϬϴϸϡϪϮϼϭϩ ϲϬϯϣϡϭϩ ϩϨ ϨϡϥϡϮϮϯϪ RSS-ϬϦϮϳϼ. ϒϡϪϳ: https://cs.nyu.edu/trackmenot/.

NoScript

NoScript — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϡ Firefox, ϰϯϨϣϯϬяϿϺϦϦ ϢϬϯϫϩϱϯϣϡϳϽ JavaScript, Flash, Java ϩ ϥϱϴ-
ϤϩϦ ϾϬϦϭϦϮϳϼ Ϯϡ ϮϦϥϯϣϦϱϦϮϮϼ϶ ϲϡϪϳϡ϶. ϒϡϪϳ: http://noscript.net.

RequestPolicy

RequestPolicy — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϢϱϡϴϨϦϱϡ Firefox, ϰϯϨϣϯϬяϿϺϦϦ ϨϡϺϩϳϩϳϽϲя ϯϳ ϰϯϥϥϦϬϫϩ ϭϦϧϲϡϪϳϯ-
ϣϼ϶ Ϩϡϰϱϯϲϯϣ. ϒϡϪϳ: https://requestpolicy.com.

Cookie Monster

Cookie Monster — ϥϯϰϯϬϮϦϮϩϦ ϥϬя Firefox, ϰϯϨϣϯϬяϿϺϦϦ ϴϰϱϡϣϬяϳϽ ϱϡϨϱϦϹϦϮϩяϭϩ Ϯϡ ϩϲϰϯϬϽϨϯϣϡϮϩϦ
Cookies, ϮϡϰϱϩϭϦϱ, ϱϡϨϱϦϹϡϳϽ ϩ϶ ϩϲϰϯϬϽϨϯϣϡϮϩϦ ϳϯϬϽϫϯ ϥϯϣϦϱϦϮϮϼϭ ϲϡϪϳϡϭ. ϒϫϡϸϡϳϽ: https://addons.
mozilla.org/firefox/addon/cookie-monster/.

ipFlood

ipFlood — ϥϯϰϯϬϮϦϮϩϦ ϥϬя Firefox, ϲϩϭϴϬϩϱϴϿϺϦϦ ϩϲϰϯϬϽϨϯϣϡϮϩϦ ϰϱϯϫϲϩ ϰϴϳϦϭ ϥϯϢϡϣϬϦϮϩя ϲϬϴϸϡϪ-
Ϯϼ϶ IP-ϡϥϱϦϲϯϣ ϣ ϨϡϤϯϬϯϣϫϩ X-Forwarded-For, Client-IP ϩ Via. ϒϫϡϸϡϳϽ: https://addons.mozilla.org/
firefox/addon/ipflood/.

IPFuck

IPFuck — ϥϯϰϯϬϮϦϮϩϦ ϥϬя Firefox, ϡϮϡϬϯϤϩϸϮϯϦ ipFlood. ϒϡϪϳ: http://ipfuck.paulds.fr/.

4.5.3. ϐϬϡϤϩϮы

ϒϡϭ ϵϡϫϳ ϮϡϬϩϸϩя ϫϡϫϩ϶-ϬϩϢϯ ϱϦϥϫϯϩϲϰϯϬϽϨϴϦϭϼ϶ ϰϬϡϤϩϮϯϣ ϴϣϦϬϩϸϩϣϡϦϳ ϴϮϩϫϡϬϽϮϯϲϳϽ ϣϡϹϦϤϯ Ϣϱϡ-
ϴϨϦϱϡ. ϓϡϫϧϦ ϮϦϫϯϳϯϱϼϦ ϰϬϡϤϩϮϼ, ϮϡϰϱϩϭϦϱ Java, ϰϦϱϦϥϡϿϳ ϣϡϹ ϮϡϲϳϯяϺϩϪ IP ϡϥϱϦϲ, ϥϡϧϦ ϦϲϬϩ ϣϼ Ϩϡ
ϰϱϯϫϲϩ.

http://chrispederick.com/work/user-agent-switcher/
http://techpatterns.com/forums/about304.html
https://addons.mozilla.org/firefox/addon/smart-referer/
https://addons.mozilla.org/firefox/addon/smart-referer/
https://cs.nyu.edu/trackmenot/
http://noscript.net
https://requestpolicy.com
https://addons.mozilla.org/firefox/addon/cookie-monster/
https://addons.mozilla.org/firefox/addon/cookie-monster/
https://addons.mozilla.org/firefox/addon/ipflood/
https://addons.mozilla.org/firefox/addon/ipflood/
http://ipfuck.paulds.fr/
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4.6. ρϮϯϮϩϭϮыϦ ϯϣϦϱϬϦϪϮыϦ ϲϦϳϩ

! ώϩϫϯϤϥϡ ϮϦ ϩϲϰϯϬϽϨϴϪϳϦ ϡϮϯϮϩϭϮϼϦ ϲϦϳϩ ϲ ϮϡϲϳϱϯϪϫϡϭϩ, ϫϯϳϯϱϼϦ ϰϯϨϣϯϬяϿϳ ϩϲϰϯϬϽϨϯϣϡϳϽ ωϮ-
ϳϦϱϮϦϳ ϣ ϯϥϮϯϭ ϢϱϡϴϨϦϱϦ ϣ ϯϢ϶ϯϥ ϲϡϭϯϪ ϲϦϳϩ. σ Ͼϳϯϭ ϲϬϴϸϡϦ ϢϴϥϦϳ ϥϯϲϳϡϳϯϸϮϯ ϣϲϳϡϣϩϳϽ ϬϿϢϯϦ
ϩϨϯϢϱϡϧϦϮϩϦ ϩϨ ϣϮϦϹϮϦϤϯ ωϮϳϦϱϮϦϳϡ, ϸϳϯϢϼ ϰϯϬϴϸϩϳϽ ϣϡϹ ϱϦϡϬϽϮϼϪ IP-ϡϥϱϦϲ.

ϏϣϦϱϬϦϪϮыϦ ϲϦϳϩ — Ͼϳϯ ϳϡϫϩϦ ϲϦϳϩ, ϫϯϳϯϱϼϦ ϱϡϢϯϳϡϿϳ ϰϯϣϦϱ϶ ϥϱϴϤϯϪ ϴϧϦ ϱϡϢϯϳϡϿϺϦϪ ϲϦϳϩ.

4.6.1. Tor

ϑϩϲ. 4.1: όϯϤϯϳϩϰ Tor

Tor — ϡϮϯϮϩϭϮϡя ϯϣϦϱϬϦϪϮϡя ϲϦϳϽ, ϩϲϰϯϬϽϨϴϿϺϡя ϰϱϩϮϷϩϰ ϬϴϫϯϣϯϪ
ϭϡϱϹϱϴϳϩϨϡϷϩϩ, ϩϲ϶ϯϥϮϼϦ ϫϯϥϼ ϫϯϳϯϱϯϪ ϱϡϲϰϱϯϲϳϱϡϮяϿϳϲя Ϯϡ ϴϲϬϯϣϩя϶
ϬϩϷϦϮϨϩϩ BSD[58].
όϴϫϯϣϡя ϭϡϱϹϱϴϳϩϨϡϷϩя — ϳϦ϶ϮϯϬϯϤϩя ϡϮϯϮϩϭϮϯϤϯ ϯϢϭϦϮϡ ϩϮϵϯϱϭϡ-
ϷϩϦϪ, ϩϲϰϯϬϽϨϴϿϺϡя ϭϮϯϤϯϫϱϡϳϮϯϦ ϹϩϵϱϯϣϡϮϩϦ ϩ ϰϦϱϦϲϼϬϫϴ ϸϦϱϦϨ ϷϦϰϯϸ-
ϫϩ ϴϨϬϯϣ. ϋϡϧϥϼϪ ϬϴϫϯϣϼϪ ϭϡϱϹϱϴϳϩϨϡϳϯϱ ϣ ϷϦϰϯϸϫϦ ϴϥϡϬяϦϳ ϲϬϯϪ Ϲϩϵ-
ϱϯϣϡϮϩя ϩ ϰϦϱϦϲϼϬϡϦϳ ϲϯϯϢϺϦϮϩϦ ϥϡϬϽϹϦ, ϲϯϤϬϡϲϮϯ ϰϯϬϴϸϦϮϮϼϭ ϩϮϲϳϱϴϫ-
Ϸϩяϭ, ϤϥϦ ϣϲϦ ϰϯϣϳϯϱϩϳϲя. ω ϳϡϫ ϥϯ ϳϦ϶ ϰϯϱ, ϰϯϫϡ ϲϯϯϢϺϦϮϩϦ ϮϦ ϥϯϲϳϩϤ-
ϮϦϳ ϡϥϱϦϲϡϳϡ. ϓϡϫϯϦ ϮϡϨϣϡϮϩϦ ϳϦ϶ϮϯϬϯϤϩя ϰϯϬϴϸϩϬϡ ϩϨ-Ϩϡ ϲ϶ϯϥϲϳϣϡ ϥϡϮϮϯϤϯ
ϰϱϯϷϦϲϲϡ ϲ ϯϸϩϲϳϫϯϪ ϬϴϫϯϣϩϷϼ.

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ https://torproject.org ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳϮϯϤϯ ϭϦϮϦϥϧϦϱϡ
ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

ϒϡϭϼϭ ϰϱϯϲϳϼϭ ϲϰϯϲϯϢϯϭ ϩϲϰϯϬϽϨϯϣϡϮϩя Tor яϣϬяϦϳϲя ϴϲϳϡϮϯϣϫϡ Tor Browser Bundle. ϐϱϯϲϳϯ ϲϫϡ-
ϸϡϪϳϦ ϦϤϯ ϲ https://torproject.org/projects/torbrowser.html, ϱϡϲϰϡϫϴϪϳϦ ϩ ϨϡϰϴϲϳϩϳϦ.
σϼ ϳϡϫϧϦ ϭϯϧϦϳϦ ϴϲϳϡϮϯϣϩϳϽ Tor ϩ ϨϡϥϡϳϽ ϣ ϮϡϲϳϱϯϪϫϡ϶ ϰϱϩϬϯϧϦϮϩϪ, ϫϯϳϯϱϼϦ ϣϼ ϶ϯϳϩϳϦ ϸϦϱϦϨ ϮϦϤϯ
ϩϲϰϯϬϽϨϯϣϡϳϽ, ϡϥϱϦϲ socks5-ϰϱϯϫϲϩ 127.0.0.1:9050.
υϬя ϩϲϰϯϬϽϨϯϣϡϮϩя ϰϱϩϬϯϧϦϮϩϪ ϸϦϱϦϨ Tor, ϮϦ ϩϭϦϿϺϩ϶ ϮϡϲϳϱϯϦϫ ϰϱϯϫϲϩ, ϲϫϡϸϡϪϳϦ torsocks — https:
//code.google.com/p/torsocks.

ώϦϥϯϲϳϡϳϫϩ

! ώϦ ϨϡϢϼϣϡϪϳϦ, ϸϳϯ ϰϱϩ ϩϲϰϯϬϽϨϯϣϡϮϩϩ ϯϢϼϸϮϯϤϯ ωϮϳϦϱϮϦϳϡ ϸϦϱϦϨ Tor, ϰϯϲϬϦϥϮяя Ϯϯϥϡ ϣ ϷϦϰϯϸϫϦ
(exit-Ϯϯϥϡ) ϣϩϥϩϳ ϳϱϡϵϩϫ ϮϦϹϩϵϱϯϣϡϮϮϼϭ.

1. ύϦϥϬϦϮϮϡя ϲϫϯϱϯϲϳϽ ϱϡϢϯϳϼ.

2. ϘϩϲϬϯ Ϯϯϥ ϯϤϱϡϮϩϸϦϮϯ (ϮϦ ϸϦϱϦϨ ϫϡϧϥϯϤϯ ϰϯϬϽϨϯϣϡϳϦϬя Tor ϰϱϯ϶ϯϥϩϳ ϳϱϡϵϩϫ), ϩϨ-Ϩϡ ϾϳϯϤϯ IP-
ϡϥϱϦϲϡ exit-Ϯϯϥ ϢϬϯϫϩϱϴϿϳϲя Ϯϡ ϮϦϫϯϳϯϱϼ϶ ϱϦϲϴϱϲϡ϶, ϡ ϣ ϲϳϱϡϮϡ϶ ϲ ϧϦϲϳϫϯϪ ϩϮϳϦϱϮϦϳ-ϷϦϮϨϴϱϯϪ,
ϮϡϰϱϩϭϦϱ, ϣ ϋϩϳϡϦ, ϢϬϯϫϩϱϴϿϳϲя ϡϥϱϦϲϡ ϣϲϦ϶ Ϯϯϥ. υϬя ϯϢ϶ϯϥϡ ϾϳϯϪ ϢϬϯϫϩϱϯϣϫϩ ϲϴϺϦϲϳϣϴϿϳ
Ϣϱϩϥϧϩ — https://bridges.torproject.org.

3. ρϥϱϦϲϡ ϲϫϱϼϳϼ϶ ϲϦϱϣϩϲϯϣ ϲϬϯϧϮϯ ϨϡϰϯϭϮϩϳϽ.

4.6.2. I2P

https://torproject.org
https://torproject.org/projects/torbrowser.html
https://code.google.com/p/torsocks
https://code.google.com/p/torsocks
https://bridges.torproject.org
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ϑϩϲ. 4.2: όϯϤϯϳϩϰ I2P

I2P — ϡϮϯϮϩϭϮϡя ϯϣϦϱϬϦϪϮϡя ϲϦϳϽ, ϩϲϰϯϬϽϨϴϿϺϡя ϰϱϩϮϷϩϰ ϸϦϲϮϯϸϮϯϪ
ϭϡϱϹϱϴϳϩϨϡϷϩϩ, ϩϲ϶ϯϥϮϼϦ ϫϯϥϼ ϫϯϳϯϱϯϪ ϱϡϲϰϱϯϲϳϱϡϮяϿϳϲя Ϯϡ ϴϲϬϯϣϩя϶
ϮϦϲϫϯϬϽϫϩ϶ ϲϣϯϢϯϥϮϼ϶ ϬϩϷϦϮϨϩϪ[59]. σ ϯϳϬϩϸϩϦ ϯϳ Tor, ϫϯϳϯϱϼϪ ϣ ϰϦϱϣϴϿ
ϯϸϦϱϦϥϽ ϮϡϰϱϡϣϬϦϮ Ϯϡ ϥϯϲϳϴϰ ϫ ϲϡϪϳϡϭ ϯϢϼϸϮϯϤϯ ϩϮϳϦϱϮϦϳϡ (϶ϯϳя ϣ ϮϦϭ ϩ
ϲϴϺϦϲϳϣϴϿϳ ϲϫϱϼϳϼϦ ϲϦϱϣϩϲϼ, ϡϮϡϬϯϤϩϸϮϼϦ ϩϰϲϡϪϳϡϭ ϣ I2P, ϡ ϣ I2P ϭϯϧϮϯ
ϰϯϬϴϸϩϳϽ ϥϯϲϳϴϰ ϫ ϣϮϦϹϮϦϭϴ ωϮϳϦϱϮϦϳϴ, ϩϲϰϯϬϽϨϴя ϡϴϳϰϱϯϫϲϩ), ϯϲϮϯϣϮϯϪ
ϷϦϬϽϿ I2P яϣϬяϦϳϲя ϥϯϲϳϴϰ ϩϭϦϮϮϯ ϫ ϲϫϱϼϳϼϭ ϱϦϲϴϱϲϡϭ — ϩϰϲϡϪϳϡϭ. ωϰϲϡϪϳ ϯϳ ϯϢϼϸϮϯϤϯ ϣϦϢϲϡϪϳϡ
ϯϳϬϩϸϡϦϳ ϳϯϬϽϫϯ ϦϤϯ Ϯϡ϶ϯϧϥϦϮϩϦ ϣ ϲϦϳϩ I2P.
ЧϦϲϮϯϸϮϡя ϭϡϱϹϱϴϳϩϨϡϷϩя — ϣϡϱϩϡϮϳ ϬϴϫϯϣϯϪ, ϯϳϬϩϸϡϿϺϩϪϲя ϳϦϭ, ϸϳϯ ϮϦϲϫϯϬϽϫϯ «ϬϴϫϯϣϩϷ» ϰϦ-
ϱϦϲϼϬϡϿϳϲя ϲϯϣϭϦϲϳϮϯ, ϸϳϯ ϴϲϬϯϧϮяϦϳ ϴϲϳϡϮϯϣϫϴ ϡϣϳϯϱϲϳϣϡ ϲϯϯϢϺϦϮϩϪ.

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ http://i2p2.de ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳϮϯϤϯ ϭϦϮϦϥϧϦϱϡ ϣϡϹϦϤϯ
ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ
ϐϯϲϬϦ ϴϲϳϡϮϯϣϫϩ ϮϡϲϳϱϯϪϳϦ ϲϣϯϪ ϢϱϡϴϨϦϱ Ϯϡ ϩϲϰϯϬϽϨϯϣϡϮϩϦ HTTP-ϰϱϯϫϲϩ 127.0.0.1:4444 ϩ ϰϯϲϦϳϩϳϦ
ϲϳϱϡϮϩϷϴ http://127.0.0.1:7657. ϐϦϱϦϥ ϣϡϭϩ ϫϯϮϲϯϬϽ ϭϡϱϹϱϴϳϩϨϡϳϯϱϡ I2P — ϭϦϲϳϯ, ϩϨ ϫϯϳϯϱϯϤϯ ϭϯϧ-
Ϯϯ ϴϰϱϡϣϬяϳϽ ϣϲϦϭϩ ϮϡϲϳϱϯϪϫϡϭϩ I2P.
υϬя ϮϡϸϡϬϡ ϰϦϱϦϪϥϩϳϦ ϣ ϭϦϮϿ «ώϡϲϳϱϯϪϫϩ I2P» (http://127.0.0.1:7657/config) ϩ ϴϲϳϡϮϯϣϩϳϦ ϯϤϱϡϮϩ-
ϸϦϮϩя ϲϫϯϱϯϲϳϩ ϣ ϲϯϯϳϣϦϳϲϳϣϩϩ ϲϯ ϲϫϯϱϯϲϳϽϿ ϣϡϹϦϤϯ ϩϮϳϦϱϮϦϳϡ. ψϡϳϦϭ ϥϯϢϡϣϽϳϦ ϲϬϦϥϴϿϺϩϦ ϰϯϥϰϩϲϫϩ
susidns (http://127.0.0.1:7657/susidns/subscriptions).

http://www.i2p2.i2p/hosts.txt
http://i2host.i2p/cgi-bin/i2hostetag
http://stats.i2p/cgi-bin/newhosts.txt
http://tino.i2p/hosts.txt
http://dream.i2p/hosts.txt
http://biw5iauxm7cjkakqygod3tq4w6ic4zzz5mtd4c7xdvvz54fyhnwa.b32.i2p/uncensored_hosts.txt
http://trevorreznik.i2p/hosts.txt
http://cipherspace.i2p/addressbook.txt
http://hosts.i2p/hosts.cgi?filter=all
http://bl.i2p/hosts2.txt
http://rus.i2p/hosts.txt
http://inr.i2p/export/alive-hosts.txt
http://joajgazyztfssty4w2on5oaqksz6tqoxbduy553y34mf4byv6gpq.b32.i2p/export/alive-hosts.txt
http://qckbnfmbwiueuq2p234wiklgzs6zoc5bbuuubvkr3gb7ziwlsjoa.b32.i2p/list.txt
http://3i2rcjcis3fmy2ylj356qko2eaj5dx5pxlsqc6wqyeirod5uzwzq.b32.i2p/hosts.txt

ώϡϧϭϩϳϦ «ϲϯ϶ϱϡϮϩϳϽ» ϩ «ϰϦϱϦϨϡϤϱϴϨϩϳϽ». σ I2P ϯϳϲϴϳϲϳϣϴϿϳ ϫϯϱϮϦϣϼϦ DNS-ϲϦϱϣϦϱϡ, ϫϯϰϩя ϡϥϱϦϲϮϯϪ
ϫϮϩϤϩ ϶ϱϡϮϩϳϲя Ϯϡ ϫϡϧϥϯϭ ϱϯϴϳϦϱϦ. υϡϮϮϼϦ ϰϯϥϰϩϲϫϩ ϰϯϨϣϯϬяϳ ϣϡϭ ϯϢϮϯϣϬяϳϽ ϩϮϵϯϱϭϡϷϩϿ ϯϢ ϡϥϱϦ-
ϲϡ϶ ϱϦϲϴϱϲϯϣ ϣ ϲϣϯϦϪ ϡϥϱϦϲϮϯϪ ϫϮϩϤϦ.
ϏϲϳϡϬϽϮϼϦ ϮϡϲϳϱϯϪϫϩ ϭϯϧϮϯ ϯϲϳϡϣϩϳϽ ϰϯ ϴϭϯϬϸϡϮϩϿ. ϐϯϥϯϧϥϩϳϦ ϮϦϫϯϳϯϱϯϦ ϣϱϦϭя ϥϬя ϰϯϬϮϯϷϦϮϮϯϪ
ϩϮϳϦϤϱϡϷϩϩ ϲ ϲϦϳϽϿ. ϐϯϲϬϦ ϩϮϳϦϤϱϡϷϩϩ ϣϼ ϲϭϯϧϦϳϦ ϰϯϬϮϯϷϦϮϮϯ ϰϯϬϽϨϯϣϡϳϽϲя ϲϦϳϽϿ. ϐϯϰϱϯϢϴϪϳϦ,
ϮϡϰϱϩϭϦϱ, ϰϯϲϦϳϩϳϽ ϳϡϫϩϦ ϱϦϲϴϱϲϼ, ϫϡϫ http://forum.i2p (ϤϬϡϣϮϼϪ ϵϯϱϴϭ, ϦϲϳϽ ϱϴϲϫϯяϨϼϸϮϼϪ ϱϡϨϥϦϬ),
http://rus.i2p (ϱϴϲϲϫϡя I2P-ϣϩϫϩ), http://pastethis.i2p (pastebin-ϰϯϥϯϢϮϼϪ ϱϦϲϴϱϲ). ϑϯϴϳϦϱ ϧϦϬϡϳϦϬϽϮϯ
ϮϦ ϣϼϫϬϿϸϡϳϽ, ϳϡϫ ϫϡϫ ϰϱϩ ϦϤϯ ϰϦϱϦϨϡϰϴϲϫϦ ϰϯϳϱϦϢϴϦϳϲя ϰϯϣϳϯϱϮϡя ϩϮϳϦϤϱϡϷϩя ϲ ϲϦϳϽϿ.

ώϦϥϯϲϳϡϳϫϩ

! ώϦ ϩϲϰϯϬϽϨϴϪϳϦ ϡϴϳϰϱϯϫϲϩ ϥϬя ϰϦϱϦϥϡϸϩ ϫϯϮϵϩϥϦϮϷϩϡϬϽϮϼ϶ ϥϡϮϮϼ϶, ϣϬϡϥϦϬϦϷ ϡϴϳϰϱϯϫϲϩ ϣϩϥϩϳ
ϳϱϡϵϩϫ ϮϦϹϩϵϱϯϣϡϮϮϼϭ.

1. ώϩϨϫϡя ϲϫϯϱϯϲϳϽ ϥϯϲϳϴϰϡ.

2. υϬя ϲϩϮ϶ϱϯϮϩϨϡϷϩϩ ϲ ϲϦϳϽϿ ϮϴϧϮϯ ϣϱϦϭя.

4.6.3. Freenet

http://i2p2.de
http://127.0.0.1:7657
http://127.0.0.1:7657/config
http://127.0.0.1:7657/susidns/subscriptions
http://forum.i2p
http://rus.i2p
http://pastethis.i2p
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ϑϩϲ. 4.3: όϯϤϯϳϩϰ Freenet

Freenet — ϡϮϯϮϩϭϮϡя ϯϣϦϱϬϦϪϮϡя ϲϦϳϽ, ϩϲϰϯϬϽϨϴϿϺϡя ϰϱϩϮϷϩϰϼ P2P ϩ
F2F ϩ ϱϡϲϰϱϯϲϳϱϡϮяϿϺϡяϲя Ϯϡ ϴϲϬϯϣϩя϶ GNU GPL v2[60]. σ ϯϳϬϩϸϩϦ ϯϳ
Tor ϩ I2P, ϰϯϨϣϯϬяϿϺϩ϶ ϱϡϨϭϦϺϡϳϽ ϬϿϢϼϦ ϱϦϲϴϱϲϼ ϣϮϴϳϱϩ ϲϦϳϩ, Freenet
ϰϯ ϲϴϳϩ ϰϱϦϥϲϳϡϣϬяϦϳ ϲϯϢϯϪ ϶ϱϡϮϩϬϩϺϦ ϲϳϡϳϩϸϮϼ϶ ϥϡϮϮϼ϶.
P2P (Peer-to-peer) — ϫϯϭϰϽϿϳϦϱϮϡя ϲϦϳϽ, ϣ ϫϯϳϯϱϯϪ ϣϲϦ ϴϸϡϲϳϮϩϫϩ ϱϡϣϮϼ
ϩ ϣϼϰϯϬϮяϿϳ ϯϥϮϯϣϱϦϭϦϮϮϯ ϱϯϬϽ ϫϡϫ ϫϬϩϦϮϳϡ, ϳϡϫ ϩ ϲϦϱϣϦϱϡ.
F2F (Friend-to-Friend) — ϱϡϨϮϯϣϩϥϮϯϲϳϽ P2P-ϲϦϳϩ, ϣ ϫϯϳϯϱϯϪ ϣϲϦ ϲϯϦϥϩ-
ϮϦϮϩя ϱϡϨϱϦϹϡϿϳϲя ϳϯϬϽϫϯ ϲ ϥϯϣϦϱϦϮϮϼϭϩ ϴϨϬϡϭϩ.

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ https://freenetproject.org ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳϮϯϤϯ ϭϦϮϦ-
ϥϧϦϱϡ ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

ψϡϰϴϲϳϩϳϦ Freenet ϩ ϯϳϫϱϯϪϳϦ ϣ ϢϱϡϴϨϦϱϦ ϲϳϱϡϮϩϷϴ http://127.0.0.1:8888.

ώϦϥϯϲϳϡϳϫϩ

1. ώϩϨϫϡя ϲϫϯϱϯϲϳϽ ϥϯϲϳϴϰϡ.

2. ϓϱϦϢϴϦϳϲя ϮϡϬϩϸϩϦ ϮϦϫϯϳϯϱϯϤϯ ϫϯϬϩϸϦϲϳϣϡ ϲϣϯϢϯϥϮϯϤϯ ϭϦϲϳϡ Ϯϡ ϧϦϲϳϫϯϭ ϥϩϲϫϦ.

3. σϲϦ ϲϡϪϳϼ ϰϱϦϥϲϳϡϣϬяϿϳ ϲϯϢϯϪ ϲϳϡϳϩϸϮϼϦ ϲϳϱϡϮϩϷϼ.

4.6.4. GNUnet

ϑϩϲ. 4.4: όϯϤϯϳϩϰ
GNUnet

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ https://gnunet.org/ ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯ-
ϺϽϿ ϰϡϫϦϳϮϯϤϯ ϭϦϮϦϥϧϦϱϡ ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

ώϦϥϯϲϳϡϳϫϩ

1. ώϩϨϫϡя ϲϫϯϱϯϲϳϽ ϥϯϲϳϴϰϡ.

4.6.5. JonDo

JonDo (JonDonym, ϳϡϫϧϦ Java Anon Proxy ϩϬϩ JAP) — ϰϱϯϤϱϡϭϭϮϯϦ
ϯϢϦϲϰϦϸϦϮϩϦ, ϰϱϦϥϲϳϡϣϬяϿϺϦϦ ϥϯϲϳϴϰ ϫ ϷϦϰϯϸϫϦ ϰϱϯϫϲϩ-ϲϦϱϣϦϱϯϣ.

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ https://anonymous-proxy-servers.net ϩϬϩ ϴϲϳϡ-
ϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳϮϯϤϯ ϭϦϮϦϥϧϦϱϡ ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

https://freenetproject.org
http://127.0.0.1:8888
https://gnunet.org/
https://anonymous-proxy-servers.net
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ωϲϰϯϬьϨϯϣϡϮϩϦ

JonDo ϮϡϰϯϭϩϮϡϦϳ Tor, Ϯϯ ϣ ϯϳϬϩϸϩϩ ϯϳ Tor, ϤϥϦ ϫϡϧϥϼϪ ϥϯϢϱϯϣϯϬϦϷ ϭϯ-
ϧϦϳ ϰϯϥϮяϳϽ ϫϡϫ ϰϱϯϭϦϧϴϳϯϸϮϼϪ ϲϦϱϣϦϱ, ϳϡϫ ϩ exit-Ϯϯϥϴ, JonDo ϯϰϩϱϡϦϳϲя
Ϯϡ ϰϯϭϯϺϽ ϯϳϥϦϬϽϮϼ϶ ϯϱϤϡϮϩϨϡϷϩϪ. ϏϥϮϡϫϯ, Tor ϭϯϧϦϳ ϩϲϰϯϬϽϨϯϣϡϳϽϲя ϣ
ϷϦϰϯϸϫϦ JonDo, ϥϬя ϾϳϯϤϯ ϥϯϲϳϡϳϯϸϮϯ ϥϯϢϡϣϩϳϽ ϡϥϱϦϲ socks5-ϰϱϯϫϲϩ Tor ϣ
ϮϡϲϳϱϯϪϫϩ.
ςϦϲϰϬϡϳϮϡя ϣϦϱϲϩя ϰϯϨϣϯϬяϦϳ ϰϱϯϫϲϩϱϯϣϡϳϽ ϳϯϬϽϫϯ HTTP ϩ HTTPS ϳϱϡ-
ϵϩϫ, ϣ ϰϬϡϳϮϯϪ ϣϦϱϲϩϩ ϥϯϲϳϴϰϮϼ ϣϲϦ ϰϱϯϳϯϫϯϬϼ, ϡ ϳϡϫϧϦ ϮϦϬϩϭϩϳϩϱϯϣϡϮϡ
ϲϫϯϱϯϲϳϽ.
υϬя ϩϲϰϯϬϽϨϯϣϡϮϩя ϨϡϰϴϲϳϩϳϦ JonDo ϩ ϮϡϲϳϱϯϪϳϦ ϢϱϡϴϨϦϱ Ϯϡ ϩϲϰϯϬϽϨϯϣϡ-
ϮϩϦ ϰϱϯϫϲϩ-ϲϦϱϣϦϱϡ 127.0.0.1:4001.

ώϦϥϯϲϳϡϳϫϩ

1. σ ϢϦϲϰϬϡϳϮϯϪ ϣϦϱϲϩϩ ϭϯϧϮϯ ϰϱϯϫϲϩϱϯϣϡϳϽ ϳϯϬϽϫϯ HTTP ϩ HTTPS.

2. σ ϢϦϲϰϬϡϳϮϯϪ ϣϦϱϲϩϩ ϲϫϯϱϯϲϳϽ ϯϤϱϡϮϩϸϦϮϡ ϥϯ 30–50 ϫςϩϳ/ϲ.

3. σ ϢϦϲϰϬϡϳϮϯϪ ϣϦϱϲϩϩ ϱϡϨϭϦϱ ϰϦϱϦϥϡϣϡϦϭϯϤϯ ϵϡϪϬϡ ϯϤϱϡϮϩϸϦϮ 2 ύς.

4. ϘϩϲϬϯ Ϯϯϥ ϯϸϦϮϽ ϲϩϬϽϮϯ ϯϤϱϡϮϩϸϦϮϯ.

4.7. ρϮϯϮϩϭϮыϪ ϵϡϪϬϯϯϢϭϦϮ

4.7.1. I2Phex
I2Phex — ϵϯϱϫ Phex, ϫϬϩϦϮϳϡ ϲϦϳϩ Gnutella, ϲϯϨϥϡϮϮϼϪ ϥϬя ϱϡϢϯϳϼ ϣ I2P.
ϒϡϪϳϼ:http://phex.svn.sourceforge.net/viewvc/phex/phex/branches/i2phex/,
http://echelon.i2p/i2phex/, http://forum.i2p/viewforum.php?f=25.

4.7.2. iMule
iMule — ϵϯϱϫ aMule, ϫϬϩϦϮϳϡ ϲϦϳϩ Kad, ϲϯϨϥϡϮϮϼϪ ϥϬя ϱϡϢϯϳϼ ϣ I2P. ϒϡϪ-
ϳϼ: http://imule.i2p, http://echelon.i2p/imule/.

4.7.3. I2PSnark
I2PSnark— ϳϯϱϱϦϮϳ-ϫϬϩϦϮϳ ϣ ϲϦϳϩ I2P, ϣ϶ϯϥяϺϩϪ ϣ ϲϳϡϮϥϡϱϳϮϴϿ ϰϯϲϳϡϣϫϴ
I2P-ϭϡϱϹϱϴϳϩϨϡϳϯϱϡ. ωϭϦϦϳ ϣϦϢ-ϩϮϳϦϱϵϦϪϲ, ϥϯϲϳϴϰϮϼϪ ϰϯ ϡϥϱϦϲϴ http://
127.0.0.1:7657/i2psnark/.

4.7.4. Robert
Robert — ϲϳϯϱϯϮϮϩϪ ϳϯϱϱϦϮϳ-ϫϬϩϦϮϳ ϣ ϲϦϳϩ I2P. ϒϡϪϳ: http://echelon.i2p/
robert/.

4.7.5. MUTE
MUTE— ϡϮϯϮϩϭϮϡя ϵϡϪϬϯϯϢϭϦϮϮϡя ϲϦϳϽ, ϯϲϮϯϣϡϮϮϡя Ϯϡ ϭϴϱϡϣϽϩϮϯϪ ϭϡϱϹ-
ϱϴϳϩϨϡϷϩϩ ϩ ϯϥϮϯϩϭϦϮϮϼϪ ϫϬϩϦϮϳ. ϒϡϪϳ: http://mute-net.sourceforge.net/.
Calypso— ϡϬϽϳϦϱϮϡϳϩϣϮϼϪ ϫϬϩϦϮϳ ϲϦϳϩ MUTE. ϒϡϪϳ: http://calypso.sourceforge.
net/.

http://phex.svn.sourceforge.net/viewvc/phex/phex/branches/i2phex/
http://echelon.i2p/i2phex/
http://forum.i2p/viewforum.php?f=25
http://imule.i2p
http://echelon.i2p/imule/
http://127.0.0.1:7657/i2psnark/
http://127.0.0.1:7657/i2psnark/
http://echelon.i2p/robert/
http://echelon.i2p/robert/
http://mute-net.sourceforge.net/
http://calypso.sourceforge.net/
http://calypso.sourceforge.net/
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4.7.6. Retroshare
RetroShare — F2F ϩ P2P ϡϮϯϮϩϭϮϡя ϲϦϳϽ, ϰϯϨϣϯϬяϿϺϡя ϯϢϭϦϮϩϣϡϳϽϲя
ϵϡϪϬϡϭϩ, ϭϤϮϯϣϦϮϮϼϭϩ ϲϯϯϢϺϦϮϩяϭϩ, ϲϯϯϢϺϦϮϩяϭϩ BBS ϩ ϢϦϨϲϦϱϣϦϱϮϯϪ
ϰϯϸϳϯϪ. ϒϡϪϳ: http://retroshare.sourceforge.net/.

4.8. ρϮϯϮϩϭϮыϦ ϰϬϡϳϦϧϩ

4.8.1. ρϮϯϮϩϭϮыϦ ϰϬϡϲϳϩϫϯϣыϦ ϫϡϱϳϯϸϫϩ
ρϮϯϮϩϭϮыϦ ϰϬϡϲϳϩϫϯϣыϦ ϫϡϱϳϯϸϫϩ — ϫϡϱϳϯϸϫϩ, ϫϯϳϯϱϼϦ ϨϡϱϦϤϩϲϳϱϩ-
ϱϯϣϡϮϮϼ Ϯϡ ϫϡϫϯϤϯ-ϳϯ ϥϱϴϤϯϤϯ ϸϦϬϯϣϦϫϡ. ϏϢϼϸϮϯ яϣϬяϿϳϲя ϰϱϦϥϯϰϬϡϸϦϮ-
Ϯϼϭϩ ϩ ϩ϶ ϰϯϰϯϬϮϦϮϩϦ ϮϦϣϯϨϭϯϧϮϯ. ϐϱϯϥϡϿϳϲя Ϯϡ ϱϡϨϬϩϸϮϼ϶ ϩϮϳϦϱϮϦϳ-
ϵϯϱϴϭϡ϶ ϩ ϩϮϳϦϱϮϦϳ-ϡϴϫϷϩϯϮϡ϶.

4.8.2. Bitcoin

ϑϩϲ. 4.5: όϯϤϯϳϩϰ Bitcoin

Bitcoin — ϯϳϫϱϼϳϡя ϾϬϦϫϳϱϯϮϮϡя ϡϮϯϮϩϭϮϡя P2P ϫϱϩϰϳϯϣϡϬϿϳϡ ϲ ϯϤϱϡϮϩ-
ϸϦϮϮϯϪ ϾϭϩϲϲϩϦϪ. σ ϯϳϬϩϸϩϦ ϯϳ ϰϱϯϸϩ϶ ϣϡϬϿϳ, ϴ Bitcoin ϯϳϲϴϳϲϳϣϴϦϳ ϣϬϡϥϦ-
ϬϦϷ ϩ ϾϭϩϲϲϩϯϮϼϪ ϷϦϮϳϱ, Ͼϭϩϲϲϩя ϣϼϰϯϬϮяϦϳϲя ϫϡϧϥϼϭ ϴϸϡϲϳϮϩϫϯϭ ϲϦϳϩ.
υϡϮϮϼϦ ϯ ϣϲϦ϶ ϳϱϡϮϨϡϫϷϩя϶ ϶ϱϡϮяϳϲя ϣ ϢϬϯϫϡ϶, ϰϯϭϦϺϦϮϮϼ϶ ϣ ϱϡϲϰϱϦϥϦ-
ϬϦϮϮϴϿ ϢϡϨϴ ϥϡϮϮϼ϶.
Эϭϩϲϲϩя — ϣϼϰϴϲϫ ϣ ϯϢϱϡϺϦϮϩϦ ϥϦϮϦϧϮϼ϶ ϲϱϦϥϲϳϣ.
Bitcoin ϣ ϾϫϯϮϯϭϩϸϦϲϫϯϭ ϰϬϡϮϦ ϮϡϰϯϮϩϭϡϦϳ ϨϯϬϯϳϯ, Ϯϯ ϣ ϯϳϬϩϸϩϩ ϯϳ ϨϯϬϯϳϡ ϦϤϯ ϰϱϯϺϦ ϰϦϱϦϥϡϣϡϳϽ,
ϰϱϯϺϦ ϶ϱϡϮϩϳϽ, ϰϱϯϺϦ ϰϱϯϣϦϱϩϳϽ ϰϯϥϬϩϮϮϯϲϳϽ ϩ ϬϦϤϫϯ ϥϱϯϢϩϳϽ Ϯϡ ϢϯϬϦϦ ϭϦϬϫϩϦ ϲϴϭϭϼ.

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ http://bitcoin.org ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳϮϯϤϯ ϭϦϮϦϥϧϦϱϡ
ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

! ϋϯϹϦϬϽϫϩ ϣ Bitcoin ϡϮϯϮϩϭϮϼ, Ϯϯ ϣϲϦ ϳϱϡϮϨϡϫϷϩϩ ϯϳϫϱϼϳϼ ϩ ϫϡϧϥϼϪ ϭϯϧϦϳ ϩ϶ ϰϱϯϲϭϯϳϱϦϳϽ ϸϦϱϦϨ
ϲϦϱϣϩϲϼ, ϰϯϥϯϢϮϼϦ http://blockexplorer.com. ϐϱϯϣϯϥϩϳϦ ϥϦϮϽϤϩ ϸϦϱϦϨ Ϣϩϱϧϩ.

! φϲϬϩ ϣϼ ϰϯϳϦϱяϦϳϦ ϲϣϯϪ ϫϯϹϦϬϦϫ (wallet.dat) ϩϬϩ ϴ ϣϡϲ ϦϤϯ ϴϫϱϡϥϴϳ, ϳϯ ϣϼ ϮϦ ϲϭϯϧϦϳϦ ϣϦϱϮϴϳϽ
ϥϦϮϽϤϩ. ϖϱϡϮϩϳϦ ϫϯϹϦϬϦϫ ϣ ϢϦϨϯϰϡϲϮϯϲϳϩ, ϰϯϬϽϨϴϪϳϦϲϽ ϵϴϮϫϷϩϦϪ ϹϩϵϱϯϣϡϮϩя, ϥϦϬϡϪϳϦ ϢϦϫϡϰϼ
ϰϯϲϬϦ ϫϡϧϥϯϪ ϳϱϡϮϨϡϫϷϩϩ.

ϐϱϩ ϰϦϱϣϯϭ ϨϡϰϴϲϫϦ Bitcoin ϡϣϳϯϭϡϳϩϸϦϲϫϩ ϲϯϨϥϡϦϳ ϫϯϹϦϬϦϫ. ρϥϱϦϲ ϦϤϯ ϭϯϧϮϯ ϴϣϩϥϦϳϽ Ϯϡ ϣϫϬϡϥϫϦ
«ϐϯϬϴϸϦϮϩϦ ϭϯϮϦϳ». ϓϡϭ ϧϦ ϣϼ ϭϯϧϦϳϦ ϲϯϨϥϡϣϡϳϽ ϮϯϣϼϦ ϡϥϱϦϲϡ, ϫϯϬϩϸϦϲϳϣϯ ϩ϶ ϮϦ ϯϤϱϡϮϩϸϦϮϯ.

ώϦϥϯϲϳϡϳϫϩ

1. ώϦϭϤϮϯϣϦϮϮϼϦ ϳϱϡϮϨϡϫϷϩϩ (ϳϱϡϮϨϡϫϷϩϩ Ϯϡ ϲϡϭϯϭ ϥϦϬϦ ϭϤϮϯϣϦϮϮϼϦ, Ϯϯ ϣ ϷϦϬя϶ ϩϨϢϦϧϡϮϩя ϭϯ-
ϹϦϮϮϩϸϦϲϳϣϡ ϭϮϯϤϩϦ ϰϱϯϥϡϣϷϼ ϧϥϴϳ ϤϦϮϦϱϡϷϩϩ ϮϦϫϯϳϯϱϯϤϯ ϫϯϬϩϸϦϲϳϣϡ ϢϬϯϫϯϣ, ϯϢϼϸϮϯ 6).

2. ρϥϱϦϲϡ ϫϯϹϦϬϽϫϯϣ ϲϬϯϧϮϯ ϨϡϰϯϭϮϩϳϽ.

3. ϓϡϫ ϫϡϫ ϴ ϲϩϲϳϦϭϼ ϮϦϳ ϣϬϡϥϦϬϽϷϡ, ϳϯ Ϯϩ ϨϡϢϬϯϫϩϱϯϣϡϳϽ ϫϯϹϦϬϦϫ, ϰϯϰϡϣϹϩϪ ϣ ϱϴϫϩ ϭϯϹϦϮϮϩϫϡϭ,
Ϯϩ ϣϦϱϮϴϳϽ ϣϡϭ ϥϦϮϽϤϩ Ϯϩϫϳϯ ϮϦ ϲϭϯϧϦϳ.

http://retroshare.sourceforge.net/
http://bitcoin.org
http://blockexplorer.com
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ϑϩϲ. 4.6: ωϮϳϦϱϵϦϪϲ Bitcoin

4.8.3. Liberty Reserve
Liberty Reserve — ϯϵϵϹϯϱϮϡя ϰϬϡϳϦϧϮϡя ϲϩϲϳϦϭϡ, ϤϯϬϯϣϮϯϪ ϯϵϩϲ ϫϯϳϯϱϯϪ ϱϡϲϰϯϬϯϧϦϮ ϣ ϒϡϮ-ϖϯϲϦ,
ϋϯϲϳϡ-ϑϩϫϡ. ϐϯϨϣϯϬяϦϳ ϩϭϦϳϽ ϫϯϹϦϬϽϫϩ ϣ ϥϯϬϬϡϱϡ϶ ϒϙρ, Ϧϣϱϯ ϩ Ϥϱϡϭϭϡ϶ ϨϯϬϯϳϡ. ϓϱϡϮϨϡϫϷϩϩ яϣ-
ϬяϿϳϲя ϮϦϯϳϭϦϮяϦϭϼϭϩ, ϥϡϮϮϼϦ, ϴϫϡϨϼϣϡϦϭϼϦ ϰϱϩ ϱϦϤϩϲϳϱϡϷϩϩ, ϮϩϫϦϭ ϮϦ ϰϱϯϣϦϱяϿϳϲя. ϋϯϭϩϲϲϩя
ϲϯϲϳϡϣϬяϦϳ 1 % ϯϳ ϲϴϭϭϼ ϳϱϡϮϨϡϫϷϩϩ, Ϯϯ ϮϦ ϭϦϮϽϹϦ 1 ϷϦϮϳϡ ϩ ϮϦ ϢϯϬϽϹϦ 3 ϥϯϬϬϡϱϯϣ, ϲϮϩϭϡϦϳϲя ϲ
ϰϯϬϴϸϡϳϦϬя ϰϬϡϳϦϧϡ.

ϑϦϤϩϲϳϱϡϷϩя

ψϡϪϥϩϳϦ Ϯϡ ϲϡϪϳ https://www.libertyreserve.com/ ϩ ϫϬϩϫϮϩϳϦ Ϯϡ «Create Account». ψϡϰϯϬϮϩϳϦ ϵϯϱϭϴ.
ώϦ ϴϫϡϨϼϣϡϪϳϦ ϱϦϡϬϽϮϼ϶ ϥϡϮϮϼ϶. «First Name» — ϩϭя, «Last Name» — ϵϡϭϩϬϩя, «Account Name» —
ϬϯϤϩϮ, «E-mail» — ϾϬϦϫϳϱϯϮϮϡя ϰϯϸϳϡ, «Re-enter e-mail» — ϰϯϣϳϯϱϩϳϽ ϾϬϦϫϳϱϯϮϮϴϿ ϰϯϸϳϴ, «Security
Question» — ϲϦϫϱϦϳϮϼϪ ϣϯϰϱϯϲ, «Answer» — ϯϳϣϦϳ, «Personal welcome message» — ϲϯϯϢϺϦϮϩϦ ϰϱϩ-
ϣϦϳϲϳϣϩя, «Account Functions» — ϣϫϬϿϸϩϳϽ ϩϬϩ ϮϦ ϣϫϬϿϸϡϳϽ API, ϥϬя ϢϯϬϽϹϩϮϲϳϣϡ ϰϯϬϽϨϯϣϡϳϦϬϦϪ
ϭϯϧϮϯ ϯϲϳϡϣϩϳϽ «User (API disabled)» (ϮϦ ϣϫϬϿϸϡϳϽ). σϣϦϥϩϳϦ ϫϡϰϳϸϴ ϩ ϫϬϩϫϡϪϳϦ «Agree» (ϰϱϩϮяϳϽ).
ώϡ ϲϬϦϥϴϿϺϦϪ ϲϳϱϡϮϩϷϦ ϥϬя ϣϡϲ ϢϴϥϦϳ ϲϤϦϮϦϱϩϱϯϣϡϮ «Password» (ϰϡϱϯϬϽ), «Login PIN» (PIN-ϫϯϥ) ϩ
«Master Key» (ϭϡϲϳϦϱ-ϫϬϿϸ), ϳϡϫϧϦ Ϣϴϥϴϳ ϰϯϫϡϨϡϮ ϲϦϫϱϦϳϮϼϪ ϣϯϰϱϯϲ ϩ ϯϳϣϦϳ Ϯϡ ϮϦϤϯ, ϫϯϳϯϱϼϦ ϣϼ ϣϼ-
ϢϱϡϬϩ ϣ ϰϱϦϥϼϥϴϺϦϪ ϵϯϱϭϦ. ϒϯ϶ϱϡϮϩϳϦ Ͼϳϩ ϥϡϮϮϼϦ ϣ ϢϦϨϯϰϡϲϮϯϭ ϭϦϲϳϦ. ώϡ ϰϯϸϳϴ ϣϡϭ ϥϯϬϧϮϯ ϰϱϩϥϳϩ
ϰϩϲϽϭϯ, ϣ ϫϯϳϯϱϯϭ ϲϯϥϦϱϧϩϳϲя ϣϡϹ «Liberty Reserve account number» (ϰϦϱϲϯϮϡϬϽϮϼϪ ϮϯϭϦϱ ϴϸϦϳϮϯϪ
Ϩϡϰϩϲϩ). φϤϯ ϳϯϧϦ ϮϦϯϢ϶ϯϥϩϭϯ ϲϯ϶ϱϡϮϩϳϽ ϣ ϢϦϨϯϰϡϲϮϯϭ ϭϦϲϳϦ.
ϐϯϲϬϦ ϾϳϯϤϯ ϣϡϭ ϮϴϧϮϯ ϣϯϪϳϩ ϣ ϲϣϯϪ ϡϫϫϡϴϮϳ. ϋϬϩϫϮϩϳϦ Ϯϡ «Login» (ϣ϶ϯϥ) Ϯϡ ϲϡϪϳϦ Liberty Reserve ϩ
ϣϣϦϥϩϳϦ ϲϣϯϪ «Account Number» ϩϨ ϰϯϸϳϼ, ϰϡϱϯϬϽ ϩ ϫϡϰϳϸϴ. ώϡϧϭϩϳϦ «Next» (ϥϡϬϦϦ).
ςϴϥϦϳ ϰϯϫϡϨϡϮϯ ϲϯϯϢϺϦϮϩϦ ϰϱϩϣϦϳϲϳϣϩя (personal welcome message). φϲϬϩ ϯϮϯ ϲϯϣϰϡϥϡϦϳ ϲ ϳϦϭ, ϫϯϳϯ-
ϱϯϦ ϣϼ ϣϣϯϥϩϬϩ ϣ ϭϯϭϦϮϳ ϱϦϤϩϲϳϱϡϷϩϩ, ϳϯ ϨϮϡϸϩϳ ϣϼ Ϯϡ϶ϯϥϩϳϦϲϽ Ϯϡ ϮϡϲϳϯяϺϦϭ ϲϡϪϳϦ Liberty Reserve,
ϡ ϮϦ Ϯϡ ϵϩϹϩϮϤϯϣϯϪ ϲϳϱϡϮϩϷϦ. ϐϯϲϳϡϣϽϳϦ ϤϡϬϯϸϫϴ Ϯϡ «I confirm that my custom welcome message is
correct» (Ϡ ϰϯϥϳϣϦϱϧϥϡϿ, ϸϳϯ ϭϯϦ ϲϯϯϢϺϦϮϩϦ ϰϱϩϣϦϳϲϳϣϩя ϣϦϱϮϯ) ϩ ϫϬϩϫϮϩϳϦ «Continue» (ϰϱϯϥϯϬ-
ϧϩϳϽ).
ϋϬϩϫϮϩϳϦ Ϯϡ «Login PIN» ϩ ϣϣϦϥϩϳϦ ϲϣϯϪ ϰϩϮ-ϫϯϥ, ϣϼϥϡϮϼϪ ϣϡϭ ϲϩϲϳϦϭϯϪ. σϣϦϲϳϩ ϦϤϯ ϮϴϧϮϯ ϲ ϰϯ-
яϣϩϣϹϦϪϲя ϾϫϱϡϮϮϯϪ ϫϬϡϣϩϡϳϴϱϼ. ώϡϧϭϩϳϦ «Login».
ψϡϰϯϬϮϩϳϦ ϵϯϱϭϴ, ϯϰяϳϽ ϣϼϥϴϭϡϮϮϼϭϩ ϥϡϮϮϼϭϩ. «Address» — ϡϥϱϦϲ, «City» — Ϥϯϱϯϥ, «Country» —
ϲϳϱϡϮϡ, «State/Region» — Ϲϳϡϳ/ϱϦϤϩϯϮ, «Zip/Postal Code» — ϰϯϸϳϯϣϼϪ ϩϮϥϦϫϲ, «Date of Birth» — ϥϡ-

https://www.libertyreserve.com/
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ϳϡ ϱϯϧϥϦϮϩя ϣ ϵϯϱϭϡϳϦ ϭϭ/ϥϥ/ϤϤϤϤ, «Phone» — ϳϦϬϦϵϯϮ, «Account will be used for» — ϡϫϫϡϴϮϳ ϢϴϥϦϳ
ϩϲϰϯϬϽϨϯϣϡϮ ϥϬя, «Your Occupation» — ϱϯϥ ϨϡϮяϳϩϪ. ώϡϧϭϩϳϦ Ϯϡ «Submit».
σϼ ϨϡϱϦϤϩϲϳϱϩϱϯϣϡϮϼ. ύϯϧϦϳϦ ϮϡϸϩϮϡϳϽ ϰϯϬϽϨϯϣϡϳϽϲя ϲϩϲϳϦϭϯϪ.

ώϦϥϯϲϳϡϳϫϩ

1. ϓϡϫ ϫϡϫ ϴ ϲϩϲϳϦϭϼ ϦϲϳϽ ϣϬϡϥϦϬϦϷ, ϳϯ ϣϡϹ ϡϫϫϡϴϳ ϳϦϯϱϦϳϩϸϦϲϫϩ ϭϯϧϦϳ ϢϼϳϽ ϨϡϢϬϯϫϩϱϯϣϡϮ, ϡ ϣϡϹϩ
ϥϡϮϮϼϦ ϰϱϦϥϯϲϳϡϣϬϦϮϼ ϫϯϭϴ-ϬϩϢϯ.

4.9. IM-ϲϦϱϣϩϲы

4.9.1. I2P-Messenger

I2P-Messenger — ϰϱϯϤϱϡϭϭϡ ϭϤϮϯϣϦϮϮϯϤϯ ϯϢϭϦϮϡ ϲϯϯϢϺϦϮϩяϭϩ, ϱϡϢϯϳϡϿϺϡя ϣ ϲϦϳϩ I2P. ϒϡϪϳ: http:
//echelon.i2p/qti2pmessenger.

4.9.2. TorChat

TorChat — ϰϱϯϤϱϡϭϭϡ ϭϤϮϯϣϦϮϮϯϤϯ ϯϢϭϦϮϡ ϲϯϯϢϺϦϮϩяϭϩ, ϱϡϢϯϳϡϿϺϡя ϰϯϣϦϱ϶ Tor. ϒϡϪϳ: https://
github.com/prof7bit/TorChat.

4.9.3. JTorChat

JTorChat — ϣϦϱϲϩя TorChat, ϰϦϱϦϰϩϲϡϮϮϡя Ϯϡ Java. ϒϡϪϳ: https://github.com/jtorchat/jtorchat

4.9.4. Cryptocat

Cryptocat — ϥϯϲϳϴϰϮϼϪ ϸϦϱϦϨ ϢϱϡϴϨϦϱ ϸϡϳ-ϲϦϱϣϩϲ ϲ ϰϱϯϨϱϡϸϮϼϭ ϹϩϵϱϯϣϡϮϩϦϭ Ϯϡ Javascript. ϒϡϪϳ:
https://crypto.cat.

4.10. ϑϦϭϦϪϬϦϱы

ϑϦϭϦϪϬϦϱы — ϲϦϱϣϦϱϡ, ϨϡϮϩϭϡϿϺϩϦϲя ϰϦϱϦϲϼϬϫϯϪ ϲϯϯϢϺϦϮϩϪ ϾϬϦϫϳϱϯϮϮϯϪ ϰϯϸϳϼ ϰϯ ϴϫϡϨϡϮϮϯϭϴ
ϡϥϱϦϲϴ.
ϑϦϭϦϪϬϦϱϼ ϢϼϣϡϿϳ ϰϲϦϣϥϯϮϩϭϮϼϭϩ (ϩϮϯϤϥϡ ϩ϶ ϮϡϨϼϣϡϿϳ Type 0 ϩϬϩ nym) ϩ ϡϮϯϮϩϭϮϼϭϩ. ρϮϯϮϩϭ-
ϮϼϦ ϥϦϬяϳϲя Ϯϡ ϳϱϩ ϳϩϰϡ:

1. ϑϦϭϦϪϬϦϱϼ ϹϩϵϱϯϰϡϮϫϯϣ

2. Mixmaster

3. Mixminion

4.10.1. ϑϦϭϦϪϬϦϱы ϹϩϵϱϯϰϡϮϫϯϣ

ϑϦϭϦϪϬϦϱы ϹϩϵϱϯϰϡϮϫϯϣ (Type I) — ϱϦϭϦϪϬϦϱϼ, ϴϥϡϬяϿϺϩϦ ϩϨ ϰϯϬϴϸϡϦϭϼ϶ ϰϩϲϦϭ ϣϲϿ ϩϮϵϯϱϭϡ-
ϷϩϿ, ϫϯϳϯϱϡя ϭϯϧϦϳ ϢϼϳϽ ϩϲϰϯϬϽϨϯϣϡϮϡ ϥϬя ϩϥϦϮϳϩϵϩϫϡϷϩϩ, ϩ ϰϦϱϦϲϼϬϡϿϺϩϦ ϩ϶ Ϯϡ ϴϫϡϨϡϮϮϼϪ ϡϥϱϦϲ.
ψϡϸϡϲϳϴϿ ϰϩϲϽϭϡ ϭϯϧϮϯ ϰϯϲϼϬϡϳϽ ϨϡϹϩϵϱϯϣϡϮϮϼϭϩ ϲ ϰϯϭϯϺϽϿ GPG. σϯϨϭϯϧϮϯ ϩϲϰϯϬϽϨϯϣϡϮϩϦ ϷϦ-
ϰϯϸϦϫ ϩϨ ϮϦϲϫϯϬϽϫϩ϶ ϱϦϭϦϪϬϦϱϯϣ.

http://echelon.i2p/qti2pmessenger
http://echelon.i2p/qti2pmessenger
https://github.com/prof7bit/TorChat
https://github.com/prof7bit/TorChat
https://github.com/jtorchat/jtorchat
https://crypto.cat
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4.10.2. Mixmaster

Mixmaster (Type II) — ϱϦϭϦϪϬϦϱϼ, ϳϱϦϢϴϿϺϩϦ ϴϲϳϡϮϯϣϫϩ ϲϰϦϷϩϡϬϽϮϯϪ ϰϱϯϤϱϡϭϭϼ ϥϬя ϯϳϰϱϡϣϫϩ ϲϯ-
ϯϢϺϦϮϩϪ. ςϯϬϦϦ ϢϦϨϯϰϡϲϮϼ, ϸϦϭ Type I, ϳϡϫ ϫϡϫ, ϮϡϰϱϩϭϦϱ, ϰϡϫϦϳϼ ϲ ϲϯϯϢϺϦϮϩяϭϩ ϣϲϦϤϥϡ ϵϩϫϲϩϱϯϣϡϮ-
ϮϯϤϯ ϱϡϨϭϦϱϡ, ϸϳϯ ϮϦ ϰϯϨϣϯϬяϦϳ ϯϳϲϬϦϧϩϣϡϳϽ ϰϩϲϽϭϡ ϰϯ ϱϡϨϭϦϱϴ. ϒϡϪϳ: http://mixmaster.sourceforge.
net.

4.10.3. Mixminion

Mixminion (Type III) — ϱϦϭϦϪϬϦϱϼ, ϳϡϫϧϦ ϳϱϦϢϴϿϺϩϦ ϴϲϳϡϮϯϣϫϩ ϲϰϦϷϩϡϬϽϮϯϪ ϰϱϯϤϱϡϭϭϼ, Ϯϯ ϦϺϦ
ϢϯϬϦϦ ϢϦϨϯϰϡϲϮϼϦ, ϳϡϫ ϫϡϫ ϩϲϰϯϬϽϨϴϿϳ ϬϴϫϯϣϩϸϮϴϿ ϭϡϱϹϱϴϳϩϨϡϷϩϿ ϩ ϩϭϦϿϳ ϦϺϦ ϮϦϲϫϯϬϽϫϯ ϴϬϴϸϹϦ-
ϮϩϪ. ϒϡϪϳ: http://mixminion.net.

4.11. ϐϱϩϦϭ ϰϯϸϳы

! ϖϯϨяϦϣϡ ϣϲϦ϶ ϰϦϱϦϸϩϲϬϦϮϮϼ϶ ϲϦϱϣϩϲϯϣ (ϫϱϯϭϦ I2P-Bote) ϭϯϤϴϳ ϸϩϳϡϳϽ ϣϡϹϴ ϰϯϸϳϴ. ϙϩϵϱϴϪϳϦ ϯϳ-
ϰϱϡϣϬяϦϭϼϦ ϰϩϲϽϭϡ.

4.11.1. I2P-Mail

I2P-Mail — ϯϢϼϸϮϼϪ ϰϯϸϳϯϣϼϪ ϲϦϱϣϩϲ, Ϯϡ϶ϯϥяϺϩϪϲя ϣ ϲϦϳϩ I2P. ϐϯϨϣϯϬяϦϳ ϰϯϬϴϸϩϳϽ ϰϯϸϳϴ ϣ ϥϯϭϦϮϦ
mail.i2p ϩ i2pmail.org. ϐϯϬϽϨϯϣϡϳϽϲя ϭϯϧϮϯ ϫϡϫ ϣϮϴϳϱϩ I2P, ϳϡϫ ϩ ϣϯ ϣϮϦϹϮϦϭ ϩϮϳϦϱϮϦϳϦ. ρϥϱϦϲ: http:
//hq.postman.i2p.

4.11.2. I2P-Bote

I2P-Bote — ϮϦϲϯϣϭϦϲϳϩϭϡя ϲ ϯϢϼϸϮϯϪ ϰϯϸϳϯϪ ϢϦϨϲϦϱϣϦϱϮϡя ϡϮϯϮϩϭϮϡя ϰϯϸϳϡ, ϱϦϡϬϩϨϯϣϡϮϡя ϣ ϣϩϥϦ
ϰϬϡϤϩϮϡ ϥϬя I2P. ϒϡϪϳ: http://i2pbote.i2p, http://i2pbote.net.

4.11.3. TorMail

TorMail — ϯϢϼϸϮϼϪ ϰϯϸϳϯϣϼϪ ϲϦϱϣϩϲ, ϱϡϢϯϳϡϿϺϩϪ ϫϡϫ ϲϫϱϼϳϼϪ ϲϦϱϣϩϲ Tor. ϐϯϨϣϯϬяϦϳ ϰϯϬϴϸϩϳϽ
ϰϯϸϳϴ ϣ ϥϯϭϦϮϡ϶ tormail.org ϩ tormail.net. ρϥϱϦϲ: http://jhiwjjlqpyawmpjx.onion.

4.11.4. Privacybox

Privacybox — ϲϦϱϣϩϲ ϡϮϯϮϩϭϮϼ϶ ϫϯϮϳϡϫϳϼ϶ ϵϯϱϭ, ϱϡϢϯϳϡϿϺϩϪ ϣ I2P, Tor ϩ ϯϢϼϸϮϯϭ ϩϮϳϦϱϮϦϳϦ.
ρϥϱϦϲϡ: https://privacybox.de, http://privacybox.i2p,
http://c4wcxidkfhvmzhw6.onion.

4.11.5. TorPM

TorPM — ϲϦϱϣϩϲ ϯϢϭϦϮϡ ϲϯϯϢϺϦϮϩяϭϩ, ϱϡϢϯϳϡϿϺϩϪ ϸϦϱϦϨ ϣϦϢ-ϲϡϪϳ. ϐϯϨϣϯϬяϦϳ ϯϢϭϦϮϩϣϡϳϽϲя ϰϱϯ-
ϲϳϼϭϩ ϳϦϫϲϳϯϣϼϭϩ ϲϯϯϢϺϦϮϩяϭϩ, ϮϡϰϯϭϩϮϡϿϺϩϭϩ ϯϢϼϸϮϴϿ ϾϬϦϫϳϱϯϮϮϴϿ ϰϯϸϳϴ. ρϥϱϦϲ:http://4eiruntyxxbgfv7o.
onion/pm.

http://mixmaster.sourceforge.net
http://mixmaster.sourceforge.net
http://mixminion.net
http://hq.postman.i2p
http://hq.postman.i2p
http://i2pbote.i2p
http://i2pbote.net
http://jhiwjjlqpyawmpjx.onion
https://privacybox.de
http://privacybox.i2p
http://c4wcxidkfhvmzhw6.onion
http://4eiruntyxxbgfv7o.onion/pm
http://4eiruntyxxbgfv7o.onion/pm
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4.12. ШϩϵϱϯϣϡϮϩϦ ϥϡϮϮы϶

4.12.1. Truecrypt
Truecrypt — ϫϱϯϲϲϰϬϡϳϵϯϱϭϦϮϮϯϦ ϰϱϩϬϯϧϦϮϩϦ ϥϬя ϹϩϵϱϯϣϡϮϩя ϥϡϮϮϼ϶ Ϯϡ ϬϦϳϴ. ϐϯϨϣϯϬяϦϳ Ϲϩϵϱϯ-
ϣϡϳϽ ϫϡϫ ϨϡϰϯϭϩϮϡϿϺϩϦ ϴϲϳϱϯϪϲϳϣϡ, ϳϡϫ ϩ ϲϯϨϥϡϣϡϳϽ ϫϯϮϳϦϪϮϦϱϼ ϥϬя ϶ϱϡϮϦϮϩя ϹϩϵϱϯϣϡϮϮϼ϶ ϥϡϮϮϼ϶.
ωϭϦϦϳ ϣϯϨϭϯϧϮϯϲϳϽ ϲϯϨϥϡϮϩя ϲϫϱϼϳϼ϶ ϳϯϭϯϣ — ϫ ϯϥϮϯϭϴ ϫϯϮϳϦϪϮϦϱϴ ϭϯϧϮϯ ϰϯϬϴϸϩϳϽ ϥϯϲϳϴϰ ϲ ϰϯ-
ϭϯϺϽϿ ϥϣϴ϶ ϫϬϿϸϦϪ, ϯϥϩϮ ϩϨ ϫϯϳϯϱϼ϶ ϣϼ ϭϯϧϦϳϦ ϮϡϨϣϡϳϽ, ϦϲϬϩ ϫ ϣϡϭ ϢϴϥϦϳ ϰϱϩϭϦϮϦϮϯ ϮϡϲϩϬϩϦ, ϮϦ
ϱϡϲϫϱϼϣ ϰϱϩ Ͼϳϯϭ ϲϯϥϦϱϧϩϭϯϤϯ ϲϦϫϱϦϳϮϯϤϯ ϳϯϭϡ.

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ http://truecrypt.org ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳϮϯϤϯ ϭϦϮϦϥϧϦϱϡ
ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

ώϦϥϯϲϳϡϳϫϩ

4.12.2. dm-crypt
dm-crypt — ϰϯϥϲϩϲϳϦϭϡ ϰϱϯϨϱϡϸϮϯϤϯ ϹϩϵϱϯϣϡϮϩя ϣ Linux ϩ DragonFly BSD. ϐϯϨϣϯϬяϦϳ ϹϩϵϱϯϣϡϳϽ
Ϯϡ ϬϦϳϴ ϢϬϯϸϮϼϦ ϴϲϳϱϯϪϲϳϣϡ. σ Windows ϥϯϲϳϴϰ ϫ ϹϩϵϱϯϣϡϮϮϼϭ dm-crypt ϥϡϮϮϼϭ ϭϯϧϮϯ ϰϯϬϴϸϩϳϽ
ϲ ϰϯϭϯϺϽϿ FreeOTFE (http://freeotfe.org).

ϔϲϳϡϮϯϣϫϡ

ϖϯϳϽ dm-crypt ϩ яϣϬяϦϳϲя ϸϡϲϳϽϿ яϥϱϡ ϩ ϦϤϯ ϩϲϰϯϬϽϨϯϣϡϮϩϦ ϣϯϨϭϯϧϮϯ ϢϦϨ ϴϲϳϡϮϯϣϫϩ ϥϯϰϯϬϮϩϳϦϬϽ-
Ϯϼ϶ ϴϳϩϬϩϳ, ϣϲϦ ϧϦ ϥϬя ϴϥϯϢϲϳϣϡ ϬϴϸϹϦ ϴϲϳϡϮϯϣϩϳϽ ϰϡϫϦϳϼ cryptsetup (https://code.google.com/p/
cryptsetup) ϩ cryptmount (http://cryptmount.sourceforge.net).

ωϲϰϯϬьϨϯϣϡϮϩϦ

dm-crypt ϭϯϧϮϯ ϩϲϰϯϬϽϨϯϣϡϳϽ ϥϬя ϰϯϬϮϯϤϯ ϹϩϵϱϯϣϡϮϩя ϥϩϲϫϡ ϣϭϦϲϳϦ ϲ ϯϰϦϱϡϷϩϯϮϮϯϪ ϲϩϲϳϦϭϯϪ. ύϮϯ-
ϤϩϦ ϥϩϲϳϱϩϢϴϳϩϣϼ (ϮϡϰϱϩϭϦϱ, Debian) ϩϭϦϿϳ ϳϡϫϴϿ ϯϰϷϩϿ ϣ ϩϮϲϳϡϬϬяϳϯϱϦ. σϡϭ ϮϦϯϢ϶ϯϥϩϭϯ ϢϴϥϦϳ
ϳϯϬϽϫϯ ϲϯϨϥϡϳϽ ϮϦϢϯϬϽϹϯϪ ϮϦϨϡϹϩϵϱϯϣϡϮϮϼϪ ϱϡϨϥϦϬ, Ϯϡ ϫϯϳϯϱϯϭ ϢϴϥϦϳ ϶ϱϡϮϩϳϽϲя ϨϡϤϱϴϨϸϩϫ, ϩ ϰϱϩ-
ϭϯϮϳϩϱϯϣϡϳϽ ϦϤϯ ϣ /boot.
dm-crypt ϳϡϫϧϦ ϭϯϧϮϯ ϩϲϰϯϬϽϨϯϣϡϳϽ ϩ ϥϬя ϲϯϨϥϡϮϩя ϫϱϩϰϳϯϫϯϮϳϦϪϮϦϱϯϣ:

# СϯϨϥϡϮϩϦ ϰϴϲϳϯϤϯ ϵϡϪϬϡ crypt.luks ϱϡϨϭϦϱϯϭ ϣ 100 ϭϦϤϡϢϡϪϳ
dd i f = / dev / zero o f=c r yp t . luks bs=1M count=100
# ϐϯϥϫϬюϸϦϮϩϦ ϵϡϪϬϡ ϫ ϨϡϷϩϫϬϦϮϮϯϪ ϵϡϪϬϯϣϯϪ ϲϩϲϳϦϭϦ
lose tup / dev / loop0 c ryp t . luks
# ЗϡϰϯϬϮϦϮϩϦ ϰϦϱϣы϶ ϥϣϴ϶ ϭϦϤϡϢϡϪϳ ϲϬϴϸϡϪϮыϭϩ ϥϡϮϮыϭϩ
dd i f = / dev / urandom of =/ dev / loop5 bs=1M count=2
# СϯϨϥϡϮϩϦ ϫϱϩϰϳϯϫϯϮϳϦϪϮϦϱϡ
cryp tse tup luksFormat −c aes−cbc−ess iv : sha256 −s 256 −y / dev / loop0
# ϏϳϫϱыϳϩϦ ϫϱϩϰϳϯϫϯϮϳϦϪϮϦϱϡ
cryp tse tup luksOpen / dev / loop0 c ryp t
# СϯϨϥϡϮϩϦ ϵϡϪϬϯϣϯϪ ϲϩϲϳϦϭы
mkfs . ext4 / dev / mapper / c r yp t
# ЗϡϫϱыϳϩϦ ϫϱϩϰϳϯϫϯϮϳϦϪϮϦϱϡ
cryp tse tup luksClose c r yp t
# ЗϡϫϱыϳϩϦ ϨϡϷϩϫϬϦϮϮϯϤϯ ϴϲϳϱϯϪϲϳϣϡ

http://truecrypt.org
http://freeotfe.org
https://code.google.com/p/cryptsetup
https://code.google.com/p/cryptsetup
http://cryptmount.sourceforge.net
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l ose tup −d / dev / loop0

ύϯϮϳϩϱϯϣϡϳϽ ϫϱϩϰϳϯϫϯϮϳϦϪϮϦϱ ϭϯϧϮϯ ϲ ϰϯϭϯϺϽϿ pam-mount:

mount . c r yp t c r yp t . luks / mnt −o loop

ώϦϥϯϲϳϡϳϫϩ

4.12.3. eCryptfs
ωϲϰϯϬьϨϯϣϡϮϩϦ

ώϦϥϯϲϳϡϳϫϩ

4.12.4. GPG
ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ http://gnupg.org ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳϮϯϤϯ ϭϦϮϦϥϧϦϱϡ ϣϡ-
ϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

υϬя ϤϦϮϦϱϡϷϩϩ ϫϬϿϸϦϪ ϩϲϰϯϬϽϨϴϪϳϦ ϲϬϦϥϴϿϺϴϿ ϫϯϭϡϮϥϴ:

gpg −−gen−key

ϐϱϯϲϭϯϳϱϦϳϽ ϲϰϩϲϯϫ ϥϯϲϳϴϰϮϼ϶ ϫϬϿϸϦϪ:

gpg −− l i s t −keys

ϞϫϲϰϯϱϳϩϱϯϣϡϳϽ ϯϳϫϱϼϳϼϪ ϫϬϿϸ:

gpg −−armor −−output pubkey . gpg −−expor t ” ϫϬюϸ”

! ϖϱϡϮϩϳϦ ϨϡϫϱϼϳϼϪ ϫϬϿϸ ϣ ϢϦϨϯϰϡϲϮϯϲϳϩ!

ϞϫϲϰϯϱϳϩϱϯϣϡϳϽ ϨϡϫϱϼϳϼϪ ϫϬϿϸ:

gpg −−armor −−output key . gpg −−export−secret−keys ” ϫϬюϸ”

ωϭϰϯϱϳϩϱϯϣϡϳϽ ϫϬϿϸ:

gpg −−impor t ”ϵϡϪϬ”

ψϡϹϩϵϱϯϣϡϳϽ ϵϡϪϬ ϲ ϰϯϭϯϺϽϿ ϯϳϫϱϼϳϯϤϯ ϫϬϿϸϡ:

gpg −−encrypt −−r e c i p i e n t ” ϫϬюϸ” −o ”ϨϡϹϩϵϱϯϣϡϮϮыϪϵϡϪϬ” ”ϵϡϪϬ”

ϑϡϲϹϩϵϱϯϣϡϳϽ ϵϡϪϬ:

gpg −−output ”ϵϡϪϬ” −−decrypt ” ϨϡϹϩϵϱϯϣϡϮϮыϪϵϡϪϬ”

ώϦϥϯϲϳϡϳϫϩ

4.13. ШϩϵϱϯϣϡϮϩϦ ϣ IM

4.13.1. Off-the-Record Messaging (OTR)

http://gnupg.org
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! OTR ϮϦ ϰϯϥ϶ϯϥϩϳ ϥϬя ϹϩϵϱϯϣϡϮϩя ϯϵϬϡϪϮ-ϲϯϢϺϦϮϩϪ, ϳϡϫ ϫϡϫ ϰϯϥϳϣϦϱϧϥϦϮϮϼϪ ϣϡϭ ϫϬϿϸ ϩϲϰϯϬϽ-
ϨϴϦϳϲя ϳϯϬϽϫϯ ϥϬя ϰϦϱϦϥϡϸϩ ϥϱϴϤϩ϶ ϫϬϿϸϦϪ, ϤϦϮϦϱϩϱϴϦϭϼ϶ ϫϡϧϥϴϿ ϲϦϲϲϩϿ. ϋϬϿϸϩ, ϩϲϰϯϬϽϨϴϦϭϼϦ
ϥϬя ϹϩϵϱϯϣϡϮϩя ϲϯϯϢϺϦϮϩϪ, ϴϥϡϬяϿϳϲя ϰϯϲϬϦ ϨϡϣϦϱϹϦϮϩя ϲϦϲϲϩϩ. ϒϥϦϬϡϮϯ Ͼϳϯ ϢϼϬϯ ϥϬя ϳϯϤϯ,
ϸϳϯϢϼ ϮϦϬϽϨя ϢϼϬϯ ϥϯϫϡϨϡϳϽ ϡϣϳϯϱϲϳϣϯ ϲϯϯϢϺϦϮϩϪ ϰϯϲϬϦ ϨϡϣϦϱϹϦϮϩя ϥϩϡϬϯϤϡ.

OTR— ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϪ ϰϱϯϳϯϫϯϬ, ϰϱϦϥϯϲϳϡϣϬяϿϺϩϪ ϹϩϵϱϯϣϡϮϩϦ ϣ ϲϩϲϳϦϭϡ϶ ϭϤϮϯϣϦϮϮϯϤϯ ϯϢϭϦ-
Ϯϡ ϲϯϯϢϺϦϮϩяϭϩ. σϲϳϱϯϦϮϮϴϿ ϰϯϥϥϦϱϧϫϴ ϩϭϦϿϳ ϫϬϩϦϮϳϼ Adium, climm, MCabber, CenterIM, Phoenix
Viewer, Vacuum IM, Jitsi, BitlBee, Spark, ϲ ϰϯϭϯϺϽϿ ϰϬϡϤϩϮϡ OTR ϥϯϲϳϴϰϦϮ ϣ Pidgin[61], Kopete[62],
Miranda IM[63], Psi+[64], Trillian[65], irssi[66], Gajim[67]. ϓϡϫϧϦ ϲϴϺϦϲϳϣϴϦϳ OTR localhost AIM Proxy,
ϰϯϨϣϯϬяϿϺϡя ϩϲϰϯϬϽϨϯϣϡϳϽ OTR ϣ ϬϿϢϯϭ ϫϬϩϦϮϳϦ, Ϯϯ Ϯϡ ϥϡϮϮϼϪ ϭϯϭϦϮϳ ϰϯϥϥϦϱϧϩϣϡϿϳϲя ϳϯϬϽϫϯ
ϰϱϯϳϯϫϯϬϼ AIM/ICQ. ϒϡϪϳ: http://cypherpunks.ca/otr/, ϰϬϡϤϩϮϼ ϥϬя ϣϡϹϦϤϯ ϫϬϩϦϮϳϡ ϰϱϦϥϯϲϳϡϣϬяϿϳ-
ϲя ϲϳϯϱϯϮϮϩϭϩ ϱϡϨϱϡϢϯϳϸϩϫϡϭϩ.

4.13.2. GPG ϩ Jabber

XEP-0027 — ϱϡϲϹϩϱϦϮϩϦ ϰϱϯϳϯϫϯϬϡ XMPP (Jabber), ϰϯϨϣϯϬяϿϺϦϦ ϩϲϰϯϬϽϨϯϣϡϳϽ GPG (OpenPGP) ϥϬя
ϹϩϵϱϯϣϡϮϩя ϲϯϯϢϺϦϮϩϪ[68]. ϐϯϥϥϦϱϧϩϣϡϦϳϲя ϫϬϩϦϮϳϡϭϩ Centericq, Gajim, Kopete, Psi ϩ Miranda IM
(ϲ ϰϯϭϯϺϽϿ ϰϬϡϤϩϮϡ).

4.13.3. ZRTP

ZRTP— ϰϱϯϳϯϫϯϬ ϹϩϵϱϯϣϡϮϩя ϰϦϱϦϥϡϣϡϦϭϯϤϯ ϤϯϬϯϲϡ ϣ ϲϦϳя϶ VoIP. ϐϯϥϥϦϱϧϩϣϡϦϳϲя ϫϬϩϦϮϳϡϭϩ Twinkle,
SFLphone, Jitsi, Linphone.

4.14. ШϩϵϱϯϣϡϮϩϦ ϰϯϸϳы

4.14.1. GPG

GPG ϰϯϨϣϯϬяϦϳ ϹϩϵϱϯϣϡϳϽ ϬϿϢϼϦ ϥϡϮϮϼϦ, ϣ ϳϯϭ ϸϩϲϬϦ ϩ ϰϯϸϳϯϣϼϦ ϲϯϯϢϺϦϮϩя. ϐϯϥϱϯϢϮϦϦ ϱϡϢϯϳϡ
GPG ϱϡϲϲϭϡϳϱϩϣϡϦϳϲя ϣ ϱϡϨϥϦϬϦ «ϙϩϵϱϯϣϡϮϩϦ ϥϡϮϮϼ϶».

Enigmail

Enigmail — ϥϯϰϯϬϮϦϮϩϦ ϥϬя ϰϯϸϳϯϣϯϤϯ ϫϬϩϦϮϳϡ Thunderbird ϩ ϮϡϢϯϱϡ ϰϱϩϬϯϧϦϮϩϪ SeaMonkey, ϰϱϦϥϯ-
ϲϳϡϣϬяϿϺϦϦ ϴϥϯϢϮϼϪ ϩϮϳϦϱϵϦϪϲ ϥϬя ϱϡϢϯϳϼ c GPG ϣ ϰϯϸϳϯϣϼ϶ ϲϯϯϢϺϦϮϩя϶. ϒϡϪϳ: http://enigmail.
net.

4.14.2. S/MIME

S/MIME (Secure/Multipurpose Internet Mail Extensions) — ϲϳϡϮϥϡϱϳ ϰϯϥϰϩϲϩ ϩ ϹϩϵϱϯϣϡϮϩя ϾϬϦϫ-
ϳϱϯϮϮϯϪ ϰϯϸϳϼ.

ϐϯϬϴϸϦϮϩϦ ϢϦϲϰϬϡϳϮϯϤϯ ϲϦϱϳϩϵϩϫϡϳϡ

ςϦϲϰϬϡϳϮϯ ϲϦϱϳϩϵϩϫϡϳ ϭϯϧϮϯ ϰϯϬϴϸϩϳϽ ϴ ϲϬϦϥϴϿϺϩ϶ ϷϦϮϳϱϯϣ ϲϦϱϳϩϵϩϫϡϷϩϩ:

1. https://cert.startcom.org

2. https://secure.comodo.com/products/frontpage?area=SecureEmailCertificate

3. https://www.cacert.org/index.php?id=1 (ϫϯϱϮϦϣϯϪ ϲϦϱϳϩϵϩϫϡϳ ϰϱϩϲϴϳϲϳϣϴϦϳ ϮϦ ϣϦϨϥϦ)

http://cypherpunks.ca/otr/
http://enigmail.net
http://enigmail.net
https://cert.startcom.org
https://secure.comodo.com/products/frontpage?area=SecureEmailCertificate
https://www.cacert.org/index.php?id=1
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ϒϯϨϥϡϮϩϦ ϲϡϭϯϰϯϥϰϩϲϡϮϮϯϤϯ ϲϦϱϳϩϵϩϫϡϳϡ

υϬя ϾϳϯϤϯ Ϯϡϭ ϰϯϮϡϥϯϢϩϳϲя OpenSSL (https://openssl.org).

openssl genrsa −des3 −out server . key 1024
openssl req −new −key server . key −out server . csr
openssl x509 −req −days 365 − i n server . csr −signkey server . key −out

server . c r t

ωϲϰϯϬьϨϯϣϡϮϩϦ

υϬя ϩϲϰϯϬϽϨϯϣϡϮϩя ϩϭϰϯϱϳϩϱϴϪϳϦ ϫϬϿϸ ϣ ϣϡϹ ϰϯϸϳϯϣϼϪ ϫϬϩϦϮϳ. ϒϯ϶ϱϡϮϩϳϦ ϫϬϿϸϩ ϣ ϢϦϨϯϰϡϲϮϯϲϳϩ.

4.15. ϒϳϦϤϡϮϯϤϱϡϵϩя

! ωϲϰϯϬϽϨϯϣϡϮϩϦ ϲϳϦϤϡϮϯϤϱϡϵϩϩ ϲϡϭϯ ϰϯ ϲϦϢϦ ϮϦ ϥϦϬϡϦϳ ϮϦϥϯϲϳϴϰϮϯϪ ϰϦϱϦϥϡϣϡϦϭϴϿ ϩϮϵϯϱϭϡϷϩϿ,
ϨϮϡя ϭϦϳϯϥ (ϸϳϯ ϲϬϴϸϡϦϳϲя ϰϱϩ ϩϲϰϯϬϽϨϯϣϡϮϩϩ ϯϢϺϦϥϯϲϳϴϰϮϯϪ ϰϱϯϤϱϡϭϭϼ) ϩϬϩ ϰϯϥϣϦϱϤϮϴϣ ϩϨϯϢ-
ϱϡϧϦϮϩϦ ϲϳϦϤϡϮϡϬϩϨϴ ϭϯϧϮϯ ϰϱϯϸϩϳϡϳϽ ϲϫϱϼϳϴϿ ϳϡϫϩϭ ϯϢϱϡϨϯϭ ϩϮϵϯϱϭϡϷϩϿ. ωϲϰϯϬϽϨϴϪϳϦ ϲϳϦ-
ϤϡϮϯϤϱϡϵϩϿ ϲϯϣϭϦϲϳϮϯ ϲϯ ϲϳϯϱϯϮϮϩϭϩ ϩϬϩ ϣϲϳϱϯϦϮϮϼϭϩ ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϭϩ ϴϳϩϬϩϳϡϭϩ.

ϒϳϦϤϡϮϯϤϱϡϵϩя — ϲϰϯϲϯϢ ϳϡϪϮϯϪ ϰϦϱϦϥϡϸϩ ϩϮϵϯϱϭϡϷϩϩ ϰϴϳϦϭ ϲϯ϶ϱϡϮϦϮϩя ϣ ϳϡϪϮϦ ϲϡϭϯϤϯ ϵϡϫϳϡ
ϰϦϱϦϥϡϸϩ ϩϮϵϯϱϭϡϷϩϩ. ϘϡϺϦ ϣϲϦϤϯ ϩϲϰϯϬϽϨϴϦϳϲя ϲϯϣϭϦϲϳϮϯ ϲ ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϭϩ ϭϦϳϯϥϡϭϩ.
ϋϯϭϰьюϳϦϱϮϡя ϲϳϦϤϡϮϯϤϱϡϵϩя ϲϯϯϳϣϦϳϲϳϣϦϮϮϯ ϨϡϮϩϭϡϦϳϲя, ϫϡϫ ϭϯϧϮϯ ϥϯϤϡϥϡϳϽϲя, ϣϮϦϥϱϦϮϩϦϭ ϲϫϱϼ-
ϳϯϪ ϩϮϵϯϱϭϡϷϩϩ ϣ ϱϡϨϬϩϸϮϯϤϯ ϱϯϥϡ ϵϡϪϬϼ (ϩϨϯϢϱϡϧϦϮϩя, Ϩϣϴϫ, ϣϩϥϦϯ). ϋϯϭϰϽϿϳϦϱϮϡя ϲϳϦϤϡϮϯϤϱϡϵϩя
ϥϦϬϩϳϲя Ϯϡ ϥϣϡ ϣϩϥϡ: ϳϡ, ϸϳϯ ϲϫϱϼϣϡϦϳ ϥϡϮϮϼϦ ϣ ϮϦϰϯϲϱϦϥϲϳϣϦϮϮϯ ϣ ϩϮϵϯϱϭϡϷϩϩ-ϫϯϮϳϦϪϮϦϱϦ (ϯϢ Ͼϳϯϭ,
ϰϱϩϭϦϮϩϭϯ ϫ ϩϨϯϢϱϡϧϦϮϩя, ϫϡϫ ϱϡϨ ϥϡϬϦϦ) ϩ ϳϡ, ϸϳϯ ϩϲϰϯϬϽϨϴϦϳ ϱϡϨϬϩϸϮϼϦ ϰϯϬя ϣ ϵϯϱϭϡϳϡ϶ ϵϡϪϬϯϣ-
ϫϯϮϳϦϪϮϦϱϯϣ (ϮϡϰϱϩϭϦϱ, ϣ *.jpg ϦϲϳϽ ϰϯϬя ϥϬя ϫϯϭϭϦϮϳϡϱϩϦϣ).
σϮϦϥϱϦϮϩϦ ϲϫϱϼϳϯϤϯ ϲϯϯϢϺϦϮϩя ϣ ϩϨϯϢϱϡϧϦϮϩϦ ϮϦϰϯϲϱϦϥϲϳϣϦϮϮϯ ϲϣяϨϡϮϯ ϲϯ ϲϣϯϪϲϳϣϯϭ ϩϨϢϼϳϯϸϮϯ-
ϲϳϩ ϣ ϰϯϲϬϦϥϮϩ϶. σ ϩϨϯϢϱϡϧϦϮϩя϶ ϰϱϩϲϴϳϲϳϣϴϦϳ ϩϮϵϯϱϭϡϷϩя (Ϲϴϭ), ϮϦϰϯϲϱϦϥϲϳϣϦϮϮϯ ϮϦ ϣϬϩяϿϺϡя
Ϯϡ ϣϯϲϰϱϩяϳϩϦ ϸϦϬϯϣϦϫϯϭ ϫϡϱϳϩϮϫϩ. ώϡ ϨϡϭϦϮϦ ϸϡϲϳϩ ϳϡϫϯϤϯ Ϲϴϭϡ ϣ ϩϨϯϢϱϡϧϦϮϩϩ Ϯϡ ϣϮϦϥϱяϦϭϯϦ ϲϯ-
ϯϢϺϦϮϩϦ ϩ ϯϲϮϯϣϡϮϼ ϲϳϦϤϡϮϯϤϱϡϵϩϸϦϲϫϩϦ ϡϬϤϯϱϩϳϭϼ.
ωϨϯϢϱϡϧϦϮϩя, ϰϯϬϴϸϦϮϮϼϦ ϲϫϡϮϩϱϯϣϡϮϩϦϭ (ϵϯϳϯϤϱϡϵϩϱϯϣϡϮϩϦϭ) ϱϦϡϬϽϮϼ϶ ϯϢϻϦϫϳϯϣ ϥϦϪϲϳϣϩϳϦϬϽϮϯ
ϲϯϥϦϱϧϡϳ ϰϯϥϯϢϮϼϪ Ϲϴϭ (ϮϦϯϥϮϯϱϯϥϮϯϲϳϽ ϯϲϣϦϺϦϮϩя, ϳϦϰϬϯϣϯϪ Ϲϴϭ ϣ ϲ϶Ϧϭϡ϶ ϩ ϳ.ϥ.), ϯϥϮϡϫϯ ϣ ϸϩ-
ϲϳϯ Ϸϩϵϱϯϣϼ϶ (ϲϯϨϥϡϮϮϼ϶ Ϯϡ ϫϯϭϰϽϿϳϦϱϦ) ϩϨϯϢϱϡϧϦϮϩя϶ ϦϤϯ ϮϦϳ, ϰϯϾϳϯϭϴ ϥϬя ϩϲϰϯϬϽϨϯϣϡϮϩя ϩ϶ ϣ
ϫϡϸϦϲϳϣϦ ϫϯϮϳϦϪϮϦϱϯϣ ϮϦϯϢ϶ϯϥϩϭϡ ϰϱϦϥϣϡϱϩϳϦϬϽϮϡя ϯϢϱϡϢϯϳϫϡ — ϮϡϬϯϧϦϮϩϦ (ϰϲϦϣϥϯ-)ϲϬϴϸϡϪϮϯ ϲϤϦ-
ϮϦϱϩϱϯϣϡϮϮϯϤϯ Ϲϴϭϡ Ϯϡ ϩϨϯϢϱϡϧϦϮϩϦ.

4.15.1. steghide
steghide — ϰϱϯϤϱϡϭϭϮϯϦ ϯϢϦϲϰϦϸϦϮϩϦ, ϰϯϨϣϯϬяϿϺϦϦ ϲϫϱϼϣϡϳϽ ϥϡϮϮϼϦ ϣ JPG, BMP, WAW ϩ AU ϵϡϪ-
Ϭϡ϶. ϐϯϥϥϦϱϧϩϣϡϦϳϲя ϳϡϫϧϦ ϹϩϵϱϯϣϡϮϩϦ ϡϬϤϯϱϩϳϭϡϭϩ CAST-128, τϏϒϓ 28147-89, Rijndael-128, Twofish,
ARCFOUR, CAST-256, LOKI97, Rijndael-192, SAFER+, WAKE, DES, Rijndael-256, Serpent, XTEA,
Blowfish, ENIGMA, RC2 ϩϬϩ Triple DES. ϐϯ ϴϭϯϬϸϡϮϩϿ ϩϲϰϯϬϽϨϴϦϳϲя Rijndael-128.

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ http://steghide.sourceforge.net/ ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳϮϯϤϯ
ϭϦϮϦϥϧϦϱϡ ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

σϲϳϡϣϫϡ ϥϡϮϮϼ϶ ϣ ϩϨϯϢϱϡϧϦϮϩϦ:

https://openssl.org
http://steghide.sourceforge.net/
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(a) (b) (c)

ϑϩϲ. 4.7: ωϲϰϯϬϽϨϯϣϡϮϩϦ steghide: (a) ϩϲ϶ϯϥϮϯϦ ϩϨϯϢϱϡϧϦϮϩϦ; (b) ϣ ϩϨϯϢϱϡϧϦϮϩϩ ϨϡϫϯϥϩϱϯϣϡϮϡ ϵϱϡϨϡ
«Feci quod potui, faciant meliora potentes» ϲ ϰϡϱϯϬϦϭ «cogitoergosum»; (c)

ϱϡϨϮϩϷϡ ϭϦϧϥϴ ϩϨϯϢϱϡϧϦϮϩяϭϩ.

steghide embed −c f ” c o v e r f i l e . jpg ” −ef ” embedf i le . t x t ” −s f
” s t e g o f i l e . jpg ” −p ” password ”

coverfile.jpg — ϵϡϪϬ, ϣ ϫϯϳϯϱϼϪ ϣϲϳϡϣϬяϿϳϲя ϥϡϮϮϼϦ.
embedfile.txt — ϵϡϪϬ, ϫϯϳϯϱϼϪ ϣϲϳϡϣϬяϦϳϲя ϣ ϩϨϯϢϱϡϧϦϮϩϦ.
stegofile.jpg — ϵϡϪϬ ϲϯ ϣϲϳϡϣϬϦϮϮϼϭ ϩϨϯϢϱϡϧϦϮϩϦϭ.
password — ϰϡϱϯϬϽ.

ωϨϣϬϦϸϦϮϩϦ ϥϡϮϮϼ϶:

steghide ex t r a c t −s f ” s t e g o f i l e . jpg ” −p ” password ” −x f
” e x t r a c t f i l e . t x t ”

stegofile.jpg — ϵϡϪϬ ϲϯ ϣϲϳϡϣϬϦϮϮϼϭ ϩϨϯϢϱϡϧϦϮϩϦϭ.
password — ϰϡϱϯϬϽ.
extractfile.txt — ϵϡϪϬ, ϣ ϫϯϳϯϱϼϪ ϮϴϧϮϯ ϨϡϰϩϲϡϳϽ ϩϨϣϬϦϸϦϮϮϼϦ ϥϡϮϮϼϦ.

ώϦϥϯϲϳϡϳϫϩ

4.15.2. OpenStego
ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ http://openstego.sourceforge.net/ ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳ-
ϮϯϤϯ ϭϦϮϦϥϧϦϱϡ ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

ώϦϥϯϲϳϡϳϫϩ

4.15.3. StegoShare
StegoShare ϲϰϦϷϩϡϬϽϮϯ ϰϱϩϲϰϯϲϯϢϬϦϮ ϥϬя ϳϯϤϯ, ϸϳϯϢϼ ϰϱяϳϡϳϽ ϮϦϲϫϯϬϽϫϯ ϵϡϪϬϯϣ ϣ ϮϦϲϫϯϬϽϫϩ϶ ϩϨϯϢ-
ϱϡϧϦϮϩя϶ ϩ ϱϡϲϹϡϱϩϣϡϳϽ ϩ϶ ϣ P2P-ϲϦϳя϶.

ϔϲϳϡϮϯϣϫϡ

υϬя ϴϲϳϡϮϯϣϫϩ ϰϯϲϦϳϩϳϦ http://stegoshare.sourceforge.net ϩϬϩ ϴϲϳϡϮϯϣϩϳϦ ϰϡϫϦϳ ϲ ϰϯϭϯϺϽϿ ϰϡϫϦϳ-
ϮϯϤϯ ϭϦϮϦϥϧϦϱϡ ϣϡϹϦϤϯ ϥϩϲϳϱϩϢϴϳϩϣϡ.

http://openstego.sourceforge.net/
http://stegoshare.sourceforge.net
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ϑϩϲ. 4.8: ωϮϳϦϱϵϦϪϲ OpenStego

(a) (b) (c)

ϑϩϲ. 4.9: ωϲϰϯϬϽϨϯϣϡϮϩϦ OpenStego: (a) ϩϲ϶ϯϥϮϯϦ ϩϨϯϢϱϡϧϦϮϩϦ; (b) ϣ ϩϨϯϢϱϡϧϦϮϩϩ ϨϡϫϯϥϩϱϯϣϡϮϡ ϵϱϡϨϡ
«Feci quod potui, faciant meliora potentes» ϢϦϨ ϰϡϱϯϬя; (c)

ϱϡϨϮϩϷϡ ϭϦϧϥϴ ϩϨϯϢϱϡϧϦϮϩяϭϩ.

ωϲϰϯϬьϨϯϣϡϮϩϦ

ώϦϥϯϲϳϡϳϫϩ

4.16. ρϬьϳϦϱϮϡϳϩϣϮыϦ DNS

4.16.1. Namecoin
Namecoin — ϱϡϲϰϱϦϥϦϬϦϮϮϡя ϲϩϲϳϦϭϡ ϥϯϭϦϮϮϼ϶ ϩϭϦϮ, ϯϲϮϯϣϡϮϮϡя Ϯϡ Bitcoin, ϶ϱϡϮяϺϡя ϣ ϢϬϯϫϡ϶
ϩϮϵϯϱϭϡϷϩϿ ϯ ϥϯϭϦϮϡ϶. ϏϮϡ ϲϯ϶ϱϡϮϩϬϡ ϭϮϯϤϩϦ ϰϬϿϲϼ Bitcoin, ϮϡϰϱϩϭϦϱ, Ϯϩϫϳϯ ϮϦ ϭϯϧϦϳ ϨϡϢϬϯϫϩ-
ϱϯϣϡϳϽ Ϯϩ ϯϥϩϮ ϥϯϭϦϮ. σ ϮϡϲϳϯяϺϦϦ ϣϱϦϭя ϣϯϨϭϯϧϮϯ ϰϯϬϴϸϦϮϩϦ ϥϯϭϦϮϯϣ ϣ ϨϯϮϦ .bit, ϯϥϮϡϫϯ ϣϯϲϰϯϬϽ-
ϨϯϣϡϳϽϲя ϩϭϩ ϲϭϯϤϴϳ ϳϯϬϽϫϯ ϳϦ, ϫϳϯ ϰϱϦϥϣϡϱϩϳϦϬϽϮϯ ϮϡϲϳϱϯϩϬ ϲϣϯϪ ϫϯϭϰϽϿϳϦϱ.

ϔϲϳϡϮϯϣϫϡ
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ϑϩϲ. 4.10: ωϮϳϦϱϵϦϪϲ StegoShare

(a) (b) (c)

ϑϩϲ. 4.11: ωϲϰϯϬϽϨϯϣϡϮϩϦ StegoShare: (a) ϩϲ϶ϯϥϮϯϦ ϩϨϯϢϱϡϧϦϮϩϦ; (b) ϣ ϩϨϯϢϱϡϧϦϮϩϩ ϨϡϫϯϥϩϱϯϣϡϮϡ ϵϱϡ-
Ϩϡ «Feci quod potui, faciant meliora potentes» ϢϦϨ ϰϡϱϯϬя; (c)

ϱϡϨϮϩϷϡ ϭϦϧϥϴ ϩϨϯϢϱϡϧϦϮϩяϭϩ.

! ϒϳϯϩϳ ϨϡϭϦϮϩϳϽ, ϸϳϯ ϣϲϦ ϭϦϳϯϥϼ, ϮϦ ϰϯϥϱϡϨϴϭϦϣϡϿϺϩϦ ϴϲϳϡϮϯϣϫϴ ϲϯϢϲϳϣϦϮϮϯϤϯ ϱϦϨϯϬϣϦϱϡ, ϮϦ ϢϦϨ-
ϯϰϡϲϮϼ. ϐϱϩ ϩϲϰϯϬϽϨϯϣϡϮϩϩ ϰϱϯϫϲϩ-ϲϦϱϣϦϱϯϣ ϣϬϡϥϦϬϦϷ ϭϯϧϦϳ ϰϦϱϦ϶ϣϡϳϼϣϡϳϽ ϣϲϦ ϥϡϮϮϼϦ, ϡ ϰϱϩ
ϩϲϰϯϬϽϨϯϣϡϮϩϩ ϯϳϫϱϼϳϼ϶ DNS-ϲϦϱϣϦϱϯϣ ϣϬϡϥϦϬϦϷ ϭϯϧϦϳ ϴϲϳϡϮϯϣϩϳϽ ϲϡϭ ϵϡϫϳ ϰϯϲϦϺϦϮϩя ϫϯϮ-
ϫϱϦϳϮϯϤϯ ϲϡϪϳϡ.

ϒϴϺϦϲϳϣϴϦϳ ϮϦϲϫϯϬϽϫϯ ϲϰϯϲϯϢϯϣ ϩϲϰϯϬϽϨϯϣϡϳϽ Namecoin.

1. ωϲϰϯϬϽϨϯϣϡϳϽ ϯϳϫϱϼϳϼϪ ϰϱϯϫϲϩ, ϡϥϱϦϲϡ ϫϯϳϯϱϼ϶ ϰϦϱϦϸϩϲϬϦϮϼ ϨϥϦϲϽ https://dot-bit.org/How_
To_Browse_Bit_Domains#List_of_App_proxies.

2. ωϲϰϯϬϽϨϯϣϡϳϽ ϡϬϽϳϦϱϮϡϳϩϣϮϼϪ DNS-ϲϦϱϣϦϱ ϲ ϰϯϥϥϦϱϧϫϯϪ Namecoin, ϡϥϱϦϲϡ ϯϳϫϱϼϳϼ϶ ϲϦϱϣϦϱϯϣ
ϰϦϱϦϸϩϲϬϦϮϼ ϨϥϦϲϽ https://dot-bit.org/How_To_Browse_Bit_Domains#List_of_DNS_servers.

3. ωϲϰϯϬϽϨϯϣϡϳϽ DNS-ϲϴϵϵϩϫϲ https://dot-bit.org/How_To_Browse_Bit_Domains#List_of_DNS_
suffixes.

4. ωϲϰϯϬϽϨϯϣϡϳϽ ϣϦϢ-ϰϱϯϫϲϩhttps://dot-bit.org/How_To_Browse_Bit_Domains#List_of_Web_proxies.

https://dot-bit.org/How_To_Browse_Bit_Domains#List_of_App_proxies
https://dot-bit.org/How_To_Browse_Bit_Domains#List_of_App_proxies
https://dot-bit.org/How_To_Browse_Bit_Domains#List_of_DNS_servers
https://dot-bit.org/How_To_Browse_Bit_Domains#List_of_DNS_suffixes
https://dot-bit.org/How_To_Browse_Bit_Domains#List_of_DNS_suffixes
https://dot-bit.org/How_To_Browse_Bit_Domains#List_of_Web_proxies
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5. ωϲϰϯϬϽϨϯϣϡϳϽ BIND ϲ NamecoinToBind.
ϐϯϥϱϯϢϮϦϦ https://github.com/khalahan/NamecoinToBind.

6. ωϲϰϯϬϽϨϯϣϡϳϽ ncproxy ϲϯϣϭϦϲϳϮϯ ϲ Tor (ϮϡϩϬϴϸϹϩϪ ϣϡϱϩϡϮϳ):https://dot-bit.org/forum/viewtopic.
php?p=1448#p1448.

7. ωϲϰϯϬϽϨϯϣϡϳϽ NmcSocks (ϳϯϧϦ ϣϯϨϭϯϧϮϯ ϩϲϰϯϬϽϨϯϣϡϮϩϦ ϣϭϦϲϳϦ ϲ Tor):https://github.com/itsnotlupus/
nmcsocks.

ώϦϥϯϲϳϡϳϫϩ

4.16.2. ϒϯϢϲϳϣϦϮϮыϪ ϫϦϹϩϱϴюϺϩϪ DNS ϲϦϱϣϦϱ

! ψϡϰϱϯϲϼ Ϯϡ ϰϯϬϴϸϦϮϩϦ ϨϡϰϩϲϦϪ ϥϯϭϦϮϮϼ϶ ϡϥϱϦϲϯϣ, ϮϦ Ϯϡ϶ϯϥяϺϩ϶ϲя ϣ ϫϦϹϦ, ϣϲϦ ϱϡϣϮϯ Ϣϴϥϴϳ ϯϳ-
ϰϱϡϣϬяϳϽϲя Ϯϡ ϥϱϴϤϩϦ DNS-ϲϦϱϣϦϱϡ, ϣϬϡϥϦϬϽϷϼ ϫϯϳϯϱϼ϶ ϭϯϤϴϳ ϴϲϳϡϮϯϣϩϳϽ ϵϡϫϳ ϰϯϲϦϺϦϮϩя ϣϡϭϩ
ϯϰϱϦϥϦϬϦϮϮϼ϶ ϱϦϲϴϱϲϯϣ. όϯϫϡϬϽϮϼϪ DNS-ϲϦϱϣϦϱ ϬϩϹϽ ϭϩϮϩϭϩϨϩϱϴϦϳ ϫϯϬϩϸϦϲϳϣϯ ϳϡϫϩ϶ Ϩϡϰϱϯ-
ϲϯϣ.

pdnsd

pdnsd — ϰϱϯϲϳϯϪ ϫϦϹϩϱϴϿϺϩϪ DNS ϲϦϱϣϦϱ, ϲϯϨϥϡϮϮϼϪ ϥϬя ϩϲϰϯϬϽϨϯϣϡϮϩя ϬϯϫϡϬϽϮϯ.
ϋϯϮϵϩϤϴϱϡϷϩя pdnsd Ϯϡ϶ϯϥϩϳϲя ϣ ϵϡϪϬϦ /etc/pdnsd.conf.
ρϥϱϦϲϡ ϩϲϰϯϬϽϨϴϦϭϼ϶ DNS-ϲϦϱϣϦϱϯϣ Ϯϡ϶ϯϥяϳϲя ϣ ϲϦϫϷϩϩ server, ϰϡϱϡϭϦϳϱ ip, ϤϥϦ ϯϮϩ ϰϦϱϦϸϩϲϬяϿϳϲя
ϸϦϱϦϨ ϨϡϰяϳϴϿ. ϑϡϨϭϦϱ ϫϦϹϡ ϨϡϥϡϦϳϲя ϣ ϲϦϫϷϩϩ global, ϰϡϱϡϭϦϳϱ perm_cache. ϏϲϳϡϬϽϮϼϦ ϰϡϱϡϭϦϳϱϼ
ϭϯϧϮϯ ϯϲϳϡϣϩϳϽ ϰϯ ϴϭϯϬϸϡϮϩϿ.
ϓϦϰϦϱϽ ϯϲϳϡϬϯϲϽ ϳϯϬϽϫϯ ϴϲϳϡϮϯϣϩϳϽ ϩϲϰϯϬϽϨϯϣϡϮϩϦ DNS-ϲϦϱϣϦϱϡ ϰϯ ϡϥϱϦϲϴ 127.0.0.1.

4.17. ϖϱϡϮϦϮϩϦ ϰϡϱϯϬϦϪ

! ώϦ ϩϲϰϯϬϽϨϴϪϳϦ ϯϥϩϮ ϩ ϳϯϳ ϧϦ ϰϡϱϯϬϽ Ϯϡ ϮϦϲϫϯϬϽϫϩ϶ ϱϦϲϴϱϲϡ϶ ϩ ϮϦ ϩϲϰϯϬϽϨϴϪϳϦ ϰϱϯϲϳϼ϶ ϰϡϱϯϬϦϪ.
ώϦ ϶ϱϡϮϩϳϦ ϰϡϱϯϬϩ ϣ ϯϳϫϱϼϳϯϭ ϣϩϥϦ, ϰϯϬϽϨϴϪϳϦϲϽ ϭϦϮϦϥϧϦϱϡϭϩ ϰϡϱϯϬϦϪ, ϫϯϳϯϱϼϦ ϩϲϰϯϬϽϨϴϿϳ
ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϦ ϭϦϳϯϥϼ ϥϬя ϰϱϦϥϯϳϣϱϡϺϦϮϩя ϫϱϡϧϩ ϣϡϹϩ϶ ϰϡϱϯϬϦϪ.

4.17.1. KeePassX
KeePassX (ϮϦ ϰϴϳϡϳϽ ϲ KeePass) — ϫϱϯϲϲϰϬϡϳϵϯϱϭϦϮϮϼϪ ϭϦϮϦϥϧϦϱ ϰϡϱϯϬϦϪ, ϱϡϲϰϱϯϲϳϱϡϮяϿϺϩϪϲя
Ϯϡ ϴϲϬϯϣϩя϶ GNU GPL v2, ϵϯϱϫ KeePass. ϒϡϪϳ: https://keepassx.org.

4.17.2. KeePass
KeePass — ϫϱϯϲϲϰϬϡϳϵϯϱϭϦϮϮϼϪ (ϸϦϱϦϨ Mono) ϭϦϮϦϥϧϦϱ ϰϡϱϯϬϦϪ. ϒϡϪϳ: http://keepass.info.

4.17.3. KWallet
KWallet — ϫϱϯϲϲϰϬϡϳϵϯϭϦϮϮϼϪ ϭϦϮϦϥϧϦϱ ϰϡϱϯϬϦϪ, ϱϡϨϱϡϢϡϳϼϣϡϿϺϩϪϲя ϣ ϱϡϭϫϡ϶ ϰϱϯϦϫϳϡ KDE.
ϒϡϪϳ: http://utils.kde.org/projects/kwalletmanager/.

4.17.4. Revelation
Revelation — ϭϦϮϦϥϧϦϱ ϰϡϱϯϬϦϪ ϥϬя GNU/Linux ϩ *BSD. ϒϡϪϳ: http://revelation.olasagasti.info.

https://github.com/khalahan/NamecoinToBind
https://dot-bit.org/forum/viewtopic.php?p=1448#p1448
https://dot-bit.org/forum/viewtopic.php?p=1448#p1448
https://github.com/itsnotlupus/nmcsocks
https://github.com/itsnotlupus/nmcsocks
https://keepassx.org
http://keepass.info
http://utils.kde.org/projects/kwalletmanager/
http://revelation.olasagasti.info
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4.18. ςϦϨϯϰϡϲϮϯϦ ϴϥϡϬϦϮϩϦ ϵϡϪϬϯϣ

! ϐϱϯϲϳϯϦ ϴϥϡϬϦϮϩϦ ϵϡϪϬϯϣ ϯϲϳϡϣϬяϦϳ ϣϯϨϭϯϧϮϯϲϳϽ ϥϬя ϣϯϲϲϳϡϮϯϣϬϦϮϩя, ϳϡϫ ϫϡϫ ϵϡϪϬϼ Ϯϡ ϲϡϭϯϭ
ϥϦϬϦ Ϯϩϫϴϥϡ ϮϦ ϩϲϸϦϨϡϿϳ, ϡ ϰϱϯϲϳϯ ϰϯϭϦϸϡϿϳϲя ϫϡϫ ϴϥϡϬϦϮϮϼϦ ϩ Ϯϡ Ͼϳϯϳ ϲϦϫϳϯϱ ϥϩϲϫϡ ϲϳϡϮϯϣϩϳϲя
ϣϯϨϭϯϧϮϡ ϨϡϰϩϲϽ.

4.18.1. shred
shred — ϴϳϩϬϩϳϡ ϩϨ ϰϡϫϦϳϡ GNU coreutils, ϰϯϨϣϯϬяϿϺϡя ϰϦϱϦϰϩϲϼϣϡϳϽ ϴϫϡϨϡϮϮϼϦ ϵϡϪϬϼ ϮϦϲϫϯϬϽϫϯ
ϱϡϨ, ϸϳϯ ϥϦϬϡϦϳ ϰϱϡϫϳϩϸϦϲϫϩ ϮϦϣϯϨϭϯϧϮϼϭ ϩ϶ ϣϯϲϲϳϡϮϯϣϬϦϮϩϦ. ϒϡϪϳ GNU coreutils: http://www.gnu.
org/software/coreutils.

ωϲϰϯϬьϨϯϣϡϮϩϦ

shred −u ”ϵϡϪϬ”

shreg

shreg — ϤϱϡϵϩϸϦϲϫϩϪ ϩϮϳϦϱϵϦϪϲ ϥϬя shred. ϒϡϪϳ: https://github.com/arxell/shreg.

4.18.2. wipe
wipe — ϡϮϡϬϯϤϩϸϮϡя ϴϳϩϬϩϳϡ ϥϬя UNIX-ϰϯϥϯϢϮϼ϶ ϲϩϲϳϦϭ, ϱϡϢϯϳϡϿϺϡя ϰϯ ϳϯϭϴ ϧϦ ϰϱϩϮϷϩϰϴ. ϒϡϪϳ:
http://lambda-diode.com/software/wipe/.

ωϲϰϯϬьϨϯϣϡϮϩϦ

wipe ”ϵϡϪϬ”

4.19. ύϦϳϡϥϡϮϮыϦ

! σ ϭϦϳϡϥϡϮϮϼ϶ ϭϯϧϦϳ ϶ϱϡϮϩϳϽϲя ϯϤϱϯϭϮϯϦ ϫϯϬϩϸϦϲϳϣϯ ϩϮϵϯϱϭϡϷϩϩ ϯ ϲϯϨϥϡϳϦϬϦ ϵϡϪϬϡ.

4.19.1. mat
mat — ϴϳϩϬϩϳϡ, ϰϯϨϣϯϬяϿϺϡя ϴϥϡϬяϳϽ ϭϦϳϡϥϡϮϮϼϦ ϩϨ ϵϡϪϬϯϣ png, jpg, Open Document Format (.odt,
.odx, .ods, ...), MS Office OpenXML (.docx, .pptx, .xlsx, ...), pdf, tar, zip, mp3, mp2, mp1, mpa, ogg, flac,
torrent. ϒϡϪϳ: https://mat.boum.org.

ωϲϰϯϬьϨϯϣϡϮϩϦ

mat ”ϵϡϪϬ”

4.19.2. ExifTool
ExifTool— ϢϩϢϬϩϯϳϦϫϡ ϩ ϴϳϩϬϩϳϡ ϥϬя ϱϡϢϯϳϼ ϲ ϭϦϳϡϥϡϮϮϼϭϩ, ϰϯϥϥϦϱϧϩϣϡϿϺϡя ϯϤϱϯϭϮϯϦ ϫϯϬϩϸϦϲϳϣϯ
ϵϯϱϭϡϳϯϣ. ϒϡϪϳ: http://owl.phy.queensu.ca/~phil/exiftool.

http://www.gnu.org/software/coreutils
http://www.gnu.org/software/coreutils
https://github.com/arxell/shreg
http://lambda-diode.com/software/wipe/
https://mat.boum.org
http://owl.phy.queensu.ca/~phil/exiftool
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ωϲϰϯϬьϨϯϣϡϮϩϦ

ϏϸϩϲϳϩϳϽ ϵϡϪϬ ϯϳ ϣϲϦ϶ ϭϦϳϡϥϡϮϮϼ϶:

e x i f t o o l −ove rw r i t e _o r i g i n a l −a l l = ”ϵϡϪϬ”

4.19.3. ImageMagick
ImageMagick — ϫϯϭϰϬϦϫϲ ϴϳϩϬϩϳ ϥϬя ϱϡϢϯϳϼ ϲ ϩϨϯϢϱϡϧϦϮϩяϭ. ϒϡϪϳ: http://imagemagick.org

ωϲϰϯϬьϨϯϣϡϮϩϦ

ϏϸϩϲϳϩϳϽ ϵϡϪϬ ϯϳ ϣϲϦ϶ ϭϦϳϡϥϡϮϮϼ϶:

conver t −s t r i p ”ϵϡϪϬ” ”ϸϩϲϳыϪϵϡϪϬ”

4.20. ϒϭϦϮϡ MAC-ϡϥϱϦϲϡ
MAC-ϡϥϱϦϲ — ϴϮϩϫϡϬϽϮϼϪ ϩϥϦϮϳϩϵϩϫϡϳϯϱ ϯϢϯϱϴϥϯϣϡϮϩя ϣ ϲϦϳϩ. ϔϲϳϡϮϡϣϬϩϣϡϦϳϲя ϰϱϯϩϨϣϯϥϩϳϦϬϦϭ
ϯϢϯϱϴϥϯϣϡϮϩя, ϯϥϮϡϫϯ ϰϱϩϯϱϩϳϦϳ ϴϫϡϨϡϮϮϯϤϯ ϣ ϯϰϦϱϡϷϩϯϮϮϯϪ ϲϩϲϳϦϭϦ MAC-ϡϥϱϦϲϡ ϣϼϹϦ, ϳϡϫ ϸϳϯ
ϢϴϥϦϳ ϩϲϰϯϬϽϨϯϣϡϳϽϲя ϯϮ.

4.20.1. macchanger
macchanger — ϴϳϩϬϩϳϡ ϥϬя ϲϭϦϮϼ MAC-ϡϥϱϦϲϡ ϣ Linux. ϐϯϨϣϯϬяϦϳ ϣϼϢϩϱϡϳϽ ϫϡϫ ϰϯϬϮϯϲϳϽϿ ϲϬϴ-
ϸϡϪϮϼϪ MAC-ϡϥϱϦϲ, ϳϡϫ ϩ ϡϥϱϦϲ ϩϨ ϰϱϯϲϳϱϡϮϲϳϣϡ ϫϯϮϫϱϦϳϮϯϤϯ ϰϱϯϩϨϣϯϥϩϳϦϬя ϯϢϯϱϴϥϯϣϡϮϩя ϩϬϩ ϫϯϮ-
ϫϱϦϳϮϯϤϯ ϳϩϰϡ ϴϲϳϱϯϪϲϳϣϡ. ϒϡϪϳ: http://www.alobbs.com/macchanger.

ωϲϰϯϬьϨϯϣϡϮϩϦ

ϔϲϳϡϮϯϣϫϡ ϲϬϴϸϡϪϮϯϤϯ MAC-ϡϥϱϦϲϡ ϥϬя ϴϲϳϱϯϪϲϳϣϡ eth0:

macchanger −r eth0

σϯϲϲϳϡϮϯϣϬϦϮϩϦ ϨϡϣϯϥϲϫϯϤϯ MAC-ϡϥϱϦϲϡ ϥϬя ϴϲϳϱϯϪϲϳϣϡ eth0:

macchanger −p eth0

http://imagemagick.org
http://www.alobbs.com/macchanger
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ρϮϯϮϩϭϮϯϲϳь ϣ ϱϦϡϬьϮϯϪ ϧϩϨϮϩ

5.1. χϦϬϳыϦ ϳϯϸϫϩ

ϑϩϲ. 5.1: χϦϬϳϼϦ ϳϯϸϫϩ.
ωϨϯϢϱϡϧϦϮϩϦ: Parhamr

ϐϱϩ ϰϦϸϡϳϩ ϭϡϳϦϱϩϡϬϯϣ (ϮϡϰϱϩϭϦϱ, Ϭϩϲϳϯϣϯϫ) ϮϦ ϲϳϯϩϳ ϨϡϢϼϣϡϳϽ, ϸϳϯ ϭϮϯ-
ϤϩϦ ϰϱϩϮϳϦϱϼ ϫϯϥϩϱϴϿϳ ϭϩϫϱϯϳϯϸϫϡϭϩ ϩϮϵϯϱϭϡϷϩϿ ϯ ϣϱϦϭϦϮϩ ϰϦϸϡϳϩ ϩ ϯ
ϲϦϱϩϪϮϯϭ ϮϯϭϦϱϦ ϰϱϩϮϳϦϱϡ[69]. υϡϮϮϡя ϩϮϵϯϱϭϡϷϩя ϭϯϧϦϳ ϢϼϳϽ ϩϲϰϯϬϽ-
ϨϯϣϡϮϡ ϥϬя ϴϲϳϡϮϯϣϬϦϮϩя ϬϩϸϮϯϲϳϩ ϡϣϳϯϱϯϣ ϯϳϰϦϸϡϳϫϯϣ. ϒϰϩϲϯϫ ϰϱϩϮϳϦ-
ϱϯϣ, ϱϡϨϭϦϺϡϿϺϩ϶ ϩ ϮϦ ϱϡϨϭϦϺϡϿϺϩ϶ ϧϦϬϳϼϦ ϳϯϸϫϩ ϲϭϯϳϱϩϳϦ ϣ ϯϳϸϦϳϦ
Electronic Frontier Foundation[70].

5.2. ύϯϢϩϬьϮыϦ ϳϦϬϦϵϯϮы
ωϲϰϯϬϽϨϯϣϡϳϽ ϭϯϢϩϬϽϮϼϦ ϳϦϬϦϵϯϮϼ, ϣ ϯϢϺϦϭ ϲϬϴϸϡϦ, ϮϦ ϢϦϨϯϰϡϲϮϯ. σϼϹ-
ϫϩ ϲϯϳϯϣϯϪ ϲϣяϨϩ ϩϭϦϿϳ ϯϤϱϡϮϩϸϦϮϮϼϪ ϱϡϥϩϴϲ ϥϦϪϲϳϣϩя, ϡ ϯϰϦϱϡϳϯϱϼ ϲϣя-
Ϩϩ ϨϮϡϿϳ, ϤϥϦ Ϯϡ϶ϯϥϩϳϲя ϫϡϧϥϡя ϣϼϹϫϡ ϩ ϫ ϫϡϫϯϪ ϣϼϹϫϦ ϰϯϥϫϬϿϸϦϮ ϣ ϥϡϮϮϼϭ ϭϯϭϦϮϳ ϫϡϧϥϼϪ ϡϢϯϮϦϮϳ.
σϲϦ SIM-ϫϡϱϳϼ Ϯϡ ϳϦϱϱϩϳϯϱϩϩ ϑϕ ϥϯϬϧϮϼ ϯϵϯϱϭϬяϳϽϲя Ϯϡ ϫϯϮϫϱϦϳϮϯϤϯ ϸϦϬϯϣϦϫϡ, ϬϩϸϮϯϲϳϽ ϫϯϳϯϱϯϤϯ
ϰϯϥϳϣϦϱϧϥϡϦϳϲя ϩ ϨϡϮϯϲϩϳϲя ϣ ϲϰϦϷϩϡϬϽϮϴϿ ϢϡϨϴ (ϯϥϮϡϫϯ, ϭϯϧϮϯ ϫϴϰϩϳϽ ϳϡϫ ϮϡϨϼϣϡϦϭϴϿ «ϡϮϯϮϩϭ-
ϮϴϿ SIM-ϫϡϱϳϴ», ϳϡϫϩϦ SIM-ϫϡϱϳϼ ϰϱϯϥϡϿϳϲя Ϯϡ ϱϡϨϬϩϸϮϼ϶ ϵϯϱϴϭϡ϶ ϩ ϡϴϫϷϩϯϮϡ϶). ϓϡϫϧϦ ϫϡϧϥϼϪ
ϭϯϢϩϬϽϮϼϪ ϳϦϬϦϵϯϮ ϩϭϦϦϳ ϴϮϩϫϡϬϽϮϼϪ ϮϯϭϦϱ — IMEI, ϰϯ ϫϯϳϯϱϯϭϴ ϭϯϧϮϯ ϯϰϱϦϥϦϬϩϳϽ ϣϬϡϥϦϬϽϷϡ
ϥϡϧϦ ϰϯϲϬϦ ϲϭϦϮϼ SIM-ϫϡϱϳϼ (ϲϭϦϮϡ IMEI ϣϯϨϭϯϧϮϡ, Ϯϯ ϮϦ ϥϬя ϣϲϦ϶ ϭϯϥϦϬϦϪ ϳϦϬϦϵϯϮϯϣ). σϲя Ͼϳϡ
ϩϮϵϯϱϭϡϷϩя ϲϯϤϬϡϲϮϯ ϨϡϫϯϮϯϥϡϳϦϬϽϲϳϣϴ ϑϕ ϥϯϬϧϮϡ ϶ϱϡϮϩϳϽϲя ϣ ϳϦϸϦϮϩϩ ϳϱϦ϶ ϬϦϳ ϩ ϰϱϦϥϯϲϳϡϣϬяϳϽϲя
ϸϦϱϦϨ ϲϩϲϳϦϭϴ ϒϏϑύ-3 ϯϱϤϡϮϡϭ ϵϦϥϦϱϡϬϽϮϯϪ ϢϦϨϯϰϡϲϮϯϲϳϩ϶[71].

1. ωϲϰϯϬϽϨϴϪϳϦ ϡϮϯϮϩϭϮϴϿ SIM-ϫϡϱϳϴ.

2. ώϦ ϩϲϰϯϬϽϨϴϪϳϦ ϭϯϢϩϬϽϮϼϪ ϳϦϬϦϵϯϮ ϣ ϭϦϲϳϡ϶, ϫϯϳϯϱϼϦ ϭϯϧϮϯ ϯϥϮϯϨϮϡϸϮϯ ϲϣяϨϡϳϽ ϲ ϣϡϭϩ (ϱϡ-
Ϣϯϳϡ, ϥϯϭ, ϯϢϱϡϨϯϣϡϳϦϬϽϮϯϦ ϴϸϱϦϧϥϦϮϩϦ ϩ ϳ.ϥ.).

34
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ψϡϫϯϮы, ϯϤϱϡϮϩϸϩϣϡюϺϩϦ ϲϣϯϢϯϥϴ ϲϬϯϣϡ ϩ
ϡϮϯϮϩϭϮϯϲϳь

6.1. ϐϯϲϳϡϮϯϣϬϦϮϩϦ ϐϱϡϣϩϳϦϬьϲϳϣϡ ϑϕ ϯϳ 16 ϡϰϱϦϬя 2012 Ϥ. № 313
ϐϯϲϳϡϮϯϣϬϦϮϩϦ ϐϱϡϣϩϳϦϬьϲϳϣϡ ϑϕ ϯϳ 16 ϡϰϱϦϬя 2012 Ϥ. № 313 «ϏϢ ϴϳϣϦϱϧϥϦϮϩϩ ϐϯϬϯϧϦϮϩя ϯ
ϬϩϷϦϮϨϩϱϯϣϡϮϩϩ ϥϦяϳϦϬьϮϯϲϳϩ ϰϯ ϱϡϨϱϡϢϯϳϫϦ, ϰϱϯϩϨϣϯϥϲϳϣϴ, ϱϡϲϰϱϯϲϳϱϡϮϦϮϩюϹϩϵϱϯϣϡϬьϮы϶
(ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ, ϩϮϵϯϱϭϡϷϩϯϮϮы϶ ϲϩϲϳϦϭ ϩ ϳϦϬϦϫϯϭϭϴϮϩϫϡϷϩϯϮϮы϶ ϲϩϲϳϦϭ, Ϩϡ-
ϺϩϺϦϮϮы϶ ϲ ϩϲϰϯϬьϨϯϣϡϮϩϦϭ ϹϩϵϱϯϣϡϬьϮы϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ, ϣыϰϯϬϮϦϮϩю ϱϡ-
Ϣϯϳ, ϯϫϡϨϡϮϩю ϴϲϬϴϤ ϣ ϯϢϬϡϲϳϩ ϹϩϵϱϯϣϡϮϩя ϩϮϵϯϱϭϡϷϩϩ, ϳϦ϶ϮϩϸϦϲϫϯϭϴ ϯϢϲϬϴϧϩϣϡϮϩю Ϲϩϵ-
ϱϯϣϡϬьϮы϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ, ϩϮϵϯϱϭϡϷϩϯϮϮы϶ ϲϩϲϳϦϭ ϩ ϳϦϬϦϫϯϭϭϴϮϩϫϡϷϩϯϮϮы϶
ϲϩϲϳϦϭ, ϨϡϺϩϺϦϮϮы϶ ϲ ϩϲϰϯϬьϨϯϣϡϮϩϦϭ ϹϩϵϱϯϣϡϬьϮы϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ (Ϩϡ ϩϲ-
ϫϬюϸϦϮϩϦϭ ϲϬϴϸϡя, ϦϲϬϩ ϳϦ϶ϮϩϸϦϲϫϯϦ ϯϢϲϬϴϧϩϣϡϮϩϦϹϩϵϱϯϣϡϬьϮы϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ,
ϩϮϵϯϱϭϡϷϩϯϮϮы϶ ϲϩϲϳϦϭ ϩ ϳϦϬϦϫϯϭϭϴϮϩϫϡϷϩϯϮϮы϶ ϲϩϲϳϦϭ, ϨϡϺϩϺϦϮϮы϶ ϲ ϩϲϰϯϬьϨϯϣϡϮϩϦϭ
ϹϩϵϱϯϣϡϬьϮы϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ, ϯϲϴϺϦϲϳϣϬяϦϳϲя ϥϬя ϯϢϦϲϰϦϸϦϮϩя ϲϯϢϲϳϣϦϮϮы϶
Ϯϴϧϥ юϱϩϥϩϸϦϲϫϯϤϯ ϬϩϷϡ ϩϬϩ ϩϮϥϩϣϩϥϴϡϬьϮϯϤϯ ϰϱϦϥϰϱϩϮϩϭϡϳϦϬя)» ϨϡϰϱϦϺϡϦϳ ϰϱϡϫϳϩϸϦϲϫϩ ϬϿ-
ϢϴϿ ϥϦяϳϦϬϽϮϯϲϳϽ, ϲϣяϨϡϮϮϴϿ ϲ ϫϱϩϰϳϯϤϱϡϵϩϦϪ, Ϩϡ ϩϲϫϬϿϸϦϮϩϦϭ ϥϦяϳϦϬϽϮϯϲϳϩ ϲ ϩϲϰϯϬϽϨϯϣϡϮϩϦϭ:

1. ϹϩϵϱϯϣϡϬϽϮϼ϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ, ϰϱϦϥϮϡϨϮϡϸϦϮϮϼ϶ ϥϬя ϨϡϺϩϳϼ ϩϮϵϯϱϭϡϷϩϩ, ϲϯ-
ϥϦϱϧϡϺϦϪ ϲϣϦϥϦϮϩя, ϲϯϲϳϡϣϬяϿϺϩϦ ϤϯϲϴϥϡϱϲϳϣϦϮϮϴϿ ϳϡϪϮϴ;

2. ϹϩϵϱϯϣϡϬϽϮϼ϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ, ϡ ϳϡϫϧϦ ϳϯϣϡϱϯϣ, ϲϯϥϦϱϧϡϺϩ϶ ϹϩϵϱϯϣϡϬϽϮϼϦ
(ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϦ) ϲϱϦϥϲϳϣϡ, ϱϦϡϬϩϨϴϿϺϩ϶ ϬϩϢϯ ϲϩϭϭϦϳϱϩϸϮϼϪ ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϪ ϡϬϤϯ-
ϱϩϳϭ, ϩϲϰϯϬϽϨϴϿϺϩϪ ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϪ ϫϬϿϸ ϥϬϩϮϯϪ, ϮϦ ϰϱϦϣϼϹϡϿϺϦϪ 56  Ϣϩϳ, ϬϩϢϯ ϡϲϲϩ-
ϭϦϳϱϩϸϮϼϪ ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϪ ϡϬϤϯϱϩϳϭ, ϯϲϮϯϣϡϮϮϼϪ ϬϩϢϯ Ϯϡ ϭϦϳϯϥϦ ϱϡϨϬϯϧϦϮϩя Ϯϡ ϭϮϯϧϩ-
ϳϦϬϩ ϷϦϬϼ϶ ϸϩϲϦϬ, ϱϡϨϭϦϱ ϫϯϳϯϱϼ϶ ϮϦ ϰϱϦϣϼϹϡϦϳ 512  Ϣϩϳ, ϬϩϢϯ Ϯϡ ϭϦϳϯϥϦ ϣϼϸϩϲϬϦϮϩя ϥϩϲ-
ϫϱϦϳϮϼ϶ ϬϯϤϡϱϩϵϭϯϣ ϣ ϭϴϬϽϳϩϰϬϩϫϡϳϩϣϮϯϪ ϤϱϴϰϰϦ ϫϯϮϦϸϮϯϤϯ ϰϯϬя ϱϡϨϭϦϱϡ, ϮϦ ϰϱϦϣϼϹϡϿϺϦϤϯ
512  Ϣϩϳ, ϬϩϢϯ Ϯϡ ϭϦϳϯϥϦ ϣϼϸϩϲϬϦϮϩя ϥϩϲϫϱϦϳϮϼ϶ ϬϯϤϡϱϩϵϭϯϣ ϣ ϩϮϯϪ ϤϱϴϰϰϦ ϱϡϨϭϦϱϡ, ϮϦ ϰϱϦ-
ϣϼϹϡϿϺϦϤϯ 112  Ϣϩϳ;

3. ϳϯϣϡϱϯϣ, ϲϯϥϦϱϧϡϺϩ϶ ϹϩϵϱϯϣϡϬϽϮϼϦ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϦ) ϲϱϦϥϲϳϣϡ, ϩϭϦϿϺϩ϶ ϬϩϢϯ ϵϴϮϫϷϩϿ
ϡϴϳϦϮϳϩϵϩϫϡϷϩϩ, ϣϫϬϿϸϡϿϺϦϪ ϣ ϲϦϢя ϣϲϦ ϡϲϰϦϫϳϼ ϫϯϮϳϱϯϬя ϥϯϲϳϴϰϡ, ϤϥϦ ϮϦϳ ϹϩϵϱϯϣϡϮϩя ϵϡϪ-
Ϭϯϣ ϩϬϩ ϳϦϫϲϳϯϣ, Ϩϡ ϩϲϫϬϿϸϦϮϩϦϭ ϹϩϵϱϯϣϡϮϩя, ϫϯϳϯϱϯϦ ϮϦϰϯϲϱϦϥϲϳϣϦϮϮϯ ϲϣяϨϡϮϯ ϲ ϨϡϺϩϳϯϪ
ϰϡϱϯϬϦϪ, ϰϦϱϲϯϮϡϬϽϮϼ϶ ϩϥϦϮϳϩϵϩϫϡϷϩϯϮϮϼ϶ ϮϯϭϦϱϯϣ ϩϬϩ ϰϯϥϯϢϮϼ϶ ϥϡϮϮϼ϶ ϥϬя ϨϡϺϩϳϼ ϯϳ
ϮϦϲϡϮϫϷϩϯϮϩϱϯϣϡϮϮϯϤϯ ϥϯϲϳϴϰϡ, ϬϩϢϯ ϩϭϦϿϺϩ϶ ϾϬϦϫϳϱϯϮϮϴϿ ϰϯϥϰϩϲϽ;

4. ϹϩϵϱϯϣϡϬϽϮϼ϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ, яϣϬяϿϺϩ϶ϲя ϫϯϭϰϯϮϦϮϳϡϭϩ ϰϱϯϤϱϡϭϭϮϼ϶ ϯϰϦ-
ϱϡϷϩϯϮϮϼ϶ ϲϩϲϳϦϭ, ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϦ ϣϯϨϭϯϧϮϯϲϳϩ ϫϯϳϯϱϼ϶ ϮϦ ϭϯϤϴϳ ϢϼϳϽ ϩϨϭϦϮϦϮϼ ϰϯϬϽ-
ϨϯϣϡϳϦϬяϭϩ, ϫϯϳϯϱϼϦ ϱϡϨϱϡϢϯϳϡϮϼ ϥϬя ϴϲϳϡϮϯϣϫϩ ϰϯϬϽϨϯϣϡϳϦϬϦϭ ϲϡϭϯϲϳϯяϳϦϬϽϮϯ ϢϦϨ ϥϡϬϽϮϦϪ-
ϹϦϪ ϲϴϺϦϲϳϣϦϮϮϯϪ ϰϯϥϥϦϱϧϫϩ ϰϯϲϳϡϣϺϩϫϯϭ ϩ ϳϦ϶ϮϩϸϦϲϫϡя ϥϯϫϴϭϦϮϳϡϷϩя (ϯϰϩϲϡϮϩϦ ϡϬϤϯϱϩϳ-
ϭϯϣ ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶ ϰϱϦϯϢϱϡϨϯϣϡϮϩϪ, ϰϱϯϳϯϫϯϬϼ ϣϨϡϩϭϯϥϦϪϲϳϣϩя, ϯϰϩϲϡϮϩϦ ϩϮϳϦϱϵϦϪϲϯϣ ϩ
ϳ.ϥ.) Ϯϡ ϫϯϳϯϱϼϦ яϣϬяϦϳϲя ϥϯϲϳϴϰϮϯϪ;
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36 τόρσρ 6. ψρϋϏώЫ, ϏτϑρώωϘωσρЮϚωφ ϒσϏςϏυϔ ϒόϏσρ ω ρώϏώωύώϏϒϓЬ

5. ϰϦϱϲϯϮϡϬϽϮϼ϶ ϲϭϡϱϳ-ϫϡϱϳ (ϩϮϳϦϬϬϦϫϳϴϡϬϽϮϼ϶ ϫϡϱϳ), ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϦ ϣϯϨϭϯϧϮϯϲϳϩ ϫϯϳϯϱϼ϶
ϯϤϱϡϮϩϸϦϮϼ ϩϲϰϯϬϽϨϯϣϡϮϩϦϭ ϣ ϯϢϯϱϴϥϯϣϡϮϩϩ ϩϬϩ ϲϩϲϳϦϭϡ϶, ϴϫϡϨϡϮϮϼ϶ ϣ ϰϯϥϰϴϮϫϳϡ϶ »Ϧ» - »ϩ»
ϮϡϲϳϯяϺϦϤϯ ϰϴϮϫϳϡ, ϩϬϩ ϰϦϱϲϯϮϡϬϽϮϼ϶ ϲϭϡϱϳ-ϫϡϱϳ (ϩϮϳϦϬϬϦϫϳϴϡϬϽϮϼ϶ ϫϡϱϳ) ϥϬя ϹϩϱϯϫϯϤϯ ϯϢ-
ϺϦϥϯϲϳϴϰϮϯϤϯ ϰϱϩϭϦϮϦϮϩя, ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϦ ϣϯϨϭϯϧϮϯϲϳϩ ϫϯϳϯϱϼ϶ ϮϦϥϯϲϳϴϰϮϼ ϰϯϬϽϨϯϣϡϳϦ-
ϬϿ ϩ ϫϯϳϯϱϼϦ ϣ ϱϦϨϴϬϽϳϡϳϦ ϲϰϦϷϩϡϬϽϮϯϪ ϱϡϨϱϡϢϯϳϫϩ ϩϭϦϿϳ ϯϤϱϡϮϩϸϦϮϮϼϦ ϣϯϨϭϯϧϮϯϲϳϩ ϨϡϺϩϳϼ
϶ϱϡϮяϺϦϪϲя Ϯϡ Ϯϩ϶ ϰϦϱϲϯϮϡϬϽϮϯϪ ϩϮϵϯϱϭϡϷϩϩ;

6. ϰϱϩϦϭϮϯϪ ϡϰϰϡϱϡϳϴϱϼ ϥϬя ϱϡϥϩϯϣϦϺϡϮϩя, ϫϯϭϭϦϱϸϦϲϫϯϤϯ ϳϦϬϦϣϩϥϦϮϩя ϩϬϩ ϡϮϡϬϯϤϩϸϮϯϪ ϫϯϭ-
ϭϦϱϸϦϲϫϯϪ ϡϰϰϡϱϡϳϴϱϼ ϥϬя ϣϦϺϡϮϩя Ϯϡ ϯϤϱϡϮϩϸϦϮϮϴϿ ϡϴϥϩϳϯϱϩϿ ϢϦϨ ϹϩϵϱϯϣϡϮϩя ϷϩϵϱϯϣϯϤϯ
ϲϩϤϮϡϬϡ, ϫϱϯϭϦ ϲϬϴϸϡϦϣ ϩϲϰϯϬϽϨϯϣϡϮϩя ϹϩϵϱϯϣϡϮϩя ϩϲϫϬϿϸϩϳϦϬϽϮϯ ϥϬя ϴϰϱϡϣϬϦϮϩя ϣϩϥϦϯ- ϩϬϩ
ϡϴϥϩϯϫϡϮϡϬϡϭϩ ϩ ϯϳϰϱϡϣϫϩ ϲϸϦϳϯϣ ϩϬϩ ϣϯϨϣϱϡϳϡ ϩϮϵϯϱϭϡϷϩϩ, ϲϣяϨϡϮϮϯϪ ϲ ϰϱϯϤϱϡϭϭϯϪ, ϰϱϯϣϡϪ-
ϥϦϱϡϭ ϣϦϺϡϮϩя;

7. ϯϢϯϱϴϥϯϣϡϮϩя, ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩϦ ϣϯϨϭϯϧϮϯϲϳϩ ϫϯϳϯϱϯϤϯ ϮϦϥϯϲϳϴϰϮϼ ϰϯϬϽϨϯϣϡϳϦϬϿ, ϲϰϦϷϩ-
ϡϬϽϮϯ ϱϡϨϱϡϢϯϳϡϮϮϯϤϯ ϩ ϯϤϱϡϮϩϸϦϮϮϯϤϯ ϥϬя ϯϲϴϺϦϲϳϣϬϦϮϩя ϲϬϦϥϴϿϺϩ϶ ϵϴϮϫϷϩϪ:

(a) ϩϲϰϯϬϮϦϮϩϦ ϰϱϯϤϱϡϭϭϮϯϤϯ ϯϢϦϲϰϦϸϦϮϩя ϣ ϨϡϺϩϺϦϮϮϯϭ ϯϳ ϫϯϰϩϱϯϣϡϮϩя ϣϩϥϦ;

(b) ϯϢϦϲϰϦϸϦϮϩϦ ϥϯϲϳϴϰϡ ϫ ϨϡϺϩϺϦϮϮϯϭϴ ϯϳ ϫϯϰϩϱϯϣϡϮϩя ϲϯϥϦϱϧϩϭϯϭϴ, ϶ϱϡϮяϺϦϭϴϲя ϳϯϬϽϫϯ
Ϯϡ ϥϯϲϳϴϰϮϯϭ ϥϬя ϸϳϦϮϩя ϮϯϲϩϳϦϬϦ ϩϮϵϯϱϭϡϷϩϩ, ϬϩϢϯ ϥϯϲϳϴϰϡ ϫ ϩϮϵϯϱϭϡϷϩϩ, ϶ϱϡϮяϺϦϪϲя
ϣ ϨϡϹϩϵϱϯϣϡϮϮϯϪ ϵϯϱϭϦ Ϯϡ ϮϯϲϩϳϦϬя϶, ϫϯϤϥϡ Ͼϳϩ ϮϯϲϩϳϦϬϩ ϩϮϵϯϱϭϡϷϩϩ ϰϱϦϥϬϡϤϡϿϳϲя Ϯϡ
ϰϱϯϥϡϧϴ ϮϡϲϦϬϦϮϩϿ ϣ ϩϥϦϮϳϩϸϮϼ϶ ϮϡϢϯϱϡ϶;

(c) ϫϯϮϳϱϯϬϽ ϫϯϰϩϱϯϣϡϮϩя ϡϴϥϩϯ- ϩ ϣϩϥϦϯϩϮϵϯϱϭϡϷϩϩ, ϨϡϺϩϺϦϮϮϯϪ ϡϣϳϯϱϲϫϩϭϩ ϰϱϡϣϡϭϩ;

8. ϹϩϵϱϯϣϡϬϽϮϯϤϯ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϯϤϯ) ϯϢϯϱϴϥϯϣϡϮϩя, ϲϰϦϷϩϡϬϽϮϯ ϱϡϨϱϡϢϯϳϡϮϮϯϤϯ ϩ ϯϤϱϡϮϩϸϦϮ-
ϮϯϤϯ ϰϱϩϭϦϮϦϮϩϦϭ ϥϬя ϢϡϮϫϯϣϲϫϩ϶ ϩϬϩ ϵϩϮϡϮϲϯϣϼ϶ ϯϰϦϱϡϷϩϪ ϣ ϲϯϲϳϡϣϦ ϳϦϱϭϩϮϡϬϯϣ ϦϥϩϮϩϸϮϯϪ
ϰϱϯϥϡϧϩ (ϢϡϮϫϯϭϡϳϯϣ), POS-ϳϦϱϭϩϮϡϬϯϣ ϩ ϳϦϱϭϩϮϡϬϯϣ ϯϰϬϡϳϼ ϱϡϨϬϩϸϮϯϤϯ ϣϩϥϡ ϴϲϬϴϤ, ϫϱϩϰϳϯ-
ϤϱϡϵϩϸϦϲϫϩϦ ϣϯϨϭϯϧϮϯϲϳϩ ϫϯϳϯϱϼ϶ ϮϦ ϭϯϤϴϳ ϢϼϳϽ ϩϨϭϦϮϦϮϼ ϰϯϬϽϨϯϣϡϳϦϬяϭϩ;

9. ϰϯϱϳϡϳϩϣϮϼ϶ ϩϬϩ ϭϯϢϩϬϽϮϼ϶ ϱϡϥϩϯϾϬϦϫϳϱϯϮϮϼ϶ ϲϱϦϥϲϳϣ ϤϱϡϧϥϡϮϲϫϯϤϯ ϮϡϨϮϡϸϦϮϩя (ϮϡϰϱϩϭϦϱ,
ϥϬя ϩϲϰϯϬϽϨϯϣϡϮϩя ϣ ϫϯϭϭϦϱϸϦϲϫϩ϶ ϤϱϡϧϥϡϮϲϫϩ϶ ϲϩϲϳϦϭϡ϶ ϲϯϳϯϣϯϪ ϱϡϥϩϯϲϣяϨϩ), ϫϯϳϯϱϼϦ ϮϦ
ϲϰϯϲϯϢϮϼ ϫ ϲϫϣϯϨϮϯϭϴ ϹϩϵϱϯϣϡϮϩϿ (ϳϯ ϦϲϳϽ ϯϳ ϡϢϯϮϦϮϳϡ ϫ ϡϢϯϮϦϮϳϴ);

10. ϢϦϲϰϱϯϣϯϥϮϯϤϯ ϯϢϯϱϴϥϯϣϡϮϩя, ϯϲϴϺϦϲϳϣϬяϿϺϦϤϯ ϹϩϵϱϯϣϡϮϩϦ ϩϮϵϯϱϭϡϷϩϩ ϳϯϬϽϫϯ ϣ ϱϡϥϩϯϫϡ-
ϮϡϬϦ ϲ ϭϡϫϲϩϭϡϬϽϮϯϪ ϥϡϬϽϮϯϲϳϽϿ ϢϦϲϰϱϯϣϯϥϮϯϤϯ ϥϦϪϲϳϣϩя ϢϦϨ ϴϲϩϬϦϮϩя ϩ ϱϦϳϱϡϮϲϬяϷϩϩ ϭϦϮϦϦ
400 ϭ ϣ ϲϯϯϳϣϦϳϲϳϣϩϩ ϲ ϳϦ϶ϮϩϸϦϲϫϩϭϩ ϴϲϬϯϣϩяϭϩ ϰϱϯϩϨϣϯϥϩϳϦϬя (Ϩϡ ϩϲϫϬϿϸϦϮϩϦϭ ϯϢϯϱϴϥϯϣϡ-
Ϯϩя, ϩϲϰϯϬϽϨϴϦϭϯϤϯ Ϯϡ ϫϱϩϳϩϸϦϲϫϩ ϣϡϧϮϼ϶ ϯϢϻϦϫϳϡ϶);

11. ϹϩϵϱϯϣϡϬϽϮϼ϶ (ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶) ϲϱϦϥϲϳϣ, ϩϲϰϯϬϽϨϴϦϭϼ϶ ϥϬя ϨϡϺϩϳϼ ϳϦ϶ϮϯϬϯϤϩϸϦϲϫϩ϶ ϫϡ-
ϮϡϬϯϣ ϩϮϵϯϱϭϡϷϩϯϮϮϯ-ϳϦϬϦϫϯϭϭϴϮϩϫϡϷϩϯϮϮϼ϶ ϲϩϲϳϦϭ ϩ ϲϦϳϦϪ ϲϣяϨϩ, ϮϦ ϯϳϮϯϲяϺϩ϶ϲя ϫ ϫϱϩϳϩ-
ϸϦϲϫϩ ϣϡϧϮϼϭ ϯϢϻϦϫϳϡϭ;

12. ϳϯϣϡϱϯϣ, ϴ ϫϯϳϯϱϼ϶ ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϡя ϵϴϮϫϷϩя ϤϡϱϡϮϳϩϱϯϣϡϮϮϯ ϨϡϢϬϯϫϩϱϯϣϡϮϡ ϰϱϯϩϨϣϯϥϩϳϦ-
ϬϦϭ.

ϐϯϬϮϼϪ ϳϦϫϲϳ ϰϯϲϳϡϮϯϣϬϦϮϩя ϩ ϰϱϩϬϯϧϦϮϩя ϫ ϮϦϭϴ ϭϯϧϮϯ ϰϱϯϸϩϳϡϳϽ ϨϥϦϲϽ: http://government.ru/
gov/results/18742/.

6.2. ϔϫϡϨ ϐϱϦϨϩϥϦϮϳϡ ϑϕ ϯϳ 3 ϡϰϱϦϬя 1995 № 334
ϔϫϡϨ ϨϡϰϱϦϺϡϦϳ ϥϦяϳϦϬϽϮϯϲϳϽ ϿϱϩϥϩϸϦϲϫϩ϶ ϩ ϵϩϨϩϸϦϲϫϩ϶ ϬϩϷ, ϲϣяϨϡϮϮϴϿ ϲ ϱϡϨϱϡϢϯϳϫϯϪ, ϰϱϯϩϨϣϯϥ-
ϲϳϣϯϭ, ϱϦϡϬϩϨϡϷϩϦϪ ϩ ϾϫϲϰϬϴϡϳϡϷϩϦϪ ϹϩϵϱϯϣϡϬϽϮϼ϶ ϲϱϦϥϲϳϣ, ϡ ϳϡϫϧϦ ϨϡϺϩϺϦϮϮϼ϶ ϳϦ϶ϮϩϸϦϲϫϩ϶ ϲϱϦϥϲϳϣ
϶ϱϡϮϦϮϩя, ϯϢϱϡϢϯϳϫϩ ϩ ϰϦϱϦϥϡϸϩ ϩϮϵϯϱϭϡϷϩϩ, ϰϱϦϥϯϲϳϡϣϬϦϮϩϦϭ ϴϲϬϴϤ ϣ ϯϢϬϡϲϳϩ ϹϩϵϱϯϣϡϮϩя ϩϮϵϯϱ-
ϭϡϷϩϩ ϢϦϨ ϬϩϷϦϮϨϩϪ, ϡ ϳϡϫϧϦ ϣϣϯϨ ϹϩϵϱϯϣϡϬϽϮϼ϶ ϲϱϦϥϲϳϣ ϩϮϯϲϳϱϡϮϮϯϤϯ ϰϱϯϩϨϣϯϥϲϳϣϡ ϢϦϨ ϬϩϷϦϮϨϩϩ
ύϩϮϩϲϳϦϱϲϳϣϡ ϣϮϦϹϮϩ϶ ϾϫϯϮϯϭϩϸϦϲϫϩ϶ ϲϣяϨϦϪ ϑϯϲϲϩϪϲϫϯϪ ϕϦϥϦϱϡϷϩϩ[72].
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6.3. ϕϦϥϦϱϡϬьϮыϪ ϨϡϫϯϮ ϑϯϲϲϩϪϲϫϯϪ ϕϦϥϦϱϡϷϩϩ ϯϳ 28 ϩюϬя 2012
Ϥ. № 139-ϕψ

ϕϦϥϦϱϡϬьϮыϪ ϨϡϫϯϮ ϑϯϲϲϩϪϲϫϯϪ ϕϦϥϦϱϡϷϩϩ ϯϳ 28 ϩюϬя 2012 Ϥ. № 139-ϕψ «Ϗ ϣϮϦϲϦϮϩϩ ϩϨϭϦϮϦ-
ϮϩϪ ϣ ϕϦϥϦϱϡϬьϮыϪ ϨϡϫϯϮ ”Ϗ ϨϡϺϩϳϦ ϥϦϳϦϪ ϯϳ ϩϮϵϯϱϭϡϷϩϩ, ϰϱϩϸϩϮяюϺϦϪ ϣϱϦϥ ϩ϶ Ϩϥϯϱϯϣью
ϩ ϱϡϨϣϩϳϩю” ϩ ϯϳϥϦϬьϮыϦ ϨϡϫϯϮϯϥϡϳϦϬьϮыϦ ϡϫϳы ϑϯϲϲϩϪϲϫϯϪ ϕϦϥϦϱϡϷϩϩ», ϳϡϫϧϦ ϩϨϣϦϲϳϮϼϪ ϫϡϫ
ψϡϫϯϮϯϰϱϯϦϫϳ № 89417-6 — ϨϡϫϯϮ, ϴϲϳϡϮϯϣϹϩϪ ϷϦϮϨϴϱϴ ϣ ϱϯϲϲϩϪϲϫϯϭ ϲϦϤϭϦϮϳϦ ϲϦϳϩ ωϮϳϦϱϮϦϳ. ϒϯ-
ϤϬϡϲϮϯ ϨϡϫϯϮϴ, ϣ ϑϯϲϲϩϩ ϲϯϨϥϡϦϳϲя «φϥϩϮϼϪ ϱϦϦϲϳϱ ϥϯϭϦϮϮϼ϶ ϩϭϦϮ ϩ (ϩϬϩ) ϴϮϩϣϦϱϲϡϬϽϮϼ϶ ϴϫϡϨϡϳϦϬϦϪ
ϲϳϱϡϮϩϷ ϲϡϪϳϯϣ ϣ ϲϦϳϩ ωϮϳϦϱϮϦϳ ϩ ϲϦϳϦϣϼ϶ ϡϥϱϦϲϯϣ ϲϡϪϳϯϣ ϣ ϲϦϳϩ ωϮϳϦϱϮϦϳ, ϲϯϥϦϱϧϡϺϩ϶ ϩϮϵϯϱϭϡ-
ϷϩϿ, ϨϡϰϱϦϺϦϮϮϴϿ ϫ ϱϡϲϰϱϯϲϳϱϡϮϦϮϩϿ Ϯϡ ϳϦϱϱϩϳϯϱϩϩ ϑϯϲϲϩϪϲϫϯϪ ϕϦϥϦϱϡϷϩϩ ϵϦϥϦϱϡϬϽϮϼϭϩ Ϩϡϫϯ-
Ϯϡϭϩ», ϣ ϫϯϳϯϱϼϪ ϣϮϯϲяϳϲя ϥϯϭϦϮϮϼϦ ϩϭϦϮϡ ϩϬϩ ϲϲϼϬϫϩ Ϯϡ ϲϳϱϡϮϩϷϼ. σ ϳϦϸϦϮϩϩ ϲϴϳϯϫ ϯ ϣϮϦϲϦϮϩϩ ϣ
ϲϰϩϲϯϫ ϥϯϬϧϦϮ ϢϼϳϽ ϰϱϯϩϮϵϯϱϭϩϱϯϣϡϮ ϣϬϡϥϦϬϦϷ ϲϡϪϳϡ, ϦϲϬϩ ϣϬϡϥϦϬϦϷ ϮϦ ϴϥϡϬϩϳ ϩϮϵϯϱϭϡϷϩϿ, ϩϨ-Ϩϡ
ϫϯϳϯϱϯϪ ϲϳϱϡϮϩϷϡ ϰϯϰϡϬϡ ϣ ϱϦϦϲϳϱ, ϳϯ ϶ϯϲϳϩϮϤ-ϰϱϯϣϡϪϥϦϱ ϯϢяϨϡϮ ϨϡϢϬϯϫϩϱϯϣϡϳϽ ϲϡϪϳ, ϳϯϧϦ ϣ ϳϦϸϦϮϩϩ
ϲϴϳϯϫ. φϲϬϩ ϩ ϯϮ Ͼϳϯ ϮϦ ϥϦϬϡϦϳ, ϳϯ ϥϯϲϳϴϰ ϫ ϲϡϪϳϴ ϯϢяϨϡϮϼ ϯϤϱϡϮϩϸϩϳϽ ϯϰϦϱϡϳϯϱϼ ϲϣяϨϩ.
ϐϱϯϳϩϣ ϥϡϮϮϯϤϯ ϨϡϫϯϮϡ ϣϼϲϫϡϨϡϬϩϲϽ: ϒϯϣϦϳ ϰϯ ϰϱϡϣϡϭ ϸϦϬϯϣϦϫϡ ϰϱϩ ϰϱϦϨϩϥϦϮϳϦ ϑϕ[73], ϑϴϲϲϫϡя σϩϫϩϰϦϥϩя[74],
ϠϮϥϦϫϲ[75], Google[76], LiveJournal[77], σϫϯϮϳϡϫϳϦ[78].
ψϡϫϯϮϯϰϱϯϦϫϳ ϢϼϬ ϰϱϩϮяϳ τϯϲϴϥϡϱϲϳϣϦϮϮϯϪ υϴϭϯϪ ϑϯϲϲϩϪϲϫϯϪ ϕϦϥϦϱϡϷϩϩ 11 ϩϿϬя 2012 Ϥϯϥϡ ϣϯ ϣϳϯ-
ϱϯϭ ϩ ϳϱϦϳϽϦϭ ϸϳϦϮϩϩ[79].
28 ϩϿϬя ϨϡϫϯϮϯϰϱϯϦϫϳ ϢϼϬ ϰϯϥϰϩϲϡϮ ϰϱϦϨϩϥϦϮϳϯϭ ϑϕ σϬϡϥϩϭϩϱϯϭ ϐϴϳϩϮϼϭ, ϡ 30 ϩϿϬя 2012 Ϥϯϥϡ
ϢϼϬ ϯϰϴϢϬϩϫϯϣϡϮ ϩ ϣϲϳϴϰϩϬ ϣ ϲϩϬϴ[80, 81].
ϒϯϤϬϡϲϮϯ ϐϯϲϳϡϮϯϣϬϦϮϩϿ ϐϱϡϣϩϳϦϬϽϲϳϣϡ ϑϯϲϲϩϪϲϫϯϪ ϕϦϥϦϱϡϷϩϩ ϯϳ 26 ϯϫϳяϢϱя 2012 Ϥϯϥϡ № 1101,
ϯϱϤϡϮϩϨϡϷϩϦϪ, ϲϯϲϳϡϣϬяϿϺϦϪ ϲϰϩϲϯϫ ϨϡϰϱϦϺϦϮϮϼ϶ ϲϡϪϳϯϣ, ϲϳϡϬ ϑϯϲϫϯϭϮϡϥϨϯϱ[82].
1 ϮϯяϢϱя 2012 Ϥϯϥϡ Ϯϡ ϲϡϪϳϦ http://zapret-info.gov.ru ϰϯяϣϩϬϡϲϽ ϵϯϱϭϡ ϥϬя ϰϱϯϣϦϱϫϩ ϮϡϬϩϸϩя ϲϡϪϳϡ ϣ
ϸϦϱϮϯϭ ϲϰϩϲϫϦ, ϡ ϳϡϫϧϦ ϵϯϱϭϡ ϥϬя ϧϡϬϯϢϼ Ϯϡ ϫϯϮϳϦϮϳ ϣ ϲϦϳϩ. ϐϯϬϮϯϲϳϽϿ ϲϰϩϲϯϫ ϮϦ ϰϴϢϬϩϫϴϦϳϲя.
ϐϯϬϮϼϪ ϳϦϫϲϳ ϵϦϥϦϱϡϬϽϮϯϤϯ ϨϡϫϯϮϡ: http://rg.ru/2012/07/30/zakon-dok.html.

6.4. ϒϏϑύ
ϒϩϲϳϦϭϡ ϳϦ϶ϮϩϸϦϲϫϩ϶ ϲϱϦϥϲϳϣ ϥϬя ϯϢϦϲϰϦϸϦϮϩя ϵϴϮϫϷϩϪ ϯϰϦϱϡϳϩϣϮϯ-ϱϯϨыϲϫϮы϶ ϭϦϱϯϰϱϩяϳϩϪ
(ϒϏϑύ) — ϫϯϭϰϬϦϫϲ ϳϦ϶ϮϩϸϦϲϫϩ϶ ϲϱϦϥϲϳϣϡ, ϮϡϰϱϡϣϬϦϮϮϼ϶ Ϯϡ ϯϢϦϲϰϦϸϦϮϩϦ ϣϯϨϭϯϧϮϯϲϳϩ ϰϱϯϣϦϥϦϮϩя
ϯϰϦϱϡϳϩϣϮϯ-ϱϯϨϼϲϫϮϼ϶ ϭϦϱϯϰϱϩяϳϩϪ ϣ ϲϦϳя϶ ϳϦϬϦϵϯϮϮϯϪ, ϰϯϥϣϩϧϮϯϪ ϩ ϢϦϲϰϱϯϣϯϥϮϯϪ ϲϣяϨϩ ϩ ϲϦϳя϶
ϰϦϱϲϯϮϡϬϽϮϯϤϯ ϱϡϥϩϯϣϼϨϯϣϡ ϯϢϺϦϤϯ ϰϯϬϽϨϯϣϡϮϩя.
ϐϯϲϳϡϣϺϩϫϩ ϴϲϬϴϤ ϲϣяϨϩ ϯϢяϨϡϮϼ ϴϲϳϡϮϡϣϬϩϣϡϳϽ ϒϏϑύ Ϩϡ ϲϣϯϩ ϥϦϮϽϤϩ.
ϒϬϦϥϴϦϳ ϱϡϨϬϩϸϡϳϽ ϒϏϑύ-1, ϲϯϨϥϡϮϮϼϪ ϥϬя ϰϱϯϲϬϴϹϩϣϡϮϩя ϳϦϬϦϵϯϮϮϼ϶ ϱϡϨϤϯϣϯϱϯϣ, ϒϏϑύ-2, ϲϯ-
ϨϥϡϮϮϼϪ ϥϬя ϰϱϯϳϯϫϯϬϩϨϡϷϩϩ ωϮϳϦϱϮϦϳ-ϲϯϦϥϩϮϦϮϩϪ[83] ϩ ϒϏϑύ-3 — ϫϯϭϰϬϦϫϲ, ϰϱϦϥϮϡϨϮϡϸϦϮϮϼϪ
ϥϬя ϲϢϯϱϡ, ϶ϱϡϮϦϮϩя ϩ ϯϢϱϡϢϯϳϫϩ ϩϮϵϯϱϭϡϷϩϩ ϯϢ ϡϢϯϮϦϮϳϡ϶ ϩ ϯϫϡϨϡϮϮϼ϶ ϩϭ ϴϲϬϴϤϡϭ ϲϣяϨϩ, ϡ ϳϡϫϧϦ
ϥϬя ϰϱϦϥϯϲϳϡϣϬϦϮϩя ϯϰϦϱϡϳϩϣϮϯϤϯ ϥϯϲϳϴϰϡ ϫ Ͼϳϩϭ ϥϡϮϮϼϭ[84]. σ ϮϯϱϭϡϳϩϣϮϯ-ϰϱϡϣϯϣϼ϶ ϡϫϳϡ϶ ϣϲϳϱϦ-
ϸϡϦϳϲя ϳϯϬϽϫϯ ϳϦϱϭϩϮ «ϒϏϑύ», ϳϦϱϭϩϮϼ «ϒϏϑύ-2» ϩ «ϒϏϑύ-3» яϣϬяϿϳϲя ϴϲϬϯϣϮϼϭϩ[85].

6.4.1. ϒϏϑύ-1
ϒϩϲϳϦϭϡ ϳϦ϶ϮϩϸϦϲϫϩ϶ ϲϱϦϥϲϳϣ ϰϯ ϯϢϦϲϰϦϸϦϮϩю ϯϰϦϱϡϳϩϣϮϯ-ϱϯϨыϲϫϮы϶ ϭϦϱϯϰϱϩяϳϩϪ Ϯϡ ϲϦϳя϶
ϰϯϥϣϩϧϮϯϪ ϱϡϥϩϯϳϦϬϦϵϯϮϮϯϪ ϲϣяϨϩ (ϒϏϑύ ϒϐϑϒ) — ϲϩϲϳϦϭϡ ϰϱϯϲϬϴϹϩϣϡϮϩя ϳϦϬϦϵϯϮϮϼ϶ ϱϡϨ-
Ϥϯϣϯϱϯϣ ϩ ϴϲϳϡϮϯϣϬϦϮϩя ϭϦϲϳϯϰϯϬϯϧϦϮϩя ϡϢϯϮϦϮϳϯϣ. ϒϏϑύ ϒϐϑϒ ϥϯϬϧϮϡ ϯϢϦϲϰϦϸϩϣϡϳϽ[86]:

1. ϫϯϮϳϱϯϬϽ ϩϲ϶ϯϥяϺϩ϶ ϩ ϣ϶ϯϥяϺϩ϶ ϣϼϨϯϣϯϣ ϫϯϮϳϱϯϬϩϱϴϦϭϼ϶ ϰϯϥϣϩϧϮϼ϶ ϡϢϯϮϦϮϳϯϣ ϣ ϒϐϑϒ;

2. ϫϯϮϳϱϯϬϽ ϩϲ϶ϯϥяϺϩ϶ ϣϼϨϯϣϯϣ (ϭϦϲϳϮϼ϶, ϣϮϴϳϱϩϨϯϮϯϣϼ϶, ϭϦϧϥϴϤϯϱϯϥϮϼ϶ ϩ ϭϦϧϥϴϮϡϱϯϥϮϼ϶) ϯϳ
ϣϲϦ϶ ϡϢϯϮϦϮϳϯϣ ϒϐϑϒ ϫ ϯϰϱϦϥϦϬϦϮϮϼϭ ϡϢϯϮϦϮϳϡϭ (ϡϮϡϬϩϨ ϰϯ ϮϯϭϦϱϴ σ);

3. ϰϱϦϥϯϲϳϡϣϬϦϮϩϦ ϥϡϮϮϼ϶ ϯ ϭϦϲϳϯϰϯϬϯϧϦϮϩϩ ϫϯϮϳϱϯϬϩϱϴϦϭϼ϶ ϰϯϥϣϩϧϮϼ϶ ϡϢϯϮϦϮϳϯϣ (ϐρ), ϰϯ-
ϥϣϩϧϮϼ϶ ϲϳϡϮϷϩϪ (ϐϒ) ϰϱϩ ϩ϶ ϰϦϱϦϭϦϺϦϮϩϩ ϰϯ ϒϐϑϒ;
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38 τόρσρ 6. ψρϋϏώЫ, ϏτϑρώωϘωσρЮϚωφ ϒσϏςϏυϔ ϒόϏσρ ω ρώϏώωύώϏϒϓЬ

4. ϲϯ϶ϱϡϮϦϮϩϦ ϫϯϮϳϱϯϬя Ϩϡ ϴϲϳϡϮϯϣϬϦϮϮϼϭ ϲϯϦϥϩϮϦϮϩϦϭ ϰϱϩ ϰϱϯϷϦϥϴϱϡ϶ ϰϦϱϦϥϡϸϩ ϴϰϱϡϣϬϦϮϩя ϣϼ-
Ϩϯϣϯϭ (handover) ϫϡϫ ϭϦϧϥϴ ϢϡϨϯϣϼϭϩ ϲϳϡϮϷϩяϭϩ (ςϒ) ϣ ϰϱϦϥϦϬϡ϶ ϯϥϮϯϤϯ ϷϦϮϳϱϡ ϫϯϭϭϴϳϡϷϩϩ
ϰϯϥϣϩϧϮϯϪ ϲϣяϨϩ (ϗϋϐ), ϳϡϫ ϩ ϱϡϨϮϼ϶ ϗϋϐ;

5. ϫϯϮϳϱϯϬϽ ϣϼϨϯϣϯϣ ϰϱϩ ϰϱϦϥϯϲϳϡϣϬϦϮϩϩ ϐρ ϥϯϰϯϬϮϩϳϦϬϽϮϼ϶ ϴϲϬϴϤ ϲϣяϨϩ, ϣ ϸϡϲϳϮϯϲϳϩ, ϩϨϭϦϮя-
ϿϺϩ϶ ϮϡϰϱϡϣϬϦϮϩϦ ϣϼϨϯϣϡ (Call Forwarding). ϐϱϩ ϰϱϦϥϯϲϳϡϣϬϦϮϩϩ ϐρ ϳϡϫϯϪ ϴϲϬϴϤϩ ϣ ϰϱϯϷϦϲϲϦ
ϴϲϳϡϮϯϣϬϦϮϩя ϲϯϦϥϩϮϦϮϩя ϥϯϬϧϮϼ ϫϯϮϳϱϯϬϩϱϯϣϡϳϽϲя ϮϯϭϦϱϡ, Ϯϡ ϫϯϳϯϱϼϦ ϣϼϨϯϣ ϰϦϱϦϮϡϰϱϡϣϬя-
Ϧϳϲя (ϣϯϨϭϯϧϮϯ ϮϦϯϥϮϯϫϱϡϳϮϯϦ ϰϦϱϦϮϡϰϱϡϣϬϦϮϩϦ ϣϼϨϯϣϡ ϥϯ ϴϲϳϡϮϯϣϬϦϮϩя ϱϡϨϤϯϣϯϱϮϯϤϯ ϲϯϲϳϯя-
Ϯϩя);

6. ϫϯϮϳϱϯϬϽ Ϩϡ ϲϯϦϥϩϮϦϮϩяϭϩ, ϯϢϦϲϰϦϸϩϣϡϿϺϩϭϩ ϰϦϱϦϥϡϸϴ ϳϦϬϦϵϯϮϮϯϪ ϩ ϮϦϳϦϬϦϵϯϮϮϯϪ ϩϮϵϯϱ-
ϭϡϷϩϩ (ϰϦϱϦϥϡϸϡ ϥϡϮϮϼ϶, ϵϡϫϲϩϭϩϬϽϮϡя ϲϣяϨϽ, ϫϯϱϯϳϫϩϦ ϲϯϯϢϺϦϮϩя);

7. ϰϱϩ ϰϱϦϥϯϲϳϡϣϬϦϮϩϩ ϫϯϮϳϱϯϬϩϱϴϦϭϯϭϴ ϐρ ϥϯϰϯϬϮϩϳϦϬϽϮϯϪ ϴϲϬϴϤϩ, ϯϢϦϲϰϦϸϩϣϡϿϺϦϪ ϣϯϨϭϯϧ-
ϮϯϲϳϽ ϐρ ϯϥϮϯϣϱϦϭϦϮϮϯϤϯ ϱϡϨϤϯϣϯϱϡ ϲ ϮϦϲϫϯϬϽϫϩϭϩ ϡϢϯϮϦϮϳϡϭϩ, ϮϡϰϱϩϭϦϱ «ϫϯϮϵϦϱϦϮϷϲϣяϨϽ»,
ϥϯϬϧϮϼ ϫϯϮϳϱϯϬϩϱϯϣϡϳϽϲя ϮϯϭϦϱϡ ϣϲϦ϶ ϡϢϯϮϦϮϳϯϣ;

8. ϣϯϨϭϯϧϮϯϲϳϽ ϰϯϬϴϸϦϮϩя ϰϯ Ϩϡϰϱϯϲϴ ϲ ϰϴϮϫϳϡ ϴϰϱϡϣϬϦϮϩя (ϐϔ) ϩϮϵϯϱϭϡϷϩϩ ϯ ϐρ ϰϯ ϦϤϯ ϩϥϦϮϳϩ-
ϵϩϫϡϳϯϱϴ ϩϬϩ ϰϱϩϲϣϯϦϮϮϯϭϴ ϮϯϭϦϱϴ ϳϦϬϦϵϯϮϮϯϪ ϲϦϳϩ ϯϢϺϦϤϯ ϰϯϬϽϨϯϣϡϮϩя (ϓϵϏϐ), ϷϩϵϱϯϣϯϪ
ϲϦϳϩ ϲ ϩϮϳϦϤϱϡϷϩϦϪ ϲϬϴϧϢ (ϗϒωϒ), ϡ ϩϭϦϮϮϯ ϰϱϦϥϯϲϳϡϣϬяϦϭϼϦ ϥϡϮϮϯϭϴ ϐρ ϴϲϬϴϤϩ ϲϣяϨϩ.

6.4.2. ϒϏϑύ-2
ϒϏϑύ-2— ϫϯϭϰϬϦϫϲ ϳϦ϶ϮϩϸϦϲϫϩ϶ ϲϱϦϥϲϳϣ, ϮϡϰϱϡϣϬϦϮϮϼ϶ Ϯϡ ϯϲϴϺϦϲϳϣϦϮϮϩϦ ϯϰϦϱϡϳϩϣϮϯ-ϱϯϨϼϲϫϮϼ϶
ϭϦϱϯϰϱϩяϳϩϪ ϰϴϳϦϭ ϬϯϤϤϩϱϯϣϡϮϩя ϩ ϰϦϱϦ϶ϣϡϳϡ ωϮϳϦϱϮϦϳ-ϳϱϡϵϩϫϡ.
ϒϦϳϽ ϰϦϱϦϥϡϸϩ ϥϡϮϮϼ϶ ϯϢϦϲϰϦϸϩϣϡϦϳ ϳϦ϶ϮϩϸϦϲϫϴϿ ϣϯϨϭϯϧϮϯϲϳϽ ϰϦϱϦϥϡϸϩ Ϯϡ ϰϴϮϫϳ ϴϰϱϡϣϬϦϮϩя Ϗϑύ
ϲϬϦϥϴϿϺϦϪ ϩϮϵϯϱϭϡϷϩϩ, ϯϳϮϯϲяϺϦϪϲя ϫ ϫϯϮϳϱϯϬϩϱϴϦϭϼϭ ϲϯϦϥϩϮϦϮϩяϭ ϩ (ϩϬϩ) ϲϯϯϢϺϦϮϩяϭ ϾϬϦϫ-
ϳϱϯϲϣяϨϩ, ϣ ϰϱϯϷϦϲϲϦ ϴϲϳϡϮϯϣϬϦϮϩя ϲϯϦϥϩϮϦϮϩϪ ϩ (ϩϬϩ) ϰϦϱϦϥϡϸϩ ϲϯϯϢϺϦϮϩϪ ϾϬϦϫϳϱϯϲϣяϨϩ[87]:

1. ϯ ϣϼϥϦϬϦϮϮϼ϶ ϡϢϯϮϦϮϳϴ (ϰϯϬϽϨϯϣϡϳϦϬϿ) ϲϦϳϦϣϼ϶ ϡϥϱϦϲϡ϶ (IP-ϡϥϱϦϲϡ϶) ϥϯ ϱϦϡϬϩϨϡϷϩϩ ϵϴϮϫϷϩϩ
ϰϱϦϯϢϱϡϨϯϣϡϮϩя (ϳϱϡϮϲϬяϷϩϩ) ϲϦϳϦϣϼ϶ ϡϥϱϦϲϯϣ ϩ ϥϯ ϮϡϸϡϬϡ ϰϦϱϦϥϡϸϩ ϰϦϱϣϯϤϯ ϩϮϵϯϱϭϡϷϩϯϮϮϯϤϯ
ϰϡϫϦϳϡ, ϡ ϳϡϫϧϦ ϩϮϵϯϱϭϡϷϩϩ ϯ ϨϡϣϦϱϹϦϮϩϩ ϫϯϮϳϱϯϬϩϱϴϦϭϯϤϯ ϲϯϦϥϩϮϦϮϩя;

2. ϰϦϱϦϥϡϣϡϦϭϯϪ ϣ ϫϯϮϳϱϯϬϩϱϴϦϭϯϭ ϲϯϦϥϩϮϦϮϩϩ ϩ (ϩϬϩ) ϲϯϯϢϺϦϮϩϩ ϾϬϦϫϳϱϯϲϣяϨϩ, ϣϫϬϿϸϡя ϩϮϵϯϱ-
ϭϡϷϩϿ, ϲϣяϨϡϮϮϴϿ ϲ ϯϢϦϲϰϦϸϦϮϩϦϭ ϰϱϯϷϦϲϲϡ ϯϫϡϨϡϮϩя ϴϲϬϴϤ ϲϣяϨϩ ϣ ϳϯϭ ϣϩϥϦ ϩ ϰϯϲϬϦϥϯϣϡϳϦϬϽ-
Ϯϯϲϳϩ, ϣ ϫϯϳϯϱϼ϶ ϳϡϫϡя ϩϮϵϯϱϭϡϷϩя ϰϯϲϳϴϰϡϬϡ ϲ ϰϯϬϽϨϯϣϡϳϦϬϽϲϫϯϤϯ (ϯϫϯϮϦϸϮϯϤϯ) ϯϢϯϱϴϥϯϣϡϮϩя
ϩϬϩ ϩϨ ϰϱϩϲϯϦϥϩϮϦϮϮϯϪ ϲϦϳϩ ϲϣяϨϩ;

3. ϯ ϭϦϲϳϯϰϯϬϯϧϦϮϩϩ ϰϯϬϽϨϯϣϡϳϦϬϽϲϫϯϤϯ (ϯϫϯϮϦϸϮϯϤϯ) ϯϢϯϱϴϥϯϣϡϮϩя, ϩϲϰϯϬϽϨϴϦϭϯϤϯ ϥϬя ϰϦϱϦϥϡ-
ϸϩ (ϰϱϩϦϭϡ) ϩϮϵϯϱϭϡϷϩϩ ϫϯϮϳϱϯϬϩϱϴϦϭϯϤϯ ϲϯϦϥϩϮϦϮϩя ϩ (ϩϬϩ) ϲϯϯϢϺϦϮϩя ϾϬϦϫϳϱϯϲϣяϨϩ, Ϩϡ ϩϲ-
ϫϬϿϸϦϮϩϦϭ ϲϦϳϦϪ ϰϦϱϦϥϡϸϩ ϥϡϮϮϼ϶, ϣ ϫϯϳϯϱϼ϶ ϮϦ ϰϱϦϥϴϲϭϯϳϱϦϮϡ ϳϦ϶ϮϯϬϯϤϩϸϦϲϫϡя ϣϯϨϭϯϧϮϯϲϳϽ
ϯϰϱϦϥϦϬϦϮϩя ϭϦϲϳϯϰϯϬϯϧϦϮϩя ϰϯϬϽϨϯϣϡϳϦϬϽϲϫϯϤϯ (ϯϫϯϮϦϸϮϯϤϯ) ϯϢϯϱϴϥϯϣϡϮϩя.

6.4.3. ϒϏϑύ-3
ϒϏϑύ-3 — ϫϯϭϰϬϦϫϲ ϳϦ϶ϮϩϸϦϲϫϩ϶ ϲϱϦϥϲϳϣ, ϰϱϦϥϮϡϨϮϡϸϦϮϮϼϪ ϥϬя ϲϢϯϱϡ, ϶ϱϡϮϦϮϩя ϩ ϯϢϱϡϢϯϳϫϩ ϩϮ-
ϵϯϱϭϡϷϩϩ ϯϢ ϡϢϯϮϦϮϳϡ϶ ϩ ϯϫϡϨϡϮϮϼ϶ ϩϭ ϴϲϬϴϤϡϭ ϲϣяϨϩ, ϡ ϳϡϫϧϦ ϥϬя ϰϱϦϥϯϲϳϡϣϬϦϮϩя ϯϰϦϱϡϳϩϣϮϯϤϯ
ϥϯϲϳϴϰϡ ϫ Ͼϳϩϭ ϥϡϮϮϼϭ.
ϏϰϦϱϡϳϯϱ ϲϣяϨϩ ϯϢяϨϡϮ ϲϣϯϦϣϱϦϭϦϮϮϯ ϯϢϮϯϣϬяϳϽ ϩϮϵϯϱϭϡϷϩϿ, ϲϯϥϦϱϧϡϺϴϿϲя ϣ ϢϡϨϡ϶ ϥϡϮϮϼ϶ ϯϢ ϡϢϯ-
ϮϦϮϳϡ϶ ϯϰϦϱϡϳϯϱϡ ϲϣяϨϩ ϩ ϯϫϡϨϡϮϮϼ϶ ϩϭ ϴϲϬϴϤϡ϶ ϲϣяϨϩ.
ςϡϨϼ ϥϡϮϮϼ϶ ϥϯϬϧϮϼ ϲϯϥϦϱϧϡϳϽ ϲϬϦϥϴϿϺϴϿ ϩϮϵϯϱϭϡϷϩϿ ϯϢ ϡϢϯϮϦϮϳϡ϶ ϯϰϦϱϡϳϯϱϡ ϲϣяϨϩ:

1. ϵϡϭϩϬϩя, ϩϭя, ϯϳϸϦϲϳϣϯ, ϭϦϲϳϯ ϧϩϳϦϬϽϲϳϣϡ ϩ ϱϦϫϣϩϨϩϳϼ ϯϲϮϯϣϮϯϤϯ ϥϯϫϴϭϦϮϳϡ, ϴϥϯϲϳϯϣϦϱяϿϺϦ-
Ϥϯ ϬϩϸϮϯϲϳϽ, ϰϱϦϥϲϳϡϣϬϦϮϮϼϦ ϰϱϩ ϬϩϸϮϯϭ ϰϱϦϥϻяϣϬϦϮϩϩ ϡϢϯϮϦϮϳϯϭ ϴϫϡϨϡϮϮϯϤϯ ϥϯϫϴϭϦϮϳϡ, —
ϥϬя ϡϢϯϮϦϮϳϡ-ϤϱϡϧϥϡϮϩϮϡ;
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2. ϮϡϩϭϦϮϯϣϡϮϩϦ (ϵϩϱϭϦϮϮϯϦ ϮϡϩϭϦϮϯϣϡϮϩϦ) ϿϱϩϥϩϸϦϲϫϯϤϯ ϬϩϷϡ, ϦϤϯ ϭϦϲϳϯ Ϯϡ϶ϯϧϥϦϮϩя, ϡ ϳϡϫϧϦ
ϲϰϩϲϯϫ ϬϩϷ, ϩϲϰϯϬϽϨϴϿϺϩ϶ ϯϫϯϮϦϸϮϯϦ ϯϢϯϱϴϥϯϣϡϮϩϦ ϿϱϩϥϩϸϦϲϫϯϤϯ ϬϩϷϡ, ϨϡϣϦϱϦϮϮϼϪ ϴϰϯϬϮϯ-
ϭϯϸϦϮϮϼϭ ϰϱϦϥϲϳϡϣϩϳϦϬϦϭ ϿϱϩϥϩϸϦϲϫϯϤϯ ϬϩϷϡ, ϣ ϫϯϳϯϱϯϭ ϴϫϡϨϡϮϼ ϩ϶ ϵϡϭϩϬϩϩ, ϩϭϦϮϡ, ϯϳϸϦ-
ϲϳϣϡ, ϭϦϲϳϡ ϧϩϳϦϬϽϲϳϣϡ ϩ ϱϦϫϣϩϨϩϳϼ ϯϲϮϯϣϮϯϤϯ ϥϯϫϴϭϦϮϳϡ, ϴϥϯϲϳϯϣϦϱяϿϺϦϤϯ ϬϩϸϮϯϲϳϽ, — ϥϬя
ϡϢϯϮϦϮϳϡ-ϿϱϩϥϩϸϦϲϫϯϤϯ ϬϩϷϡ;

3. ϲϣϦϥϦϮϩя ϢϡϨ ϥϡϮϮϼ϶ ϯ ϱϡϲϸϦϳϡ϶ Ϩϡ ϯϫϡϨϡϮϮϼϦ ϴϲϬϴϤϩ ϲϣяϨϩ, ϣ ϳϯϭ ϸϩϲϬϦ ϯ ϲϯϦϥϩϮϦϮϩя϶, ϳϱϡϵϩϫϦ
ϩ ϰϬϡϳϦϧϡ϶ ϡϢϯϮϦϮϳϯϣ.

ϔϫϡϨϡϮϮϡя ϩϮϵϯϱϭϡϷϩя ϥϯϬϧϮϡ ϶ϱϡϮϩϳϽϲя ϯϰϦϱϡϳϯϱϯϭ ϲϣяϨϩ ϣ ϳϦϸϦϮϩϦ 3 ϬϦϳ ϩ ϰϱϦϥϯϲϳϡϣϬяϳϽϲя ϯϱϤϡ-
Ϯϡϭ ϵϦϥϦϱϡϬϽϮϯϪ ϲϬϴϧϢϼ ϢϦϨϯϰϡϲϮϯϲϳϩ, ϡ ϣ ϲϬϴϸϡϦ ϯϳϲϴϳϲϳϣϩя ϴ ϯϱϤϡϮϯϣ ϵϦϥϦϱϡϬϽϮϯϪ ϲϬϴϧϢϼ ϢϦϨ-
ϯϰϡϲϮϯϲϳϩ ϮϦϯϢ϶ϯϥϩϭϼ϶ ϯϰϦϱϡϳϩϣϮϯ-ϳϦ϶ϮϩϸϦϲϫϩ϶ ϣϯϨϭϯϧϮϯϲϳϦϪ ϥϬя ϰϱϯϣϦϥϦϮϩя ϯϰϦϱϡϳϩϣϮϯ-ϱϡϨϼϲϫϮϼ϶
ϭϦϱϯϰϱϩяϳϩϪ, ϲϣяϨϡϮϮϼ϶ ϲ ϩϲϰϯϬϽϨϯϣϡϮϩϦϭ ϳϦ϶ϮϩϸϦϲϫϩ϶ ϲϱϦϥϲϳϣ, ϴϫϡϨϡϮϮϼϦ ϭϦϱϯϰϱϩяϳϩя ϯϲϴϺϦϲϳϣ-
ϬяϿϳ ϯϱϤϡϮϼ ϣϮϴϳϱϦϮϮϩ϶ ϥϦϬ, яϣϬяϿϺϩϦϲя ϴϰϯϬϮϯϭϯϸϦϮϮϼϭϩ ϯϱϤϡϮϡϭϩ, ϣ ϳϯϭ ϸϩϲϬϦ ϣ ϩϮϳϦϱϦϲϡ϶
ϥϱϴϤϩ϶ ϴϰϯϬϮϯϭϯϸϦϮϮϼ϶ ϯϱϤϡϮϯϣ, ϰϴϳϦϭ ϯϲϴϺϦϲϳϣϬϦϮϩя ϫϱϴϤϬϯϲϴϳϯϸϮϯϤϯ ϴϥϡϬϦϮϮϯϤϯ ϥϯϲϳϴϰϡ ϫ Ϣϡ-
Ϩϡϭ ϥϡϮϮϼ϶[71].
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ψϡϫϯϮы, ϤϡϱϡϮϳϩϱϴюϺϩϦ ϲϣϯϢϯϥϴ ϲϬϯϣϡ ϩ
ϡϮϯϮϩϭϮϯϲϳь

7.1. ϒϳϡϳья 23 ϋϯϮϲϳϩϳϴϷϩϩ ϑϕ

1. ϋϡϧϥϼϪ ϩϭϦϦϳ ϰϱϡϣϯ Ϯϡ ϮϦϰϱϩϫϯϲϮϯϣϦϮϮϯϲϳϽ ϸϡϲϳϮϯϪ ϧϩϨϮϩ, ϬϩϸϮϴϿ ϩ ϲϦϭϦϪϮϴϿ ϳϡϪϮϴ, ϨϡϺϩ-
ϳϴ ϲϣϯϦϪ ϸϦϲϳϩ ϩ ϥϯϢϱϯϤϯ ϩϭϦϮϩ.

2. ϋϡϧϥϼϪ ϩϭϦϦϳ ϰϱϡϣϯ Ϯϡ ϳϡϪϮϴ ϰϦϱϦϰϩϲϫϩ, ϳϦϬϦϵϯϮϮϼ϶ ϰϦϱϦϤϯϣϯϱϯϣ, ϰϯϸϳϯϣϼ϶, ϳϦϬϦϤϱϡϵϮϼ϶ ϩ
ϩϮϼ϶ ϲϯϯϢϺϦϮϩϪ. ϏϤϱϡϮϩϸϦϮϩϦ ϾϳϯϤϯ ϰϱϡϣϡ ϥϯϰϴϲϫϡϦϳϲя ϳϯϬϽϫϯ Ϯϡ ϯϲϮϯϣϡϮϩϩ ϲϴϥϦϢϮϯϤϯ ϱϦϹϦ-
Ϯϩя.

7.2. ϒϳϡϳья 24 ϋϯϮϲϳϩϳϴϷϩϩ ϑϕ

1. ϒϢϯϱ, ϶ϱϡϮϦϮϩϦ, ϩϲϰϯϬϽϨϯϣϡϮϩϦ ϩ ϱϡϲϰϱϯϲϳϱϡϮϦϮϩϦ ϩϮϵϯϱϭϡϷϩϩ ϯ ϸϡϲϳϮϯϪ ϧϩϨϮϩ ϬϩϷϡ ϢϦϨ ϦϤϯ
ϲϯϤϬϡϲϩя ϮϦ ϥϯϰϴϲϫϡϿϳϲя.

2. ϏϱϤϡϮϼ ϤϯϲϴϥϡϱϲϳϣϦϮϮϯϪ ϣϬϡϲϳϩ ϩ ϯϱϤϡϮϼ ϭϦϲϳϮϯϤϯ ϲϡϭϯϴϰϱϡϣϬϦϮϩя, ϩ϶ ϥϯϬϧϮϯϲϳϮϼϦ ϬϩϷϡ
ϯϢяϨϡϮϼ ϯϢϦϲϰϦϸϩϳϽ ϫϡϧϥϯϭϴ ϣϯϨϭϯϧϮϯϲϳϽ ϯϨϮϡϫϯϭϬϦϮϩя ϲ ϥϯϫϴϭϦϮϳϡϭϩ ϩ ϭϡϳϦϱϩϡϬϡϭϩ, ϮϦϰϯ-
ϲϱϦϥϲϳϣϦϮϮϯ ϨϡϳϱϡϤϩϣϡϿϺϩϭϩ ϦϤϯ ϰϱϡϣϡ ϩ ϲϣϯϢϯϥϼ, ϦϲϬϩ ϩϮϯϦ ϮϦ ϰϱϦϥϴϲϭϯϳϱϦϮϯ ϨϡϫϯϮϯϭ.

7.3. ϒϳϡϳья 29 ϋϯϮϲϳϩϳϴϷϩϩ ϑϕ

1. ϋϡϧϥϯϭϴ ϤϡϱϡϮϳϩϱϴϦϳϲя ϲϣϯϢϯϥϡ ϭϼϲϬϩ ϩ ϲϬϯϣϡ.

2. ώϦ ϥϯϰϴϲϫϡϿϳϲя ϰϱϯϰϡϤϡϮϥϡ ϩϬϩ ϡϤϩϳϡϷϩя, ϣϯϨϢϴϧϥϡϿϺϩϦ ϲϯϷϩϡϬϽϮϴϿ, ϱϡϲϯϣϴϿ, ϮϡϷϩϯϮϡϬϽ-
ϮϴϿ ϩϬϩ ϱϦϬϩϤϩϯϨϮϴϿ ϮϦϮϡϣϩϲϳϽ ϩ ϣϱϡϧϥϴ. ψϡϰϱϦϺϡϦϳϲя ϰϱϯϰϡϤϡϮϥϡ ϲϯϷϩϡϬϽϮϯϤϯ, ϱϡϲϯϣϯϤϯ,
ϮϡϷϩϯϮϡϬϽϮϯϤϯ, ϱϦϬϩϤϩϯϨϮϯϤϯ ϩϬϩ яϨϼϫϯϣϯϤϯ ϰϱϦϣϯϲ϶ϯϥϲϳϣϡ.

3. ώϩϫϳϯ ϮϦ ϭϯϧϦϳ ϢϼϳϽ ϰϱϩϮϴϧϥϦϮ ϫ ϣϼϱϡϧϦϮϩϿ ϲϣϯϩ϶ ϭϮϦϮϩϪ ϩ ϴϢϦϧϥϦϮϩϪ ϩϬϩ ϯϳϫϡϨϴ ϯϳ Ϯϩ϶.

4. ϋϡϧϥϼϪ ϩϭϦϦϳ ϰϱϡϣϯ ϲϣϯϢϯϥϮϯ ϩϲϫϡϳϽ, ϰϯϬϴϸϡϳϽ, ϰϦϱϦϥϡϣϡϳϽ, ϰϱϯϩϨϣϯϥϩϳϽ ϩ ϱϡϲϰϱϯϲϳϱϡϮяϳϽ
ϩϮϵϯϱϭϡϷϩϿ ϬϿϢϼϭ ϨϡϫϯϮϮϼϭ ϲϰϯϲϯϢϯϭ. ϐϦϱϦϸϦϮϽ ϲϣϦϥϦϮϩϪ, ϲϯϲϳϡϣϬяϿϺϩ϶ ϤϯϲϴϥϡϱϲϳϣϦϮϮϴϿ
ϳϡϪϮϴ, ϯϰϱϦϥϦϬяϦϳϲя ϵϦϥϦϱϡϬϽϮϼϭ ϨϡϫϯϮϯϭ.

5. τϡϱϡϮϳϩϱϴϦϳϲя ϲϣϯϢϯϥϡ ϭϡϲϲϯϣϯϪ ϩϮϵϯϱϭϡϷϩϩ. ϗϦϮϨϴϱϡ ϨϡϰϱϦϺϡϦϳϲя.
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7.4. ϒϳϡϳья 19 σϲϦϯϢϺϦϪ ϥϦϫϬϡϱϡϷϩϩ ϰϱϡϣ ϸϦϬϯϣϦϫϡ
ϋϡϧϥϼϪ ϸϦϬϯϣϦϫ ϩϭϦϦϳ ϰϱϡϣϯ Ϯϡ ϲϣϯϢϯϥϴ ϴϢϦϧϥϦϮϩϪ ϩ Ϯϡ ϲϣϯϢϯϥϮϯϦ ϣϼϱϡϧϦϮϩϦ ϩ϶; Ͼϳϯ ϰϱϡϣϯ ϣϫϬϿ-
ϸϡϦϳ ϲϣϯϢϯϥϴ ϢϦϲϰϱϦϰяϳϲϳϣϦϮϮϯ ϰϱϩϥϦϱϧϩϣϡϳϽϲя ϲϣϯϩ϶ ϴϢϦϧϥϦϮϩϪ ϩ ϲϣϯϢϯϥϴ ϩϲϫϡϳϽ, ϰϯϬϴϸϡϳϽ ϩ ϱϡϲ-
ϰϱϯϲϳϱϡϮяϳϽ ϩϮϵϯϱϭϡϷϩϿ ϩ ϩϥϦϩ ϬϿϢϼϭϩ ϲϱϦϥϲϳϣϡϭϩ ϩ ϮϦϨϡϣϩϲϩϭϯ ϯϳ ϤϯϲϴϥϡϱϲϳϣϦϮϮϼ϶ ϤϱϡϮϩϷ.
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ϐϯϸϦϭϴ ϲϯϵϳ ϥϯϬϧϦϮ Ϣыϳь ϯϳϫϱыϳыϭ?

8.1. ςϦϨϯϰϡϲϮϯϲϳь ϸϦϱϦϨ ϮϦяϲϮϯϲϳь ϩ ϰϱϩϮϷϩϰ ϋϦϱϫϤϯϵϵϲϡ
ςϦϨϯϰϡϲϮϯϲϳь ϸϦϱϦϨ ϮϦяϲϮϯϲϳь (Security through obscurity) — ϴϮϩϸϩϧϩϳϦϬϽϮϯϦ ϮϡϨϣϡϮϩϦ ϰϱϩϮϷϩϰϡ
ϰϯϲϳϱϯϦϮϩя ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶ ϲϩϲϳϦϭ, ϲϯϤϬϡϲϮϯ ϫϯϳϯϱϯϭϴ ϥϬя ϯϢϦϲϰϦϸϦϮϩя ϢϦϨϯϰϡϲϮϯϲϳϩ ϣ ϳϡϪϮϦ
ϥϦϱϧϡϳϲя ϯϲϯϢϦϮϮϯϲϳϩ ϰϱϯϦϫϳϩϱϯϣϡϮϩя ϩϬϩ ϱϦϡϬϩϨϡϷϩϩ.
ϐϱϩϮϷϩϰϋϦϱϫϤϯϵϵϲϡ— ϰϱϩϮϷϩϰ ϰϯϲϳϱϯϦϮϩя ϫϱϩϰϳϯϤϱϡϵϩϸϦϲϫϩ϶ ϲϩϲϳϦϭ, ϲϵϯϱϭϴϬϩϱϯϣϡϮϮϼϪ ϏϤϿ-
ϲϳϯϭ ϋϦϱϫϤϯϵϵϲϯϭ ϣ 1883 Ϥϯϥϴ, ϨϡϫϬϿϸϡϿϺϩϪϲя ϣ ϳϯϭ, ϸϳϯ ϣ ϳϡϪϮϦ ϥϯϬϧϦϮ ϥϦϱϧϡϳϽϲя ϳϯϬϽϫϯ ϯϰϱϦϥϦ-
ϬϦϮϮϼϪ ϮϡϢϯϱ ϰϡϱϡϭϦϳϱϯϣ ϡϬϤϯϱϩϳϭϡ (ϫϬϿϸ), ϡ ϲϡϭ ϡϬϤϯϱϩϳϭ ϥϯϬϧϦϮ ϢϼϳϽ ϯϳϫϱϼϳϼϭ.

8.2. Чϳϯ ϳϡϫϯϦ Open Source
Open Source — ϰϱϯϤϱϡϭϭϮϯϦ ϯϢϦϲϰϦϸϦϮϩϦ ϲ ϯϳϫϱϼϳϼϭ ϩϲ϶ϯϥϮϼϭ ϫϯϥϯϭ. ϐϯϮяϳϩϦ Open Source ϮϦ
ϩϥϦϮϳϩϸϮϯ ϰϯϮяϳϩϿ «ϲϣϯϢϯϥϮϯϦ ϐϏ» (϶ϯϳя ϸϡϲϳϯ ϐϏ ϰϱϩϮϡϥϬϦϧϩϳ ϯϥϮϯϣϱϦϭϦϮϮϯ ϯϢϯϩϭ ϫϡϳϦϤϯϱϩ-
яϭ) — ϰϯϥ ϲϣϯϢϯϥϮϼϭ ϐϏ ϰϯϥϱϡϨϴϭϦϣϡϿϳ ϐϏ, Ϯϡ ϫϯϳϯϱϯϦ ϥϦϪϲϳϣϴϿϳ ϰϱϡϣϡ Ϯϡ ϲϣϯϢϯϥϮϯϦ ϩϲϰϯϬϽϨϯ-
ϣϡϮϩϦ, ϩϨϴϸϦϮϩϦ, ϱϡϲϰϱϯϲϳϱϡϮϦϮϩϦ ϩ ϩϨϭϦϮϦϮϩϦ, ϳϯϤϥϡ ϫϡϫ ϣ ϲϬϴϸϡϦ ϲ Open Source ϡϫϷϦϮϳ ϥϦϬϡϦϳϲя Ϯϡ
ϥϯϲϳϴϰϮϯϲϳϽ ϩϲ϶ϯϥϮϼ϶ ϫϯϥϯϣ.

8.3. ϐϯϸϦϭϴ ϰϱϯϰϱϩϦϳϡϱϮϯϦ ϐϏ ϢыϣϡϦϳ ϯϰϡϲϮϯ

8.3.1. ϏϢϮϯϣϬϦϮϩϦ Windows ϲ ϯϳϫϬюϸϦϮϮϯϪ ϲϬϴϧϢϯϪ Windows Update
24 ϡϣϤϴϲϳϡ 2007 Ϥϯϥϡ Ϯϡ ϫϯϭϰϽϿϳϦϱϡ϶ ϲ ϯϳϬϿϸϦϮϮϯϪ ϲϩϲϳϦϭϯϪ Windows Update (ϲ ϯϳϫϬϿϸϦϮϮϼϭϩ ϡϣ-
ϳϯϭϡϳϩϸϦϲϫϩϭϩ ϯϢϮϯϣϬϦϮϩяϭϩ) ϢϦϨ ϣϦϥϯϭϡ ϰϯϬϽϨϯϣϡϳϦϬя ϯϢϮϯϣϩϬϩϲϽ ϮϦϫϯϳϯϱϼϦ ϵϡϪϬϼ[88]. ϓϦϯϱϦϳϩ-
ϸϦϲϫϩ Ͼϳϯ ϯϨϮϡϸϡϦϳ ϳϯ, ϸϳϯ Microsoft ϣ ϬϿϢϯϦ ϣϱϦϭя ϭϯϧϦϳ ϩϲϰϯϬϮϩϳϽ ϬϿϢϯϪ ϫϯϥ Ϯϡ ϬϿϢϯϪ Windows-
ϭϡϹϩϮϦ (ϩϭϦϦϳ ϢϾϫϥϴϱ), ϥϡϧϦ ϦϲϬϩ Ϯϡ Ϯϩ϶ ϯϳϫϬϿϸϦϮϡ ϲϬϴϧϢϡ ϡϣϳϯϭϡϳϩϸϦϲϫϯϤϯ ϯϢϮϯϣϬϦϮϩя.

8.3.2. Carrier IQ
Carrier IQ — ϫϯϭϰϡϮϩя, ϱϡϨϱϡϢϡϳϼϣϡϿϺϩϪ ϲϯϵϳ, ϴϲϳϡϮϡϣϬϩϣϡϿϺϩϪϲя ϰϱϯϩϨϣϯϥϩϳϦϬϦϭ Ϯϡ ϭϮϯϤϩϦ
ϭϯϢϩϬϽϮϼϦ ϴϲϳϱϯϪϲϳϣϡ. Carrier IQ ϨϡϰϩϲϼϣϡϦϳ ϥϡϮϮϼϦ ϲ GPS-ϮϡϣϩϤϡϳϯϱϡ, ϲϯϲϳϯяϮϩϦ ϨϣϯϮϫϯϣ, Ϯϡϧϡϳϩя
ϫϬϡϣϩϹ, ϩϮϳϦϱϮϦϳ-ϳϱϡϵϩϫ ϩ ϭϮϯϤϯϦ ϥϱϴϤϯϦ, ϰϯϲϬϦ ϸϦϤϯ ϣ ϮϦϫϯϳϯϱϼ϶ ϲϬϴϸϡя϶ ϯϳϰϱϡϣϬяϦϳ Ͼϳϴ ϩϮϵϯϱ-
ϭϡϷϩϿ ϰϱϯϩϨϣϯϥϩϳϦϬϿ ϴϲϳϱϯϪϲϳϣϡ ϩϬϩ Ϯϡ ϲϯϢϲϳϣϦϮϮϼϦ ϲϦϱϣϦϱϡ[89][90].

8.3.3. σϯϨϭϯϧϮϯϲϳь ϰϯϬϴϸϩϳь IP ϡϥϱϦϲ ϬюϢϯϤϯ ϰϯϬьϨϯϣϡϳϦϬя Skype
ϐϯϲϬϦ ϥϦϫϯϭϰϩϬяϷϩϩ ϩ ϥϦϯϢϵϴϲϫϡϷϩϩ ϩϲ϶ϯϥϮϯϤϯ ϫϯϥϡ Skype ϲϳϡϬϯ ϣϯϨϭϯϧϮϼϭ ϴϨϮϡϳϽ IP-ϡϥϱϦϲ ϬϿ-
ϢϯϤϯ ϰϯϬϽϨϯϣϡϳϦϬя, ϨϮϡя ϳϯϬϽϫϯ ϦϤϯ Ϯϩϫ. ωϮϲϳϱϴϫϷϩя ϯ ϳϯϭ, ϫϡϫ Ͼϳϯ ϲϥϦϬϡϳϽ, ϱϡϨϭϦϺϦϮϡ ϨϥϦϲϽ: http:
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//pastebin.com/LrW4NE2p. IP-ϡϥϱϦϲ ϭϯϧϮϯ ϴϨϮϡϳϽ ϥϡϧϦ ϣ ϳϦϸϦϮϩϩ ϳϱϦ϶ ϥϮϦϪ ϰϯϲϬϦ ϳϯϤϯ, ϫϡϫ ϰϯϬϽϨϯ-
ϣϡϳϦϬϽ ϣϼϹϦϬ ϩϨ ϲϦϳϩ. Ϟϳϯ — ϳϩϰϩϸϮϼϪ ϰϱϩϭϦϱ ϩϨϬϩϹϮϦϪ ϮϡϥϦϧϥϼ Ϯϡ ϰϱϩϷϩϰ «ϢϦϨϯϰϡϲϮϯϲϳϽ ϸϦϱϦϨ
ϮϦяϲϮϯϲϳϽ», ϫϯϳϯϱϼϪ ϰϱϩϣϦϬ ϫ ϲϦϱϽϦϨϮϼϭ ϰϱϯϢϬϦϭϡϭ.

8.3.4. Ϗϳϰϱϡϣϫϡ ϥϡϮϮы϶ ϯ ϨϡϰϴϲϫϡϦϭы϶ ϰϱϩϬϯϧϦϮϩя϶ ϣ Windows 8
SmartScreen— Ϯϯϣϡя ϳϦ϶ϮϯϬϯϤϩя, ϰϯяϣϩϣϹϡяϲя ϣ Windows 8 ϩ ϣϫϬϿϸϦϮϮϡя ϰϯ ϴϭϯϬϸϡϮϩϿ[91]. SmartScreen
ϱϡϢϯϳϡϦϳ ϳϡϫ: ϫϯϤϥϡ ϣϼ ϲϫϡϸϩϣϡϦϳϦ ϰϱϩϬϯϧϦϮϩϦ ϩϨ ωϮϳϦϱϮϦϳϡ, ϳϯ ϣ Microsoft ϰϦϱϦϥϡϦϳϲя ϶ϦϹ ϵϡϪϬϡ,
ϩϭя ϵϡϪϬϡ ϩ ϲϦϱϳϩϵϩϫϡϳ (ϦϲϬϩ ϰϱϩϲϴϳϲϳϣϴϦϳ)[92]. ϐϱϩ Ͼϳϯϭ ϥϬя ϰϦϱϦϥϡϸϩ ϩϲϰϯϬϽϨϴϦϳϲя SSLv2, ϫϯϳϯ-
ϱϼϪ ϮϦ ϢϦϨϯϰϡϲϦϮ ϩ ϨϬϯϴϭϼϹϬϦϮϮϩϫ ϭϯϧϦϳ ϰϯϬϴϸϩϳϽ ϥϯϲϳϴϰ ϫ ϰϦϱϦϥϡϣϡϦϭϼϭ ϥϡϮϮϼϭ[93].
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